
PS signatures

Key generation
• Pick generator !𝑔 ∈! 𝐺"
• Private key: (𝑥, 𝑦#, … , 𝑦$) ∈!ℤ%
• Public key:

( !𝑔, ,𝑋, .𝑌#, … , .𝑌$) = ( !𝑔, !𝑔&, !𝑔'! , … , !𝑔'")

Signing tuple (𝑚#, … ,𝑚$)
• Pick ℎ ∈! 𝐺#∗ and output
• Signature 𝜎 = ℎ, ℎ&)∑'#+#

Cryptography sidebar

Cyclic groups: 𝐺!, 𝐺", 𝐺#
Generators: 𝑔, $𝑔, 𝑔#
Group order: 𝑝

Pairing: 𝑒 ∶ 𝐺!×𝐺" → 𝐺#
Bilinear: 𝑒 𝑔$ , $𝑔% =
𝑒 𝑔, $𝑔 $%

Verifying a signature:
• Given a signature 𝜎 = (𝜎#, 𝜎")
• Message: (𝑚#, … ,𝑚$)
• And public key	( !𝑔, ,𝑋, .𝑌#, … , .𝑌$)
• Check:
• 𝜎# ≠ 1,!
• 𝑒 𝜎#, ,𝑋 ⋅ ∏.𝑌-

+# = e(𝜎", !𝑔) 1

Part of 
"Secret 
Stroll" 

project



Issuing a PS credential
• User commits to hidden attributes, pick 𝑡 ∈$ ℤ%:

𝐶 = 𝑔!$
"∈$

𝑌"
%!

• And proves that she did so correctly:

𝑃𝐾 𝑡, 𝑎& &∈( : 𝐶 = 𝑔),
&∈(

𝑌&
*&

• Issuer verifies the proof, picks	𝑢 ∈$ ℤ%	and sets:

𝜎+ = 𝑔,, 𝑋𝐶,
&∈-

𝑌&
*&

,

• User forms signature 𝜎 = (𝜎.+,
/'(

/)(
*)

Proof shows that C 
is correctly formed.
What goes wrong if 

you omit this?

Cryptography sidebar

Cyclic groups: 𝐺!, 𝐺", 𝐺#
Generators: 𝑔, $𝑔, 𝑔#
Group order: 𝑝

Pairing: 𝑒 ∶ 𝐺!×𝐺" → 𝐺#
Bilinear: 𝑒 𝑔$ , +𝒈% = 𝑒 𝑔, $𝑔 $%

PS Signatures
Private key: (𝑥, 𝑦!, … , 𝑦+) ∈,ℤ- and 
𝑋 = 𝑔.
Public key:
$𝑔, 5𝑋, 6𝑌/ = $𝑔, $𝑔. , $𝑔0! ∈ 𝐺" and
𝑔, 𝑌/ = 𝑔, 𝑔0! ∈ 𝐺! 

Signature: 𝜎 = (𝜎!, 𝜎") such that
𝜎 = ℎ, ℎ.1∑0!3! ∈ 𝐺!"2

Extra parts of 
pk

Attribute sets:
U: attributes determined by user 
(hidden from issuer)
I: attributes determined by issuer



Proving possession of a credential
• User has a credential 𝜎 = (𝜎&, 𝜎') on 𝑎&, … , 𝑎(
• Pick 𝑟, 𝑡 ∈)  ℤ* and compute 𝜎+ = 𝜎&, , (𝜎'𝜎&- ,)
• Send 𝜎+ and disclosed attributes 𝑎. .∈0

• And proves that the signature is valid:

𝑃𝐾
𝑡, 𝑎. .∈1 :

𝑒 𝜎'+ , 0𝑔 ∏.∈0 𝑒 𝜎&+, 3𝑌2
34!

𝑒 𝜎&+, 3𝑋
=

	 𝑒 𝜎&+, 0𝑔 -7
.∈1

𝑒 𝜎&+, 8𝑌.
4!

• The verifier accepts if proof is valid and 𝜎&+ ≠ 1

Cryptography sidebar

Cyclic groups: 𝐺!, 𝐺", 𝐺#
Generators: 𝑔, ℎ, 𝑔#
Group order: 𝑝

Pairing: 𝑒 ∶ 𝐺!×𝐺" → 𝐺#
Bilinear: 𝑒 𝑔$ , ℎ% = 𝑒 𝑔, ℎ $%

PS Signatures
Private key: (𝑥, 𝑦!, … , 𝑦+) ∈,ℤ- ℤ- 
and 𝑋 = 𝑔.
Public key:
𝑔, 𝑌/ = 𝑔, 𝑔. , 𝑔0! ∈ 𝐺!
$𝑔, 5𝑋, 6𝑌/ = $𝑔, $𝑔. , $𝑔0! ∈ 𝐺"

Signature: 𝜎 = (𝜎!, 𝜎") such that
𝜎 = ℎ, ℎ.1∑0!$! ∈ 𝐺!"3

𝑒 𝜎&' , $𝑔! &𝑋 ⋅ ∏*𝑌"
%! = e(𝜎(' , $𝑔) 

Attribute sets:
H: hidden attributes
D: disclosed attributes
Different from previous slide!!! 

🚨

What goes wrong if you omit this?


