Cryptography sidebar

. Cyclic groups: G1,G,, G
PS Slgn atu reS Generators: g,g,lgTz T

Group order: p

. Part of o
Key generation ISoarat Pairing: e : GyXG, — Gp

" Bilinear: e(g%, g?) =
* Pick generator § € G, srt;oeuct oo )
* Private key: (X, y1, ..., Y1) €rZy
* Public key:
(g,X,Yq,...Y)) =(g,d% g°1, ..., g¥L) Verifying a signature:

* Given a signature 0 = (04, 03)
Signing tuple (mq, ..., m;) * Messagef (my, e "}L)~ _
- Pick h €5 G* and output * And publickey (g,X, Yy, ..., Y.)

- Signature o = (h, R*T2Yi™) y ?hECk; 1
1 # 1g,

o+ e(o, XTIV ) = e(02, §)




Proof shows that C
is correctly formed.

Attribute sets:
U: attributes determined by user

1 1 What if (hidden from issuer)
I SS u I ng a PS C re d e ntl a l yi ug;)neqsitvzlr:(ijsr']?g I I ;ttr?bnutz)sr:l:tseb:'i‘rlined by issuer

« User commits to hidden attributes, pick t € Z Cryptography sidebar
c=gt 1_[ Yiai Cyclic groups: G4, G5, G
el Generators: g, 9, gr
* And proves that she did so correctly: Group order: p
PK{(t, (a)iey):C = gt ‘ ‘ Yl.ai Pairing: e : G;XG, = Gp
Tcl Bilinear: (g% g°) = e(g, §)*
* Issuer verifies the proof, picks u €y Z, and sets: ,
U PS Signatures
’ " a; Private key: (x, ¥4, ..., Y1) €rZ, and
o = g , XC Yl X = gx
ic] Public key:
(8.%.%) = (§.6%.9”) € G, and
. . ol (9.Y) =(9,97) € Gy
* User forms signature g = (0,—)
01 Extra parts of Signature: o = (01, 0;) such that

pk o = (h, h¥*2Yimi) € G2



Attribute sets: —
H: hidden attributes *

D: disclosed attributes §
Different from previous slide!!!

I ~tv > ai ! ~
3(01»th - [1Y; ) = e(02,9)
« User has a credential g = (04,05) on (a4, ...,a;) Cryptography sidebar

Proving possession of a credential

. I r t\7r
* Pickr,t €g Z, and compute o’ = (01, (0201)") Cyclic groups: Gy, G, G

» Send ¢’ and disclosed attributes (a;);ep ge”erato(;s‘g' h, gr
roup oraer: p

* And proves that the signature is valid:

Pairing: e : G{XG, = G

Bilinear: e(g%, h?) = e(g, h)??

~ ~\—a;
( 3(02';9) HiED 6(01’, Y]) f)
(t; (ai)iEH): o = PS Signatures
PK 3(01rX) > Private key: (X, V1, .., y1) €xZp Ly
and X = g*
ot AN Public key:
e(o eloy, Y; o y
\ (01,9) 1;{[ ( 1 l) J (9.Y) =(9,9%, 9 € Gy
l

.. . . ) , (9.XY) = (3§, 3% §”) € G,
* The verifier accepts if proofisvalidand o; # 1

Signature: 0 = (g4, 05) such that

= h’hx+2yiai € G2
What goes wrong if you omit this? o =( ) € 65




