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(c) Only if the participants know the role they will be able to produce the right hash. 
And pre-image resistance is needed to avoid that anyone intercepting the message 
learns the role.
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Towards central service:
- You could argue pre-image resistance, but SAC will know the grades at the end, so 

not having it is also fine.
- You could argue second pre-image resistance, if you argue that SAC may want to 

modify Joe’s grade
- Collision resistance does not offer any advantage, the professor already commits 

to one value

Towards Joe:
- Joe already knows his grade. You cannot  argue the need for pre-image resistance
- You need second pre-image resistance, to ensure that Joe cannot claim having 

any other grade
- Collision resistance does not offer any advantage, the professor already commits 

to one value



The message provides confidentiality: only Bob can read the message, as only Bob 
can obtain the sk from EPKB(sk) and compute again the stream(sk) to decrypt M.
(The part EPKA(sk) does not provide information to anyone… can only be decrypted by 
Alice)

The message does not provide integrity. There is no part of the exchange that cannot 
be produced by an adversary.
For instance, an adversary could send to Bob:
EPKA(sk’), EPKB(sk’), M’ ⊕ Stream(sk’)
And Bob would not have a way to know whether the original message was M’



The exchange would provide confidentiality (Bob can obtain sk1), but not integrity: 
Bob has no access to the key k2 to check the MAC. 

Even if Bob had access to sk2, this exchange would not provide integrity either. As in 
all previous cases, the adversary could completely produce a new message: 
EPKB(sk3), AES(sk3,M’ ), MAC(sk3,M’ )


