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What can go wrong?

To increase the security of data at rest your 
company has introduced Transparent Data 
Encryption (TDE) in the databases. This way, all data 
in the hard drive is encrypted.

They assume that the adversary is anyone that is 
not an employee and does not have a login. 

Propose a means for an adversary to obtain 
capabilities outside of this threat model
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Perform STRIDE on the SocialScan system
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Spoofing Authenticity
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Elevation of Privilege Authorization



Gruthentication

Gru decides to build a homemade authentication system for his 
minions. Gru wants to try alternative approaches to passwords and 
listed four substitutes.
Minions are very friendly, and tend to hang out in big groups to party 
and eat bananas. 
Which authentication method provides Gru with the least assurance of 
the identity of a Minion?
(a) User’s behaviour
(b) Biometric
(c) User’s social ties
(d) Smart cards



Token-based authentication

Are the following True or False?
The token-based authentication mechanism seen in the class, which 
authenticate users using something that they have, require:

(a) That the token knows the public key of the verification server
(b) That both token and verification server use the same hash function
(c) That the token and the verification server share a key
(d) That tokens delete their key after each verification
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