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Important Notes

e No document or electronic device is allowed.

e For multiple choice questions, there is exactly one correct choice. We assign a small amount of negative points
to the wrong answers, in such a way that, in average, random choices give zero points. (Same as not answering.)

e For the True/False questions, the wrong answer gives exactly the negative of the number of points assigned to

the correct answer. Again, a random choice gives zero points in average. (Same as not answering.)

e For multiple choice and True/False questions, mark your answer with a thick ‘X’ in the corresponding box. If
you want to change your answer, color the complete box (of the wrong answer) and mark the new answer with

A &

e A few questions are neither multiple choice nor of the True/False kind. You will receive full points if your answer
is correct and properly justified. (We want to see that you did not guess, and want to give partial credit if
applicable). The gray bar below those questions is used for grading purposes. Please do not write on it.

e Each page has a code on top of it (see the top of this page). Do not write on it.

e For technical reasons, pencils are not allowed.

The table below provides numerical values which might be useful for solving certain problems.

0.9

T 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
log,(z) | —3.3219 | —2.3219 | —1.7370 | —1.3219 | —1.0000 | —0.7370 | —0.5146 | —0.3219 | —0.1520
z 2 3 4 5 6 7 8| . 9 10
log, (z) 1.0000 1.5850 2.0000 2.3219 2.5850 2.8074 3.0000 3.1699 3.3219

The prime numbers smaller than 100 are:
2,3,5,7,11,13,17,19, 23, 29, 31, 37, 41, 43,47, 53,59, 61,67, 71, 73, 79, 83, 89 et 97.

Except otherwise specified, all the numbers are in base 10.
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Consider the 4 binary codes below:
\ Codes
Source Symbol | C1 c2 | C3 C4
a | 000 10 11 0010
b |01 000 | 011 11
c | 111 11 1010 | O
d | 1100 | 01 00 1010
e | 10 100 | 100 1011
f o011 001 | 010 0110
Problem 1  [4 points]
Answer the following True/False questions [1 point each]:
E True [ ] False C3 is instantaneous
[ ] True False C2 is instantaneous
|:| True @ False C1 is instantaneous
[ ] True E False C4 is instantaneous
Problem 2[4 points]
Answer the following True/False questions [1 point each]:
[ ] True _ False (2 is uniquely decodable
El True D False C1 is uniquely decodable
I:] True ‘ False C4 is uniquely decodable
True [ | False C3 is uniquely decodable
Problem 3  [4 points] ‘
Answer the following True/False questions [1 point each]:
True [] False There exists an instantaneous code that has the same codeword lengths as C3
@ True D False There exists an instantaneous code that has the same codeword lengths as C'1
True [ ] False There exists an instantaneous code that has the same codeword lengths as C'4
[ ] True {Z False There exists an instantaneous code that has the same codeword lengths as C'2
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A box contains 4 dice:
e 2 fair 4-sided dice A and B: p(i) = %, i=1{1,2,3,4}
o 1 loaded 4-sided dice C: p(2) =1
o 1 loaded 4-sided dice D: p(3) =1

You pick one of the dice at random and throw it indefinitely. The sequence of throws can be modeled as the output
of the source § = 51,59, ...

Problem 4  [4.5 points]
Answer the following True/False questions [3/4 points each]:

I___| True E False H(S1,852|85) = H(S5,S3)
True [ _] False H(S3,84) < H(S1) + H(S2)
X True [ ] False H(Sy) = H(S3)

B True [ ] False H(S:,82) = H(S3,51)

|:| True E False S1 and Sz are independent
[ ] True X False H(S2,83) = H(S2) + H(Ss)

Problem 5  [5.5 points]
Determine PSi,...,Sn (sl, ..+, 8n) for the source § defined above.

Co [o.s [hlhs (2 [(Jes [Js [(dss [Ja[Ja5 [ s 5.5 Reserved, do not write on this boz

D 558 (BT frarsany Sp) = - 11(51 . 8n|A) + (815 ., sn|B) +p(51,...,3:|C) +p(51,.. -, HH\D)_;
114,-;--4%. PP
B ll %il T e 3
1
2

otherwise.

S+

Problem 6  [4.5 points]
For the source S defined above, let H(S) be the entropy of a symbol and H*(S) be the entropy rate.

Answer the following True/False questions [3/4 point each]:

> True [ ] False H*(8) < H(S)
True [ |False H*(S) < 2 bits
True [ ] False H(S) > limy, 00 M
[ ] True False The source S is not stationary
[ ] True D] False H*(8) =00
[ ] True [ False H(S) = 2 bits
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Problem 7  [4 points]
Consider a source (random variable) S that takes values in an alphabet of cardinality 8" + 4 for some integer n > 1,

and probability distribution

. for k=1,2,3,4

Ps(k) = {8’1

23nF1 otherwise.

For S, we construct a binary Shannon-Fano code Tgp with an average codeword length L(S,I'sr) and a binary
Huffman code I'yy; with an average codeword length L(S,I'y). Let H(S) be the entropy of 5.
Answer the following True/False questions [1 point each]:

True [ ] False H(S) = 3% + 2 bits
[ ] True False L(S,T'y) > H(S)
True  [_| False L(S,Tgr) = H(S)
[ ] True False H(S) = 2n+ 3 bits
Page 4 / 12 — Exam Solution



HEEEEEEEREEN
CT T [ [ ] +1/5/56+ ®

Problem 8  [4 points]

Alice wants to send an encrypted message to Bob, using trap-door one-way functions. The publicly available directory
contains the functions f4 and fp, which are the trap-door one-way functions of Alice and Bob, respectively. Suppose
that ¢ is the text and ¢ the cryptogram. Check one:

[ ] Alice sends ¢ = f;'(¢)

[ ] Alice sends ¢ = fa(fs(t))
[] Alice sends ¢ = fa(t)

[ ] Alice sends ¢ = f5(t)
X Alice sends ¢ = fg(t)

Problem 9  [4 points]
Answer the following True/False questions [1 point each]:

True [ ] False If (ab)~! does not exist in Z/kZ, then it is not possible that both @~ and b~" exist.
P True [ ] False If a=! and b~! exist in Z/kZ, then (ab)~! exists and (ab)~' =a'b"".

True [ ] False Tf either a1 or b~! does not exist in Z/kZ, then (ab)~! does not exist.

JE True [ ] False (ab)~! = a~'b~1 is true in Z/kZ, provided that (ab)~! exists.

Problem 10  [4 points]
What is the multiplicative inverse of 27 in Z/97Z? Check one:

[]15

[]67

[]90

[]23

[]77

18

[]7

[]50

[ ] There is more than one

[ ] Tt does not exist

[]24
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Problem 11  [5 points]

Using Fermat’s theorem, find the multiplicative inverse of 9 in Z/23Z. Your answer should be an integer in
{0,1,...,22}. (A correct guess without development will receive half the points.)

(o Clos [ (s (2 (25 (I3 [lss (4 [Ja5 XI5 Reserved, do not write on this bow

Fermat’s theorem implies that 922 = 1 (all results taken mod 23). By writing 9 x 92! = 1, we see that 9?! is the

multiplicative inverse of 9. Let us compute it by successively squaring:

9 =10

0t =122=6
= =1

e e

920 = 9'¢ x 9% =2

92l — 920 x 9 = 18.

Problem 12  [4 points]
Consider an encryption scheme where the ciphertext C is computed from the plaintext T" with the use of a key K as
C =T - K (mod m), where m is an integer > 2. Say which of the following is True/False.

The encryption scheme is perfectly secure if [1 point each]:

X True D False T, K are randomly chosen in Z/mZ" and m is prime
[ ] True False T, K are randomly chosen in Z/mZ and m is prime
X True [ ] False " T, K are randomly chosen in Z/mZ"
[ ] True False T, K are randomly chosen in Z/mZ
Page 6 / 12 — Exam Solution



(T T . | +1/7/54+

Problem 13  [5 points]
Let p be a prime number and m a positive integer. The number of integers in {1,2,...,p™} that are relatively prime
with p™ is (check one):

[]2p

[]mp

[1»

[]pm

[1p™-p

X p-1)

Problem 14  [4 points]
Consider RSA with the following parameters: p = 7, ¢ = 5, m = pg, k = lem(p — 1,¢ — 1). Which of the following
could be chosen as encoding exponent e and decoding exponent d? (Check one):

[Je=12,d=15

Me=17,d=5

[Je=15d=11

[Je=7d=23

[Je=6d=19

Problem 15  [4 points]
A history teacher gives an exam in a room with desks arranged in m rows and n columns. In placing the exam sheets,
he starts on the main diagonal and, when he reaches an edge, he continues from the opposite edge, according to the
“torus rule”. Check one:

Every desk ends up with an exam sheet if m = 42 and n = 19. ,

D Every desk ends up with an exam sheet if m = 42 and n = 21. _

l:] Every desk ends up with an exam sheet if and only if m and n are not both even or both odd.

|:| Every desk ends up with an exam sheet if and only if m and n are distinct prime numbers.

[ ] Every desk ends up with an exam sheet.
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Problem 16  [4 points]

What is the dimension of the vector space defined by the solutions v = (z1, 2, 3, 24, Ts, Ts, x7) € F7; of the following

set of equations?

T14+Tot+xst+ s+ zs+ze+a7=0
2x9 +3x3+ x5 =0

xo + Txs + x4 + 225 + 226 + 327 =0
dxs + x4 +T5 + 226 + 327 =0

Check one:

R
[]s
[]11
[]e6
[]7
| |2

Problem 17  [3 points]

+1/8/53+

Let C be a code and ¢, ¢’ € C. What is the contrapositive of the statement ¢ # ¢’ = d(e¢, ¢/) > dmin(C)? Check one:

[Je=¢ = de,¢) < dmin(C)
[] dle ) > duwl{Cls 6= €
[[]ec+#¢ = d(e,¢) < dmin(C)
X d(c,¢) < dmin(C) = c=¢
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Problem 18 (3 points]

Consider the Reed-Solomon (n, k) code with n — k = 2¢t. What is the maximum value ! such that all errors of weight
[ can be corrected by the code? Check one:

[] 2t
X ¢
[ 1(n—1)/2
L&
[Jn—k+1
[Jn

Problem 19  [3 points]
Let
(a1,a2,a3) = (1,2,4)
(yla Y2, y3) = (1: 17 1)
Which of the following polynomials P(z) over R fulfills P(a;) = v;, # = 1,2,37 Check one:
D (mﬁz)'s.(m742
[:](z—l d—x
2
z—2)(zx—4
] =ty
z—2)(x—4 —1)(xz—4 z—1)(z—2
( )3(9: ) _ (= )2(-"c ) 4 (e=1)(=-2)

6
]:] (z—2)(z—1)
6
z—2)(z—4 z—1)(z—4 —1)(xz—2
[] e=tle=) _ (e=1)e-4)  (e-1)(=-3)

Problem 20  [4.5 points]
Consider a finite field F, of characteristic p. Answer the following True/False questions [3/4 point each]:

’D‘ue DFa.lse - Ifg=4,5P+y?P=2aP —yP forall z,y € Ty
True |:| False 9 =g forall x € F,
True [ ] False (z+y)P=2P +yP forall z,y e Fy
|:| True False pr=1forallz € F, .
E True |:| False q = p™ where m is an integer.
|:| True E False 2P =1forall z € Iy
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Consider a binary code C which has the codewords of the form ¢ € C = (D1, D2, D3, Ds, P1, Pa, P3) where Dy through
D, are data bits and Py, Pz, P3 are parity bits. The parity bits are defined as below:

P, =D+ Dy + Dy (mod 2)
P, =D+ Ds+ Dy (mod 2)
Py =Ds+ D3+ Dy (mod?)

Problem 21  [4 points]
Answer the following True/False questions about the code C [1 point each]:

True |—__| False C is a linear code

True [ | False Apmin = 3

D True False The dimensionality of the code is 3
I____| True i:i False i =2

Problem 22 3 points]
Consider the following matrices:

0001111 1 1 01 100
0001111

- 1 1

Gi=10 % 0 01 o af@=[0 000 G-l ¥y

1 0 00110 01 00101

Each row of the above matrices is a valid codeword of C. Answer the following True/False questions [1 point each]:

D True False G is a generator matrix for C.
X True [ ] False (1 is a generator matrix for C.
[ ] True False ('3 is a generator matrix for C.

Problem 23 (3 points]
Define a linear code by the following parity-check matrix H.

01110010
111000 01
H711011000
10110100

Assuming a 1-bit error, find the error position if the received word y = (1,0,0,1,0,0,1, 0). The error is at position
(check one):

[]4
[]1
D 8
[]2
[]s
[]7
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Consider an RS code C over F5 with the following parameters: k =3, n =5, a; =4, 1 = 1,2,3,4,5. Fori =1,...,k
let Q;(x) be the degree k — 1 polynomial whichis 1 at z =a; andisOat z=a;, j #4, 1 <j<k.

Problem 24  [3 points]

Is & = (Q1(a1), @1(az), ..., Q1(an)) an element of C? Justify your answer.

DODOS Dl |_:|1_._5 DQD25 3 Reserved, do _r_zqt.__wrz'te oﬁ. this box

According to the definition given in class, if p(z) is a polynomial of degree k —1 or less over F5, then (p((n} ..... ,u(a,,))
is a codeword of C. The degree of the polynomial is important. All the Q;(z) have degree k —1 or less. So, the answer
is YES.

Problem 25  [2 points]

Now, consider the & x n matrix
' ' Qi(a1) Qifaz) ... Qilan)
Q2(a1) Qa(a2) ... Q2(an)

Dplan) alosd - Giles

Evaluate the submatrix that consists of the first & columns of A.

DO _D0.5 |:|1 Dl.S 72 Re;s.em-ed,.do not _wm'teron th.zs box

It is the (k x k) identity matrix.

Problem 26  [3 points|

Is A a generator matrix for the code C7 Justify your answer.

Yes. As a justification, we need to argue that the k rows of A form a basis of the code. Indeed:
(i) each row is a codeword (see Problem 24);
(ii) the rows are linearly independent (see Problem 25);

(iii) the number of rows equals the dimensionality k of the code.
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Use this page if you need more space for the handwritten questions.
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