
1Communication / Dissemination / Exploitation

Source: https://rea.ec.europa.eu/system/files/2021-08/quick-guide_diss-expl_en.pdf

https://rea.ec.europa.eu/system/files/2021-08/quick-guide_diss-expl_en.pdf
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1976 – Experiments on supercooled water  (cooled far 

below its freezing point) showed a critical point at −20°C: 

its structure fluctuates widely between high- and low-

density forms

2011 – Seeking a unified theory of water, simulations on 
supercooled water by two world-leading groups revealed:

▪ Chandler et al.: no critical point (resembles ordinary 

water)

▪ Debenedetti et al.: critical point (morphs between two 

forms)

2014 – Debenedetti et al. published their code openly

2016 – At first, Chandler et al. only shared data, then 

revealed where to find its code and, after lot of reverse 

engineering …

2018 – ... the trouble stemmed from an algorithmic trick 
the Chandler’s team used to speed up their code! DOI: 10.1063/PT.6.1.20180822a

Importance of sharing (!)
E

D
C

H
 /
 H

a
n
d
s-

o
n
 w

ith
 R

e
se

a
rc

h
 D

a
ta

 M
a
n
a
g
e
m

e
n
t 
in

 C
h
e
m

is
tr
y

https://physicstoday.scitation.org/do/10.1063/PT.6.1.20180822a/full/


3Importance of raw data

DOI: 10.1186/s13041-020-0552-2
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https://doi.org/10.1186/s13041-020-0552-2


4

DOI: 10.1186/s13041-020-0552-2

Importance of raw data

No raw data, no science: another 

possible source of the 

reproducibility crisis

▪ Lack of raw data: another possible 

cause of irreproducibility

▪ Many researchers did not provide 

the raw data

▪ Data fabrication: raw data may not 

even exist in some cases

▪ Good faith: the insufficiency or 

mismatch between raw data and 

results can be honest mistakes

▪ Systematic review and meta-

analysis: estimated that 1.97% of 

authors admitted to have fabricated, 

falsified, or modified data or 

results at least once […] the 

admission rate was 14.12% for 

falsification when asked about the 

colleagues
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https://doi.org/10.1186/s13041-020-0552-2
https://molecularbrain.biomedcentral.com/articles/10.1186/s13041-020-0552-2
https://molecularbrain.biomedcentral.com/articles/10.1186/s13041-020-0552-2
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Reasons for research paper retractions

Sources: 

https://theconversation.com/the-publish-or-perish-mentality-is-fuelling-research-paper-retractions-and-undermining-
science-238983 || http://retractiondatabase.org/RetractionSearch.aspx? || https://www.datawrapper.de/_/eFeUA/
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https://theconversation.com/the-publish-or-perish-mentality-is-fuelling-research-paper-retractions-and-undermining-science-238983
https://theconversation.com/the-publish-or-perish-mentality-is-fuelling-research-paper-retractions-and-undermining-science-238983
http://retractiondatabase.org/RetractionSearch.aspx
https://www.datawrapper.de/_/eFeUA/


Open Data 
Decision Tree

6

OPEN

SCIENCE

go.epfl.ch/OD_Tree

Sources: QR Code generator library: Project Nayuki

doi.org/10.5281/zenodo.581415

IDEAL

Outcome explanation
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https://go.epfl.ch/OD_Tree
https://www.nayuki.io/page/qr-code-generator-library
https://doi.org/10.5281/zenodo.581415
https://docs.google.com/document/d/100Yv2hd9yfrlOscrMiGLqwqW_VWLruxRGoMr68YstNg/edit


7Legal constraints for open data publication

▪ Tests on animals / humans 

▪ Handle personal data

▪ Federal Act on Data Protection (FADP), Human Research Act (HRA), GDPR 

▪ name, identification number, location data, online identifier, ...

▪ factors specific to physical, physiological, genetic, mental, economic, cultural or social identity

→ check the EPFL Human Research Ethics Committee (AREC + HREC)

▪ Data from 3rd party sources? (e.g. commercial datasets, research cooperations, etc.)

→ check out the contract for data usage / sharing ... Or make one!

▪ Want to potentially submit a patent?

→ check the TTO (Technology Transfer Office) ... Choose the data license + tell in the DMP!
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https://www.admin.ch/opc/en/classified-compilation/19920153/index.html
https://www.admin.ch/opc/en/classified-compilation/20061313/index.html
https://gdpr-info.eu/art-4-gdpr/
https://www.epfl.ch/research/ethic-statement/human-research-ethics-committee/
https://tto.epfl.ch/scientists/
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Live poll: Who owns my data/code?

❑ Me

❑ Thesis supervisor / PI 

❑ Publisher / Platform (once published)

❑ 3rd party (obtained from provider)

❑ EPFL (ETH Domain)

❑ I don’t know

NOTE: ownership ≠ authorship ≠ licensee 
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Potential commercial use?
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tldrlegal.com

DMLawToolinfoscience.epfl.ch/record/230281

https://tldrlegal.com
https://dmlawtool.ccdigitallaw.ch/
https://infoscience.epfl.ch/record/230281/files/arbre_licences.pdf?version=1
https://infoscience.epfl.ch/record/230281
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Let’s find out [5’]
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tldrlegal.com

❑ CC0 

❑ CC BY-4.0

❑ MIT

❑ CC BY-NC-ND

Check out these licenses:

https://tldrlegal.com
https://tldrlegal.com/
https://tldrlegal.com/


Data / Code licences

Source: commons.wikimedia.org

Creative Commons:

▪ Enforced by the author

▪ Check platform’s policy

▪ On datasets (no data points)

The Open Data Commons can be a viable option

COMMONS LICENSES FOR

DATA, TEXT & MULTIMEDIA

FastGuide on Data & Code Licensing ☺ Research Data Rights Management Guide (ANDS)
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https://commons.wikimedia.org/wiki/File:Creative_commons_license_spectrum.svg
https://commons.wikimedia.org/wiki/File:Creative_commons_license_spectrum.svg
https://wiki.creativecommons.org/wiki/Data
https://opendatacommons.org/
https://www.epfl.ch/campus/library/wp-content/uploads/2019/09/EPFL_Library_RDM_FastGuide_All.pdf
https://www.ands.org.au/guides/research-data-rights-management
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31996L0009
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Data / Code licences

MORE SPECIFIC FOR 

CODE

FastGuide on Data & Code Licensing ☺ Research Data Rights Management Guide (ANDS)

▪ GNU-GPL (Open Software)

▪ Apache2.0 (smaller codes, libraries)

▪ Permissive

▪ No share-alike clause

▪ Preservation of copyright notice  

▪ BSD-3clause – Similar

▪ MIT License – GPL compatible
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https://www.epfl.ch/campus/library/wp-content/uploads/2019/09/EPFL_Library_RDM_FastGuide_All.pdf
https://www.ands.org.au/guides/research-data-rights-management
https://opensource.org/licenses/gpl-3.0.html
https://opensource.org/licenses/Apache-2.0
https://opensource.org/licenses/BSD-3-Clause
https://opensource.org/licenses/MIT


Importance of licensing 13

2012 – Project of officially launched: 

Venice’s State Archive + Ca’ Foscari Univ. + EPFL (DHLAB)

2014 – Non-binding agreement signed. But … didn't 

specify the licensing that would regulate researchers’ use 

of the digitized data

2017 – At stake: 1,000 years of records in dynamic digital 

form: special high-speed scanners, thousands HD images 

per hour

2019 – Allegedly, the digitization of ~190,000 documents 

(8 TB) didn’t follow a common metadata policy: archival-

science guidelines (require records of provenance for each 

document) 

2019 – ... data collection has been paused, amid doubts 

on the usability of the data already collected!

DOI: 10.1038/d41586-019-03240-w
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https://www.researchgate.net/publication/290042000_Authenticity_of_digital_records_An_archival_diplomatics_framework_for_digital_forensics
https://www.researchgate.net/publication/290042000_Authenticity_of_digital_records_An_archival_diplomatics_framework_for_digital_forensics
https://www.nature.com/articles/d41586-019-03240-w


14Discussion: sensitive data in research?

▪ Do you collect, process or store data which is... sensitive? 

▪ Do you collect, process or store information on... identifiable persons? 

▪ If yes, how do you inform persons/subjects on what you will be doing?

Discussion [5’]
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15Distinction
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Personal data

Information that relates to an identified or 
identifiable individual. 

Not only data that can directly identify a person 
(e.g., name) is considered personal data, but also 
data that can make a person identifiable 
through the combination of data (e.g., 
combining age, e-mail address and information 
related to usage of social networks may allow 
identifying a person). 

Consider that information together with the 
means reasonably likely to be used by either you 
or any other person to identify that individual. 

Sensitive data

Information that includes but is not limited to 
religious, ideological, political or trade union-
related views or activities; health, genetic, 
biometric, or concerning the intimate sphere or 
the racial origin; ethnic data or social security 
measures; administrative or criminal 
proceedings and sanctions. 

See also Art. 3.c of the FADP Swiss law.

https://www.fedlex.admin.ch/eli/cc/1993/1945_1945_1945/en


16Personal / Sensitive data processing

Any operation with personal data [...] in particular

▪ the collection

▪ storage

▪ use

▪ revision

▪ disclosure

▪ archiving

▪ or destruction of data

Swiss Federal Act on Data Protection (FADP) 

(Loi sur la Protection des Données LPD), Art. 5

Disclosure: Making personal data 

accessible, for example:

▪ by permitting access

▪ transmission

▪ or publication

FADP Art. 5e

Protection: Personal data must be 

protected against unauthorised

processing through adequate technical and 

organisational measures

FADP Art. 7-9
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17Collecting consent (online & offline)

Human Research Act, Art. 7

The consent must be:

▪ Simple

▪ Understandable

▪ Adapted to the subject (child, teenager...)

HRA, Art. 21-22
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https://www.admin.ch/opc/en/classified-compilation/20061313/index.html
https://www.admin.ch/opc/en/classified-compilation/20061313/index.html


18HREC Review Procedures

Source: three different review procedures on ReO webpage, 

https://drive.google.com/file/d/104o9imHvJ3tLp6c8gtQPZV7qvZJBPYuN/view

FastGuide on Personal Data Management and Data Masking ☺
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https://drive.google.com/file/d/104o9imHvJ3tLp6c8gtQPZV7qvZJBPYuN/view?usp=sharing
https://www.epfl.ch/research/ethic-statement/human-research-ethics-committee/
https://drive.google.com/file/d/104o9imHvJ3tLp6c8gtQPZV7qvZJBPYuN/view
https://go.epfl.ch/rdm-fastguide08
https://go.epfl.ch/rdm-fastguide09


Do you even need an Ethics Review?
(EPFL example decision tree)

19

Know more: HREC Review Procedures. Diagram source: EPFL Sr. Legal Counsel Valentin Conrad; HREC Procedures (Simplified, Standard, Presidential Decision)

https://drive.google.com/file/d/104o9imHvJ3tLp6c8gtQPZV7qvZJBPYuN/view?usp=sharing
https://people.epfl.ch/valentin.conrad/?lang=en
https://drive.google.com/file/d/104o9imHvJ3tLp6c8gtQPZV7qvZJBPYuN/view


20Data masking techniques

Anonymization
(published data, irreversible)

▪ PSEUDONYMIZATION

Replace data by identifiers. The 

key is kept separately & securely

▪ ENCRYPTION

Encrypt the data & keep the key 

secure. Also for long-term 

preservation, not data publishing 

▪ GENERALIZATION

Diminish granularity by generalizing 

the variables. Appropriate for data 

too specific or unique records

▪ SUPPRESSION

Suppress data or part of the outlier records. 

Appropriate for processing identifiers

▪ ADD FAKE DATA

To prevent the identification of specific records, 

add fake data while preserving correlations

▪ SHUFFLE

Shuffle data over one / several columns without 

compromising the utility of the data

(Other: Differential Privacy, T-closeness, ...)

Pseudonymization
(working data, reversible)

Some tools:

▪ R package: sdcMicro

▪ Java application: ARX Data Anonymization Tool

▪ Java application: ARGUS

▪ Platform: Amnesia
Images:

- https://www.flaticon.com/packs/general
- https://www.flaticon.com/packs/hawcons-documents-filled
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https://en.wikipedia.org/wiki/Differential_Privacy
https://en.wikipedia.org/wiki/T-closeness
https://cran.r-project.org/web/packages/sdcMicro/index.html
http://arx.deidentifier.org/
https://qosient.com/argus/anonymization.shtml
https://amnesia.openaire.eu/


22Deletion of identifying data

K-anonymity 2
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23Deletion of identifying data

L-diversity 2
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24Data publication: journal pathway

Data Papers
A data paper is a peer reviewed document 

describing a dataset, published in a peer 

reviewed journal. It takes effort to prepare, 

curate and describe data (GBIF, 2019)

Data Journals
Data papers are supported by many 

journals, some of which are "pure", i.e. 

they are dedicated to publish data 

papers only, while others – the majority –

are "mixed", i.e. they publish a number 

of articles types including data papers. 

(Wikipedia, 01.04.2019)
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https://www.gbif.org/data-papers
https://onlinelibrary.wiley.com/doi/full/10.1002/asi.23358
https://en.wikipedia.org/wiki/Data_publishing


25Data / Code journals

go.epfl.ch/datajournals
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http://go.epfl.ch/datajournals


26Data publication

Data papers can be highly cited (Scopus)
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Advanced search on Scopus with query: ALL ( chemistry ) AND ( LIMIT-TO ( DOCTYPE , "dp" ) )



27Data publication

Data papers can be highly cited (WoS)
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28Data repositories: Publication and/or Preservation

+ SNSF Open Data criteria

+ Europe-approved repositories
+ List of Nature’s Recommended Data Repositories per discipline
+ (Non-exhaustive) list of repositories approved by some publishers for hosting data alongside the articles

go.epfl.ch/datarepo
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https://www.snf.ch/en/WtezJ6qxuTRnSYgF/topic/open-research-data-which-data-repositories-can-be-used
https://open-research-europe.ec.europa.eu/for-authors/data-guidelines
https://www.nature.com/sdata/policies/repositories
https://fairsharing.org/collections/?q=&selected_facets=subtype_exact:Journal
https://go.epfl.ch/datarepo


How to choose a data repository
29

1. Listed on re3data: for peace of mind

2. DOI or other Persistent IDentifier

3. Non-profit: SNSF doesn’t reimburse

4. Good licenses choice: reuse & compliancy

5. Cross-linking: dataset / code article

6. Target public: field-specific and/or generic

7. Max upload: size matters

GitHub is not a data repository 
Your own website is not a data repository

You can choose both a GENERIC & field-SPECIFIC data repository
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30

Which data repository? Try re3data [5’]

Apply filters: subj. (Chemistry) & country (EU + CH)
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SNSF recommends using 

re3data.org vertical search engine

https://www.re3data.org/repository/r3d100010375
https://www.re3data.org/search?query=&countries%5B%5D=EEC&subjects%5B%5D=31%20Chemistry&countries%5B%5D=CHE&sort=name
https://www.re3data.org/


31Data repositories (Example)
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▪ OpenAIRE integration (EC reporting)

▪ GitHub integration

▪ ORCID integration

▪ All file formats accepted

▪ Usage statistics interface

▪ OAI-PMH protocol (content harvesting)

▪ 18 petabytes disk cluster

▪ Each file has 2 replicas on different servers

▪ 2 independent MD5 checksums per file 

▪ Metadata 12-hourly backup cycle

▪ ... 
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▪ Hosted by the CERN 

▪ Free of charges

▪ Max 50GB/dataset 

▪ Unlimited datasets

▪ Automated DOI assignment

Zenodo.org has an EPFL Community!

http://zenodo.org/
https://zenodo.org/communities/epfl/?page=1&size=20


32Data repositories (Example)
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33Zenodo curation: FAIRness is a facilitator

A
la

in
 B

o
re

l,
 F

ra
n
ce

sc
o
 V

a
rr

a
to

E
D

C
H

 /
 H

a
n
d
s-

o
n
 w

ith
 R

e
se

a
rc

h
 D

a
ta

 M
a
n
a
g
e
m

e
n
t 
in

 C
h
e
m

is
tr
y



35

Hands-on: Zenodo sandbox

sandbox.zenodo.org
Login
STEP 1

Start upload
STEP 2

Upload dataset + Fill all useful fields

STEP 3
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You can use a dataset from Day 2 on Moodle

https://sandbox.zenodo.org/
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Publication  ≠ Preservation
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go.epfl.ch/acoua 

ACOUA: Long-term preservation

Why using it

• archive the entire dataset underlying a publication 

• archive datasets of a finished research project

• archive datasets of a collaborator leaving EPFL
• get space for large datasets that need preservation

• preserve raw data useful during your research

• get expert support for data curation

What you get

• trustworthy, safe and EPFL-backed environment

• free for EPFL researchers

• up to 10TB per archived dataset
• help in data curation prior to archival

• periodic integrity audits of your datasets

• periodic reports on your preserved datasets

• referral of your datasets on Infoscience

• can publish your datasets on Zenodo (size limits)

https://go.epfl.ch/acoua
https://www.epfl.ch/campus/library/services-researchers/infoscience-en/
https://zenodo.org/communities/epfl/
https://about.zenodo.org/policies/


37Data access sustainability

▪ More than 60% of links to astronomy 

datasets are broken after 10 years

▪ The bibliography of 1 out of every 5 is 

impacted by this phenomenon

A “good example of a large-scale 

research endeavour in which an 

openly accessible data repository is 

being used successfully” [OECD]
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https://doi.org/10.1371/journal.pone.0104798
https://doi.org/10.1371/journal.pone.0115253
https://doi.org/10.1371/journal.pone.0115253
https://doi.org/10.1787/9789264034020-en-fr


38Data degradation problem

Data integrity failure (Possible causes)

▪ Processing
CPU heat, encryption errors, ...

▪ Transfer
Network failures, backup errors, ...

▪ Read / Write
Single bits errors at RAM or ROM levels

▪ Storage
Aging, background radiation, ...

Countermeasures (Data repositories)

▪ Redundant hardware

▪ Uninterruptible power supply

▪ Certain types of RAID arrays

▪ Radiation hardened chips

▪ Error-correcting memory

▪ Clustered file system

▪ File systems with block level checksums

CERN

A 2007 study showed that a bitrot error ratio of 10−7(over 2 months)

Ex.: ~109⋅10−7 = 102 = 100 bytes of bitrot every 1GB (1024MB) 

US FDA

In 2017 the agengy added data integrity requirements for the drugs industry 

(FDA 21 CFR, 11 & 211)
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https://indico.cern.ch/event/13797/session/0/contribution/3/attachments/115080/163419/Data_integrity_v3.pdf
https://cen.acs.org/articles/96/i2/drug-industrys-data-integrity-problem.html
https://www.ecfr.gov/cgi-bin/text-idx?SID=3ee286332416f26a91d9e6d786a604ab&mc=true&tpl=/ecfrbrowse/Title21/21tab_02.tpl


39Access sustainability without degradation

SNSF
Researchers must share data “according to the FAIR Data 

Principles on publicly accessible, digital repositories.”

ERC

Researchers must “deposit research data [...], including 

associated metadata, in the repository as soon as possible.”
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http://www.snf.ch/en/theSNSF/research-policies/open_research_data/Pages/data-management-plan-dmp-guidelines-for-researchers.aspx
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/oa-pilot/h2020-hi-erc-oa-guide_en.pdf


40Back-up ≠ Publication ≠ Preservation

BACKUP PUBLICATION
LONG-TERM

PRESERVATION

ACTIVE DATA
🗶 🗶

DATA RECOVERY

INTEGRITY
(monitoring, repair, authenticity) ? ?

APPRAISAL
(what & for how long) 🗶 🗶

PERMANENT IDENTIFIERS 🗶 🗶
DESCRIPTION
(metadata) 🗶

RENDERABILITY
(format migration, virtualization) 🗶 ?
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Preservation statements (from DMPs) 41
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FAQ End of thesis
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www.epfl.ch/education/phd/regulations/int

ernal-regulations/edoc-faq-end-of-thesis 

https://www.epfl.ch/education/phd/regulations/internal-regulations/edoc-faq-end-of-thesis/
https://www.epfl.ch/education/phd/regulations/internal-regulations/edoc-faq-end-of-thesis/
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How to cite data(sets)?

Same as any other citation:

▪ Author(s) of the dataset

▪ Title of the dataset / study

▪ Year of online publication

▪ Publisher responsible for distributing the dataset

▪ Edition / Version number associated with the dataset

▪ Persistent identifier(s) as URI, DOI, ORCID, ... 

▪ Link to related objects (paper, poster, other datasets, code)

▪ Using citation management software (e.g. Zenodo, Mendeley…)

Source: www.force11.org/datacitation

A
la

in
 B

o
re

l,
 F

ra
n
ce

sc
o
 V

a
rr

a
to

E
D

C
H

 /
 H

a
n
d
s-

o
n
 w

ith
 R

e
se

a
rc

h
 D

a
ta

 M
a
n
a
g
e
m

e
n
t 
in

 C
h
e
m

is
tr
y

https://www.force11.org/datacitation
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Exploring data citations (examples)

▪ Google Dataset Search

▪ OpenAIRE Graph

Source: www.force11.org/datacitation
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https://datasetsearch.research.google.com/search?src=0&query=luterbacher%20jeremy&docid=L2cvMTFsMnBqNnpwNg%3D%3D
https://explore.openaire.eu/search/find?type=%22datasets%22&fv0=luterbacher%20jeremy&f0=q
https://www.force11.org/datacitation
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