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▪ Learn different types of digital data sources / methods
▪ Read some of the original work
▪ Understand the challenges of digital public health surveillance
▪ Discuss the future of digital public health surveillance

2Digital Public Health Surveillance
Learning Objectives
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▪ Public health surveillance - many different definitions of what 
counts as surveillance.
▪WHO: “the continuous, systematic collection, analysis and 

interpretation of health-related data”

3Epidemiology
Surveillance 
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▪ Passive vs active surveillance

4Epidemiology
Surveillance 



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

▪ Passive vs active surveillance

5Epidemiology
Surveillance 
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▪ Passive vs active surveillance

6Epidemiology
Surveillance 
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▪ Passive vs active surveillance

7Epidemiology
Surveillance 
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▪ Population-based vs sentinel surveillance

8Epidemiology
Surveillance 
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▪ Influenza:  
1-5% of physicians 
voluntarily reporting

9Epidemiology
Surveillance 
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▪ Case-based vs aggregate surveillance  
 
often a question of resources

10Epidemiology
Surveillance 



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

▪ Syndromic vs laboratory surveillance  
 
Digital public health surveillance always syndromic, but may 
change soon.

11Epidemiology
Surveillance 
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▪ Event-based vs indicator-based surveillance  
 
Most of digital public health surveillance is event-based

12Epidemiology
Surveillance 
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13Digital Public Health Surveillance
Overview

Source: Shakeri Hossein Abad et al. et al, 2021
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December 31, 2019



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

18



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

19



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

20



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

21



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

22

CDC et al. Academia

~Gigabytes ~Megabytes ~Kilobytes ~Bytes

Digital Public Health Surveillance
Overview



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

23Digital Public Health Surveillance
Overview

Search: “Fever, shivering, cough, 
what disease” 

 
Social media: “Really not feeling 
great since two days 🤒  Hope I 

don’t have the flu…”
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24Digital Public Health Surveillance
Search Query Data
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25Digital Public Health Surveillance
Search Query Data
▪ Idea wasn’t new: Gunther Eysenbach published on the same idea 

- but not being Google, he had to resort to a trick.
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26Digital Public Health Surveillance
Search Query Data
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27Digital Public Health Surveillance
Search Query Data
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28Digital Public Health Surveillance
Search Query Data
▪ “This system is not designed to be a replacement for traditional 

surveillance networks or supplant the need for laboratory-based 
diagnoses and surveillance.” 

▪ “Despite strong historical correlations, our system remains 
susceptible to false alerts caused by a sudden increase in ILI-
related queries.”
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Source: Olson et al, 2013
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Source: Olson et al, 2013
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Source: Lazer et al, 2014



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

34Digital Public Health Surveillance
Search Query Data
▪ Challenges 

1. Queries not related to flu incidence  
2. Reproducibility, transparency: Google never provided the 45 
search terms used in GFT. 
3. Blue team / red team issues 

▪ In 2015, GFT stopped being accessible to the public.
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35Digital Public Health Surveillance
Search Query Data
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36Digital Public Health Surveillance
Search Query Data
▪ Algorithms can be continuously improved / adjusted
▪ Is comparison to ILI from CDC fair? It turns out that the data are 

reported with quite some delay (2-3 weeks until finalized). So the 
fair comparison is with the data available at the time.
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37Digital Public Health Surveillance
Search Query Data
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38Digital Public Health Surveillance
Search Query Data
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40Digital Public Health Surveillance
Log Data
▪Wikimedia has an API: https://wikimedia.org/api/rest_v1/
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Source: Generous et al, 2014
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44Digital Public Health Surveillance
Participatory Surveillance
▪ Invite the population to share health data with public health  

▪ Example: https://outbreaksnearme.org/ 

▪ Example: https://grippenet.ch/

https://outbreaksnearme.org/
https://grippenet.ch/
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45▪ A)Netherlands, 
▪ B) Belgium
▪ C) Portugal
▪ D) Italy

Source: Noort et al, 2015
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46Digital Public Health Surveillance
Participatory Surveillance
▪ Can ask about disease symptoms, but much more  

▪ Not limited to humans
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53Digital Public Health Surveillance
Participatory Surveillance
▪ For a long time, participatory surveillance systems were browser-

based.
▪ Recent years have seen the emergence of mobile apps for 

participatory surveillance.
▪ During COVID, some (non-infectious disease) apps were 

repurposed for COVID. Example: ZOE
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54Digital Public Health Surveillance
Participatory Surveillance
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55Digital Public Health Surveillance
Participatory Surveillance
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56Digital Public Health Surveillance
Participatory Surveillance
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57Digital Public Health Surveillance
Participatory Surveillance
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58Digital Public Health Surveillance
Participatory Surveillance
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59Digital Public Health Surveillance
Participatory Surveillance
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60Digital Public Health Surveillance
Participatory Surveillance
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61Digital Public Health Surveillance
Participatory Surveillance



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

62Digital Public Health Surveillance
Social Media
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63Digital Public Health Surveillance
Social Media
▪ Benefits of social media for DPHS: 

- content analysis 
- network 
- “ecological” assessment 

▪ Twitter API freely accessible to researchers until early 2023.
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64Digital Public Health Surveillance
Social Media
▪Where will vaccine demand be lowest / highest
▪ 1. Collect Twitter data (define query) 

2. Analyze part of tweets and label them 
3. Train an ML model and apply to remaining data  
4. Analyze results 
 
(interesting if possible - connected follower relationships)
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65Digital Public Health Surveillance
Social Media
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67Digital Public Health Surveillance
Social Media
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68Digital Public Health Surveillance
Social Media
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69Digital Public Health Surveillance
Social Media

Source: https://github.com/Mooler0410/LLMsPracticalGuide
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70Digital Public Health Surveillance
Social Media

Espinosa & Salathé, 2024
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71Digital Public Health Surveillance
Social Media
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72Digital Public Health Surveillance
Social Media
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73Digital Public Health Surveillance
Social Media
▪ Content analysis allows us to go beyond pure disease 

surveillance
▪ Example: Pharmacovigilance



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

74Digital Public Health Surveillance
Social Media

Source: Adrover et al. 2015
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75Digital Public Health Surveillance
Social Media

Source: Adrover et al. 2015



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

76Digital Public Health Surveillance
Mobile phones
▪ In this section, we will focus exclusively on location data  

▪ Location data is important to infer movement, which is critical for 
infectious disease dynamics.
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77Digital Public Health Surveillance
Mobile Phones

Source: Statista
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78Digital Public Health Surveillance
Mobile Phones

▪ uses mobility data 
provided by countries 
and airlines
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79Digital Public Health Surveillance
Mobile Phones
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80Digital Public Health Surveillance
Mobile Phones
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82Digital Public Health Surveillance
Mobile Phones
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83Digital Public Health Surveillance
Mobile Phones

Red: reported  
Blue: modeled
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84Digital Public Health Surveillance
Mobile Phones
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85Digital Public Health Surveillance
Mobile Phones
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▪ Rapidly growing segment

86Digital Public Health Surveillance
Wearables
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▪ Rapidly growing segment

Source: Holko et al, 2022

Digital Public Health Surveillance
Wearables

Source: Holko et al, 2022
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Wearables

▪ 200,000 ppl
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95Digital Public Health Surveillance
Challenges
▪We have seen many successful examples of digital public health 

surveillance. Many are academic demonstrations, and the 
integration into public health has been slow. Why?
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96Digital Public Health Surveillance
Bringing PH & IC together
▪ The multidisciplinary challenge: different languages; different view 

on problems (e.g. noise in data).
▪ The stability challenge: public health wants to see demonstrated, 

continuous usability.
▪ The data challenge: public health does not like to depend on data 

sources that could be gone tomorrow.
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97Digital Public Health Surveillance
Data Availability
▪ Data availability: What if a company board decided tomorrow that 

access costs 500’000 per year?

Source: Twitter
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98Digital Public Health Surveillance
Data Availability
▪ Data availability: Even if a company would be willing to share all 

data with public health, should they?
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99Digital Public Health Surveillance
Data & Algorithm Transparency
▪ Data & algorithm transparency: would you trust a system for your 

public health surveillance if the provider didn’t make the 
underlying algorithm available?
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100Digital Public Health Surveillance
Bias
▪ Bias: “a systematic distortion in the sampled data that 

compromises its representativeness” 

▪ Selection bias
▪ Apps can be algorithmically confounded
▪Our online self does not necessarily reflect our true self
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101Digital Public Health Surveillance
Disinformation
▪more than 1/3 (pre ChatGPT!) internet traffic is from bots 

▪ “trolls”: account to sow discord
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102Digital Public Health Surveillance
Disinformation
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103Digital Public Health Surveillance
The future
▪ AI everywhere
▪Miniaturization
▪ Stronger connectivity 


