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▪ Understand key principles of TTIQ
▪ Understand how conventional contact tracing works
▪ Understand why digital contact tracing was developed
▪ Understand digital contact tracing protocols
▪ Learn about some implementations
▪ Learn about known efficacies
▪ Discuss possible futures of digital contact tracing

2Digital Contact Tracing
Learning Objectives
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▪ Digital Contact Tracing is the largest roll out of a digital 
epidemiology technology in history.

▪ How do we define digital epidemiology?

3Digital Contact Tracing
Historical Context



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

▪ Find index case (testing!)
▪ identify contacts
▪ quarantine contacts

4Digital Contact Tracing
Conventional Contact Tracing
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6Digital Contact Tracing
Conventional Contact Tracing
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7Digital Contact Tracing
Conventional Contact Tracing
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8Digital Contact Tracing
Conventional Contact Tracing
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9Digital Contact Tracing
Conventional Contact Tracing
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10Digital Contact Tracing
Conventional Contact Tracing
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11Digital Contact Tracing
Conventional Contact Tracing
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12

▪ Published in April 2020
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13Digital Contact Tracing
Conventional Contact Tracing



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

14Digital Contact Tracing
All About Timing
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15Digital Contact Tracing
Problems 
▪ Secondary Attack Rate (SAR) is low: single digits % (up to 20% in 

households). 
 
i.e. many false positives.

▪ So, when to leave quarantine?
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16Digital Contact Tracing
Problems 

Source: Liu et al. 2022

Delta
Omicron
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17Digital Contact Tracing
Potential Of Contact Tracing 

https://en.wikipedia.org/wiki/2002%E2%80%932004_SARS_outbreak
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18Digital Contact Tracing
Potential Of Contact Tracing 

https://en.wikipedia.org/wiki/2002%E2%80%932004_SARS_outbreak
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19Digital Contact Tracing
Potential Of Contact Tracing 
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21Digital Contact Tracing
Speed Matters
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22Digital Contact Tracing
Speed Matters
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23Digital Contact Tracing
Speed Matters

The Economist, 29.2.2020
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24Digital Contact Tracing
Developing A Protocol 
▪Many different groups.
▪ In Europe, PEPP-PT (Pan-European Privacy-Preserving Proximity 

Tracing). Gains some traction, but eventually, DP3T 
(Decentralized Privacy-Preserving Proximity-Tracing splits off due 
to disagreements on transparency and protocol architecture). 
 

▪ Central vs decentral: where is the risk calculation carried out?
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25Digital Contact Tracing
Developing A Protocol 

A
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26Digital Contact Tracing
Developing A Protocol 

A

B
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27Digital Contact Tracing
Developing A Protocol 

A

B

B
A
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28Digital Contact Tracing
Developing A Protocol 

A

CB
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29Digital Contact Tracing
Developing A Protocol 

A

CB
C

A
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30Digital Contact Tracing
Developing A Protocol 

A

CB
C

A

▪ IDs are ephemeral, 
rotating, generated by the 
phone
▪ They are broadcast along 

with the day and the signal 
strength.
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31Digital Contact Tracing
DP3T Protocol, Part 1
▪ Each phone generates a seed SKt.
▪ Each day, a daily seed SKt+1= H(SKt) is generated.
▪ The daily seed is used to generate ephIDs, valid for 15 minutes 

(i.e. 96 ephIDs per day)
▪ Phones broadcast ephID, date, and transmit power. They record 

ephID, date, and received signal strength
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32Digital Contact Tracing
DP3T Protocol, Part 2
▪When tested positive, users upload seed SKt_c, where t_c is the 

first day of contagion.
▪Other phones periodically download seeds, and reconstruct all 

ephIDs. They then compare them with recorded ephIDs.
▪ The difference between transmit power and received signal 

strength corresponds to signal attenuation, and is used for 
distance estimation. All of these parameters then flow into a risk 
calculation.
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33

▪ Index case shares contact 
info
▪ Centralized server can 

notify contacts of exposure 
if risk sufficiently high
▪ Potential for centralized 

contact network data 
collection
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34

▪ Index case shares status
▪ Centralized server 

broadcasts status to all 
participants
▪ Participants check locally - 

i.e. fully decentralized - if 
risk sufficiently high for 
notification
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35Digital Contact Tracing
Presence Tracing
▪ Proximity Tracing is optimized for close contacts, but cannot 

capture fully aerosol transmission.
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36Digital Contact Tracing
Presence Tracing

Source: Smieszek et al, 2019
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37

▪ Presence tracing was solved with QR codes. No OS support 
needed -> many apps, often without privacy guarantees.

Digital Contact Tracing
Presence Tracing
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38Digital Contact Tracing
Presence Tracing

Event organizer

generates Entry code  
(posted at entrance)

Tracing code  
(kept private)
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39Digital Contact Tracing
Presence Tracing

Event visitor

scans entry code ▪ In case of positive test: 
event organizer shares 
tracing keys (via private 
QR code), keys are shared 
publicly.
▪ CrowdNotifier: 

implemented in 
SwissCovid, privacy-
preserving.
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40Digital Contact Tracing
Implementations
▪ Pre-GAEN: Apps with Bluetooth Scanning (e.g. TraceTogether in 

Singapore) did not work because of iOS limitations.
▪GAEN apps: Controlled by Google and Apple - one app per 

country, must be by health authority (except US, by state).
▪ Switzerland: required a legal basis, which slowed down roll out. 

But remained first country to roll out GEAN app (SwissCovid).
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41Digital Contact Tracing
Implementations
▪Many countries did not like the decentralized approach, and tried 

to convince Google and Apple to change (unsuccessfully).
▪ UK NHS Covid app had already a fully functional centralized 

prototype and had to start from scratch. This delayed the release 
until early fall 2020.
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42Digital Contact Tracing
Implementations
▪One app per country: many different implementations
▪ Key obstacles:  

- update  
- activation  
- UI 
- international compatibility
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43Digital Contact Tracing
Effectiveness: CH

Source: Salathé et al, 2020
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44Digital Contact Tracing
Effectiveness: CH
▪ Study period: 23 July 2020 to 10 September 2020
▪ Total number of cases reported: 12,456
▪ Activation codes issues: 2,447
▪ Activation codes entered: c = 1,645
▪ Estimated cases that received notification n = 65 (95% CI 54–77)
▪ Usage: μ = 16.7%
▪ # notified positive people per participating index case = 0.24 (95% 

CI 0.20 - 0.27).



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

45Digital Contact Tracing
Effectiveness: ES
▪ Data from a simulation experiment (La Gomera)
▪ 33% downloaded the app, authorities triggered fake infections 

(10%)
▪ Compliance with code: 64%
▪ Detected 6.3 close contacts of index case (2x yield of 

conventional contact tracing)
▪ ~30% strangers
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46Digital Contact Tracing
Effectiveness: UK
▪ Upon app installation, users were promoted to enter geographic 

code
▪ Test management and code activation was handled by the app
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47Digital Contact Tracing
Effectiveness: UK
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48

Source: Wymant et al, 2021
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49Digital Contact Tracing
Effectiveness: UK
▪ App triggered 1.7 million notifications (4.2 per index case, 

compared to 1.8 in conventional CT)
▪ SAR 6%
▪ Two approaches to study epidemiological impact: modeling, and 

spatial analysis. App prevented 284,000 or 594,000 cases, 
(combined 95% CI: 108,000 - 914,000)
▪ Estimates for averted deaths due to digital contact tracing: 4,200 

or 8,700 (combined 95% CI: 1,600 – 13,500).
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50Digital Contact Tracing
Effectiveness: UK

Source: Wymant et al, 2021
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51Digital Contact Tracing
Effectiveness: UK
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52Digital Contact Tracing
Effectiveness: UK

Source: Kendall et al, 2023



Di
gi

ta
l E

pi
de

m
io

lo
gy

 L
ab

    
 B

IO
-5

21
    

  S
pr

ing
 se

m
es

te
r 2

02
5

53Digital Contact Tracing
Effectiveness: UK
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54Digital Contact Tracing
Effectiveness: UK

Source: Ferretti et al, 2023
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55Digital Contact Tracing
How To Improve?
▪ Your input!


