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Plan of the course

© Integers: 1 lecture
@ Groups: 6 lectures
© Rings and fields: 5 lectures

@ Review: 1 lecture

Today: Groups-1

(a) Definition and first examples

(b) Subgroups

(c) Cosets and Lagrange's theorem

(d) Application: Euler's and Fermat's theorems
(e) Application: RSA
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Groups: definition

Definition
A group is a set G with a binary operation - : G x G — G satisfying the
axioms:

© Associativity: (a-b)-c=a-(b-c) forany a,b,c € G.

© Neutral element: 31 € Gsuchthatl-a=a-1=aforanyae G

© Inverse: Foranyae G Ja e Gsuchthata-al=atla=1.

Definition
A group G is called finite if |G| < co. In this case |G| € N is called the
order of the group.

Definition
A group G is called abelianif a- b= b-aforany a,b € G.
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Groups: first examples

@ The real numbers (R, +,0) form an abelian group with respect to
[%‘“ addition. The integers (Z, +,0) form an abelian group with respect to

“ addition.
@ For any n € N, n > 2, the equivalence classes of integers modulo n:
Z/nZ = {[0],[1],...[n — 1]} n=6

rie  form an abelian group with respect to addition. In Z/6Z, we have
obelian [2] + [5] = [1] etc. The order |Z/nZ| = n.
(0] is tutal | (2D+]42=[0] =5[] is Fe dmerse 0//2] » %z
© The group of real invertible n x n matrices GL(n,R) is a non-abelian
infinite group with respect to the matrix multiplication.

A-B#B-A; YA I A LcGL(nR). A ATAA-TY

= /1, ()
(o'
1
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Groups: further examples
Multiplicative group modulo n X coprime with n
Let n € Z>p, K={x € N:1<x <n, ged(x,n) =1}. Then K is a group
with respect to multiplication modulo n, and |K| = ¢(n). 4, aé/)
Notation: (Z/nZ,-)*. :([ZZZ,)") )
)j 1<x ¢n :jgg/ﬂgn) =1j1:5 Ja b7 . axtbn =4 =
ax =1 (ol 0)c=>[c][x]=[1]
=> /)(j &« /W&r%% h /ZZZ .)*
Lt n-5 Tl K- 313,123 13, 147]
[13-(43=(4) (23053 =11, Ju]-[u] = [4] =>
(27 =(2), [s7=[2] [4T'= |47

[17 is He nodid chont o0 K
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Poll: The order of the group of rotational symmetries of the regular
octahedron is:

A: 20
B: 12
C: 16

@24 o S = = Hace
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Conclusions

© There are groups with respect to addition, multiplication, or another
binary operation satisfying the axioms.

@ Important example: additive and multiplicative groups of integers
modulo n: (Z/nZ,+) # (Z/nZ,-)*.

, (Z/nZ,+)| = n and |(Z/nZ,-)*| = ¢(n).

o Ayl B
L/ﬁr o€ @a]%&/&/)ﬂ/f

/UT W{’/ L /Vé

//f/’/ﬁh%wx A and B
e ho /m/o/%m«)
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Subgroups

Definition
A subgroup H C G is a subset in G such that 1 € H and H is closed with
respect to the multiplication and taking inverses.

Example: {0,£3,+6,19,...} C (Z,+,0) is a subgroup of integers with
respect to addition.

3ok =dek)e [0,23¢, ]
Gnt 3 =0 owure s

0 hubdd smad
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Subgroup generated by a single element

Suppose g € G. Consider the subset (g) = {1,g*!, g%2,¢%3,...} C G.
Then g’ - gk = gtk € (g), and for each g’ the inverse g~/ € (g).
Therefore (g) C G is a subgroup by construction. It is called the subgroup

in G generated by the element g. It is the smallest subgroup of G
containing g.

M. (Z+0) =G , 4= 7= (y;fg 1y € 212, 02
é/z < Z/ s a gmu/a w‘/?[/ rm/zef/éa ﬂa/o[,/m

ﬁ&hﬂm/ﬁ/@ YezZz

Definition
If there exists n € N1 minimal such that g” = 1 in G, then n is called the
order of element g. In this case (g) = {1,g,g%,...2" 1} and |{(g)| = n.
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Cosets

Definition

Let H C G be a subgroup and g € G an element. The left coset gH is the
set of group elements of the form gH = {gh, h € H}.

v

Proposition

@ Two cosets xH and yH are either equal or disjoint: xH = yH or

xH N yH = 0.

@ Any element g € G belongs to a left H-coset

© If H is finite, then |xH| = |H| for any x € G.
Dol (1) If xHOpH+D = 3h, heH 1xchi=yhy =5 x =yboby' =iy €y H

Tl Vhell = xh :y@// eyt =>xHeyhl am’fﬂé g}%/cx// =xH=yH

(2) Toke +e 40;&%0/04 : j//—“/j,jﬁj/z. . }

() L f: H—xH W =xh o fis auyehe: xH ={xSje g
¥ heH ]ﬂd IZI/&/V@ f][xl,:xéz :>X4XA;XM;=>L,>L1
7
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Example of cosets (2+0)-6 . H9Z <z %mﬁ

Cond of 0 wrt 42w 7
)f()#/}]kélz/flr// - Jo1yzg ]

G)WZO//_/ wit Y27 o 7.

S16hper 145937 3 bflead # 2
Core ! 07[ 5§ wdYZ m2Z-

1{75* [/é/)ﬁez :/1/ 5,9-3 4, .. }:/Cf*%;kpz/mm ot

Cosed of 2 wrt 4202
‘{2*%}162 - f12,£6,2/0, . é//avw/ m Z

Nofe Hat - Z2= Joryt)  Dfte)_Ufa ), V44,

- = = k= T 9Dace

Algebra Lecture 2



Lagrange's theorem
Theorem J

Let G be a finite group and H C G a subgroup. Then |H| divides |G]|.

oo ac G &bon 4 ///cmc/ and [x H=y H | o
i & Aj i& 7{‘? el /im/y%/”
= 6 UX SJUM Utatm /ﬁm% iy Z// H-coseds

GE Fldll 5 b=l e

r=(

o |G = LI = e IH] => JH] dnds G 7

L=

Definition
The number of left H-cosets in G is called the index of H in G. Notation:
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Order of an element divides order of the group
Corollary

O Let G be a finite group, and g € G. Then the order of g divides |G]|.
Q gl =1.

00’: Whwe K 1 oder &
0L H= g AL g gt g whe b pdeof

= <5> K/CG /’07) >>§ [ mp?g ,>/(j} ,4 Jév&éj /§
(rl) /WZ l’\C(A/L g&‘/{_/ a,&o /G/*/gz,[ ;,/Ad(, %éﬂ/

= gIG/:gké :(QW _irel 7




Applications of Lagrange's theorem

Theorem

(Euler’s theorem) }

Let a,n € Z, such that ged(a, n) = 1. Then a?(") =1 (mod n).

Foof- Lt G- () 1) Tha [6/-90)
f gedlan)=1 =[] € G =4y Gnllory [a]%)- [17 <6

=5 a2 f (hmod 1)

7
Theorem
(Fermat’s little theorem)
Let a € 7, and p a prime that does not divide a. Then a?~! =1 (mod p).

fiafs  ged (o)1 Cpop1= 8y Gl b 2P0 =1t0)) g
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Conclusions

@ If G is a finite group, and H C G a subgroup, then |H| divides |G]|.

@ If G is a finite group, and g € G, then the order of the element g
divides |G|.

O Let a,n € Z, such that ged(a, n) = 1. Then a¥(") = 1 (mod n).
Why do we care?

/%VWZ* S/‘WMW‘ Aﬁéman /977

How RSA Encryption Works
[CEEN.| - [CrEm—]
e 7eaff>§——>a——> - > XD
I Plaintext Ciphered Decrypted __. _
Sender data Data Plaintext Recipient
data
Public Key Private Key

A. Lachowska Algebra Lecture 2 September 10, 2025 15 /19



RSA encryption system
Setting

1030
© Choose two large distj nctg/)rlmes p,q. ~ 2 o
/%g 2ahm 7 f
Q Let m= pq. p(m)=(p—1)(qg—1).
@ Choose 1 < e <ffn)such that ged(e, p(m)) = 1.
© Use the Euclidean algorithm to find d € Z such that ed — ko(m) =1
for some k € Z.
©@ Publish the encryption key (m, e).
O Keep secret the decryption key (m, d).
Send a message
@ A publishes the encryption key (m, e).
@ B wants to send message x, 0 < x < m to A. Then B computes
y = K(gl%% m) and sends y publicly to A.
© A computes y? = x*/ = x (mod m).
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RSA encryption system
Why does it work?

Proposition

Let p, q be two distinct primes and m = pq. Let1 < e <V/n}be such that
ged(e, ¢(m)) =1, and d € Z such that ed — kp(m) =1 for some k € Z.
Then for any 0 < x < m, x*¢ = x (mod m).

R /l (1) If = /)% = XM/ o /Ma//nj f>ﬂ< X) 0//‘@6//5)
(2) Z-/X fs M/&{AV:S/(Z .= ’zrmq/ o *>X [/ma/ )
Lo{ ]d”/m ké: /J[7 /)+4 (X )k/? r) = fox [M&(/o)

) = Tlutp)
= (x-X) =0 (il p )
(’7A¢ Jame afgt/w/ WZS %7 => (X[ ~X) ﬂévfo/zéfam/7

ed _
=) X :X (ﬂm&/ )
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RSA encryption system: example
Setting: Let p, g be two distinct primes and m = pq. Let 1 < e <Y(n] be
such that ged(e, ¢(m)) =1, and d € Z such that ed — kp(m) =1 for
some k € Z. Then for any 0 < x < m, x*¢ = x (mod m).
Exangtt PS5, g7 S mepy <35, )= fpdoi)= 24
Lo =5 =>(jca//5,2(/):{ Fond dl: fO/*ZV/M) =4
55-001<1 = d=5 [me)- @5,3;) cocodng hey
Cod 1=31. Conp X (ol (ndf (39,5 oty hiy
31° (mad 35) = (~4)S [mod 35) = = 6916 (mad 35) = 616 [ued 35}
= 323 (w35 ) = — 33 (md 35) == 9 el 35)
— Sed Yy = -9 /:25
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RSA encryption system: example

Setting: Let p, g be two distinct primes and m = pq. Let 1 < e <Vﬁ1] be
such that ged(e, ¢(m)) =1, and d € Z such that ed — kp(m) =1 for
some k € Z. Then for any 0 < x < m, x*¢ = x (mod m).

Fo doeacle: yd fuad ) (nd)= (35,5)
(*955 (i 35) = 81-8)-(-0) (wad 35) = ~/1 119 (e 39
= ~ 99 (wadl 35) = =29- (macl 35) = 6 /1 (mod 35) =

= 66 (mod35) = 31 (wad 35)

=> X=341

P
.
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