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Tutorial 10: Handling memory pressure on Linux



Today’s tutorial
● Memory pressure

○ Why should you care about / learn a bit about it?
○ What tool can you use to investigate?
○ What will happen under memory pressure?

■ When will reclamation happen?
■ What is gonna happen in reclamation?
■ What memory is going to be reclaimed?

● Finer - grained resource control beyond system-level
○ Cgroup v2 is your friend
○ Monitoring metrics
○ Brief explanation of containers

● Demo code: https://github.com/PanJason/memory_demo 

https://github.com/PanJason/memory_demo


Why shall I learn these things, like complex mm?
You just start as a cloud platform engineer. It is another Tuesday. You just settled in 
when a high priority ticket lands in your inbox.

If you understand mm, you will start to check:
1. Kernel OOM, cgroup OOM?
2. Is reclamation working correctly?
3. Then, maybe cgroup config problem?



Start with a simple program allocating memory

Start with a very simple example
- Keep allocating 1GB of pages (anonymous)

Demo code: 
https://github.com/PanJason/module_and_ebpf/tree/main/kernel_module_exam
ples/hello_world

Where can I check the impact of this program?
$cat /proc/meminfo
$cat /proc/vmstat # ultimate source
$cat /proc/pressure/memory
$sar -B 1



How to understand these metrics?

Kernel Doc: 
https://www.man7.org/linux/man-pages/man5/proc_meminfo.5.html

To better read these metrics, I did a “manual” classification
G1: Total mem info
G2: Page cache + Swap cache info
G3: LRU info
G4: Swap info
G5: Slab info
G6: Huge page info

vm_stat
(raw_counters)

meminfo
(processed) free -h

G1

G2

G3

G4

G5

G6



Another good monitoring tool
Sar: which also reads data from /proc/meminfo
$ sar -B 1
$ sar -b 1
https://man7.org/linux/man-pages/man1/sar.1.html 

R/w from disk Faults stats Reclamation stats

https://man7.org/linux/man-pages/man1/sar.1.html


The important thing in memory - reclamation

We saw for the previous example, reclamation happens.
Why do we care about reclamation?
- If memory is enough, everything works fine
- Otherwise it can impact the upper layer business metrics

- Disk I/O can be slow
- Allocation can be stalled
- Workload can be killed

To understand reclamation, there are several questions:
1. When is the reclamation going to happen?
2. What is going to happen in reclamation?
3. What memory is going to be reclaimed?



When is the reclamation going to happen?
There are two types of reclamation in Linux kernel
1. Asynchronous reclamation: kswapd

a. $ ps -o pid,comm,%mem,%cpu -p $(pgrep kswapd)
b. Try to reclaim memory at the background

2. Synchronous reclamation: inside page fault
a. If allocation is so fast that kswapd cannot keep up, page fault will trigger 

synchronous reclamation
3. Async is usually fine. Sync is problematic

Application Threads Kswapd: Per NUMA node Kernel Background Thread
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When is the reclamation going to happen?

Memory.high

Memory.low

Memory.min

Memory Size

Time

Wake up kswapd

System-level reclamation:
$ cat /proc/sys/vm/min_free_kbytes
$ echo xx | sudo tee /proc/sys/vm/min_free_kbytes # Distributed across zones
$ cat /proc/zoneinfo

Kswapd exit

Headroom for kswapd

Synchronous reclamation

High = min + ½ min

Low = min + ¼ min

Observe the behavior of kswapd:
$ sudo cat /proc/`pidof kswapd0`/stack



Override the system-level behavior with Cgroup
Besides system-wise behavior, cgroup can override the config.
Cgroup serves as a very important mechanism to isolate resource
It allows user to explicitly control resources such as 
- CPU
- Memory
- IO
- …

Check:
$ cat /sys/fs/cgroup/cgroup.controllers

Some useful documentation:
https://facebookmicrosites.github.io/cgroup2/docs/overview.html
https://docs.kernel.org/admin-guide/cgroup-v2.html

https://facebookmicrosites.github.io/cgroup2/docs/overview.html
https://docs.kernel.org/admin-guide/cgroup-v2.html


Cgroup v2 basic operations

Cgroup v2 enabling:
- Add systemd.unified_cgroup_hierarchy=1 cgroup_enable=memory 

cgroup_memory=1 to boot cmdline
Cgroup create:
- $ sudo mkdir /sys/fs/cgroup/demo

Cgroup set limit:
- echo 4G   | sudo tee /sys/fs/cgroup/demo/memory.max

Cgroup related limit:
- memory.min => guaranteed memory size
- memory.low  => won’t be reclaimed with best effort
- memory.high => start sync reclaim, apply jiffy (async in non-task context)
- memory.max => start sync reclaim, can oom



What if reclaim makes no progress?

Out-of-memory (OOM) killing can happen in the following cases:
1. Direct reclamation is not allowed (GFP_ATOMIC)
2. Direct reclamation is allowed but cannot make enough process (All mem being 

used)
OOM is the last way to resolve memory pressure.
OOM picks up target based on badness calculation:

https://elixir.bootlin.com/linux/v6.17.7/source/mm/oom_kill.c
There are some control knobs:
$ cat /proc/[pid]/oom_score_adj

Where to check the oom info?
- Dmesg usually

https://elixir.bootlin.com/linux/v6.17.7/source/mm/oom_kill.c


What is going to happen in reclamation?
There are two types of pages to be reclaimed
- File pages (page cache)
- Anonymous memory (only when swap is enabled)

File:

Anon:

read/write (No O_DIRECT)

mmap-ed file

mmap

Touch -> page fault

Touch -> page fault

VMA Creation

VMA Creation

Alloc, load, charge

Alloc, charge



What is going to happen in reclamation?
There are two types of pages to be reclaimed
- File pages (page cache)
- Anonymous memory (only when swap is enabled)

Kernel organize these pages into 5 lists (before MGLRU) called lruvec

Active file

Inactive file

Active anonymous

Inactive anonymous

Unevictable (mlocked)

Size shown in /proc/meminfo



What is going to happen in reclamation?
Tuning knobs:
$ cat /proc/sys/vm/swappiness # Control the ratio between file and anon
$ cat /proc/sys/vm/dirty_ratio # Above which block the process creating dirty
$ cat /proc/sys/vm/dirty_background_ratio # Start to writeback at the background
Monitoring loads:
$ iostat -x 1
$ watch -n 1 'cat /proc/meminfo | grep -E "Dirty|Writeback"'

Decide between File and 
Anonymous

Clean File Drop

Dirty File Writeback

Anonymous Write to swap
(If enabled)



What memory is going to be reclaimed?

Reclamation function scans a given lruvec and decides for each page where it 
should go => recall the pgscan and pgsteal metrics
Some related PTE bits and page flags

Set by the hardware when accessing a pageSet after clear accessed bit so we 
know in next scan this page was 
accessed previously

If inactive



What memory is going to be reclaimed?
Key idea: protect hot workingset and filter out one-hit-wonder quickly
1. Newly fault-in => inactive
2. Accessed once => inactive
3. Accessed twice => active
4. Inactive too short => rebalance
In the real implementation => more complicated

Inactive:

Active: 1 2 3 4

5 6 7 8 9 10 11 12

Access set, reference nonset => clear access, set reference, recirculate

Reference set, access nonset => evict

Access set, reference set => activateRebalance if 
inactive too short



What other things you can do with reclamation?

Save memory cost with transparent memory offloading!
Memory is costly in today’s data center.
Swap is a way to save memory cost.
But swap is costly, so we have to bound the swapin cost.
Introduce the memory pressure metric
- Some
- Full

$ cat /proc/pressure/memory

Control some under 1% so the swap overhead to application is bounded

https://www.cs.cmu.edu/~dskarlat/publications/tmo_asplos22.pdf

