
CS 477
Advanced Operating System

Lecture 09: Physical Memory Management



Logistics

• Lab 2 deadline: Nov 7th

• Late days policy:

• Still intact

• For group lab (lab 4)
• Can still use it for the lab 4

• Students will be penalized per person if they exceed by 7 days
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Memory management
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Hardware

Physical memory management 

Virtual memory (mm_struct, VMAs, page tables)

User space (malloc, mmap)



Today’s agenda

• Organization → track memory (zones, NUMA, struct page)

• Allocation → hand out physical memory region (buddy, slab)

• Reclamation → reclaim memory region (LRU, swap)

• Performance → making it fast (TLB, hugepages)

→ What happens physically when you call malloc() 
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Q. How does the kernel keep track of 8GB of RAM?



Pages

• Memory is divided into physical pages or frames

• The page is the basic management unit in the kernel

• Page size is machine dependent

• Determined by MMU (memory management unit)

• 4KB in general, some are 2MB and 1 GB
• getconf  PAGESIZE
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Pages representation

• struct page represents each physical page

• One struct page per physical page frame
• Like a page descriptor

• 64 bytes in size
• # pages for 8 GB DRAM: 8 GB / 4KB = 2M pages * 64 bytes = 128 MB overhead 

(~1.5%)
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What does a page track?

• Keeps track of the page owner
• User space process, kernel statically/dynamically allocated data, page cache etc.

• Reference count: can we free this page?

• Keeps track of the page state

• PG_locked, PG_dirty, PG_referenced, PG_uptodate, PG_slab, etc.

• Ties the virtual memory system, page cache, allocator, and reclamation 
subsystems
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Q. Does the hardware treat each physical page the same?



Zones: Segregate different physical memory regions

Problem: Not all physical memory is equal

Historical context:

• Legacy ISA DMA devices: can only address the first 16 MB (ZONE_DMA)

• x86_32 with 4GB+ RAM: kernel can’t directly map it all (ZONE_HIGHMEM)

Solution:

• Physical memory is partitioned into zones having the same constraints
• Zone layout is architecture- and machine-dependent

• Page allocators consider the constraints when allocating pages
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Zones: Types with modern take

Name Description

ZONE_DMA First 16 MB (legacy DMA)

ZONE_DMA32 First 4GB (32-bit DMA devices)

ZONE_NORMAL Diretly mapped, most important
Pages always mapped to this region

ZONE_HIGHMEM x86_32 only (>896 MB)
Pages should be mapped prior to access
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Zones representation

struct zone data structure manages each zone

• Manages one contiguous region of physical memory for page allocator
• Tracks how much free memory exists in that region

• Decides when to reclaim pages (based on watermarks)

• Ensures safe concurrent access within the zone with a spinlock
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Zones are mostly architecture dependent
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x86_32 zones layout

x86_64 zones layout

x86_64’s large virtual address space eliminates HIGHMEM problem



Zones used for other physical memory management

Name Description

ZONE_DMA First 16 MB (legacy DMA)

ZONE_DMA32 First 4GB (32-bit DMA devices)

ZONE_NORMAL Diretly mapped, most important
Pages always mapped to this region

ZONE_HIGHMEM x86_32 only (>896 MB)
Pages should be mapped prior to access

ZONE_MOVABLE Logical memory zone; tracks which pages can be 
migrated to maintain physical contiguity

ZONE_DEVICE Device-managed physical memory (owned by 
device like GPU) & CPU has no control over it
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Zones demo

cat /proc/zoneinfo

• Node 0 corresponds to NUMA node 0

• Keeps track of:
• Free pages currently

• Watermark threshold controlling when the kernel 
triggers background reclaim (kswapd)

• Locked/mlocked pages that cannot be swapped out
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Q. What is NUMA, and why do we care about it?



Modern machines have non-uniform-memory access

15https://frankdenneman.nl/2016/07/08/numa-deep-dive-part-2-system-architecture/

• Shared bus bottlenecked in a uniform-memory access (UMA) architecture

• Each CPU socket (node) has its own local memory controller and DRAM banks
• CPUs are connected via high-speed interconnects (e.g., UPI, QPI, AMD Infinity Fabric).

• CPU can still access remote memory, but with higher latency 

• Local access: ~100 ns; remote access: ~200-300ns (2-3x slower)

• Check: https://github.com/nviennot/core-to-core-latency
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Modern machines have varying NUMA topology
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• Machines have support up to 8 sockets (nodes)

• Mostly Intel

• Sparc provided up to 32 sockets (now discontinued)

• Also, known as scale-up architecture



NUMA allocation policies

• Default: Allocate on local node 
(first-touch policy)

• Interleave: Spread allocations 
across nodes (bandwidth)

• Bind: Force to specific nodes

• AutoNUMA: Kernel 
automatically migrates pages to 
local nodes
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NUMA nodes in Linux

• Each node represented by pg_data_t structure
• Contains its own zones
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Socket 0
CPU 0-15

Local memory

32GB

FAST (100ns)

Socket 1
CPU 16-31

Local memory

32GB

FAST (100ns)

Interconnect
Remote access: 200-300ns (2-3× slower)

Node 0 (pg_data_t)

CPUs: 0-15 | Memory: 32GB

ZONE_DMA
(0-16MB)

ZONE_DMA32
(16MB-4GB)

ZONE_NORMAL
(4GB-32GB)

Each zone has:

• Buddy allocator
• Watermarks
• LRU lists

Node 1 (pg_data_t)

CPUs: 16-31 | Memory: 32GB

ZONE_DMA
(0-16MB)

ZONE_DMA32
(16MB-4GB)

ZONE_NORMAL
(4GB-32GB)

Each zone has:

• Buddy allocator
• Watermarks
• LRU lists
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Numa architecture

Linux NUMA with zones

Physical memory → Nodes



Physical memory layout at boot time
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BIOS/legacy

0x00000000 - 0x000FFFFF (1 MB)

Kernel image

0x00100000 - ~0x02000000

.text (Kernel code)

Executable instructions

.data (Initialized data)

Global variables with initial values

.bss (Uninitialized data)

← pg_data_t lives here!

Statically allocated kernel structures

node_data[0]

(pg_data_t for

NUMA node 0)

Early boot allocations

~0x02000000 - ~0x04000000

memblock allocator (before buddy starts)

Page tables,

Initial stacks,

Early data structures

Available physical RAM

~0x04000000 onwards

Managed by Buddy Allocator

This is what pg_data_t MANAGES

struct zone

free_area[11]

buddy lists

track FREE pages here

pg_data_t is in the kernel, manages free memory

1. Kernel image (.bss section):
• Contains statically allocated pg_data_t structures

• Lives at ~1-2MB in physical memory

• node_data[0] = pg_data_t for NUMA node 0

2. Early boot (memblock allocator):

• Used before buddy allocator is ready

• Allocates page tables, stacks, early structures

3. Buddy Allocator (free RAM):
• Everything from ~4MB onwards becomes “free”

• pg_data_t->node_zones[]->free_area[] points to these free pages



Physical memory → virtual address space layout (boot)
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Physical Memory

BIOS/legacy
0x00000000 - 0x000FFFFF

(1 MB)

Kernel image
0x00100000 - ~0x02000000

(.text, .data, .bss)

Available physical RAM
~0x02000000 onwards

Managed by Buddy Allocator

Organized into zones:

ZONE_DMA, ZONE_DMA32, ZONE_NORMAL

Direct mapping

Physical → Virtual

Kernel Virtual Address Space

DIRECT MAPPING
0xFFFF880000000000 - 0xFFFF88FFFFFFFFFF

All physical RAM mapped here

Fast access via phys_to_virt()

... (guard hole) ...

VMALLOC
0xFFFFC90000000000 - 0xFFFFE8FFFFFFFFFF

Virtually contiguous,

physically scattered allocations

VMEMMAP
0xFFFFEA0000000000 - 0xFFFFEAFFFFFFFFFF

struct page array

One struct page per physical frame

... (other regions) ...

KERNEL TEXT/CODE
0xFFFFFFFF80000000 - 0xFFFFFFFF9FFFFFFF

Kernel .text section (512MB)

MODULES
0xFFFFFFFFA0000000 - 0xFFFFFFFFFEFFFFFF

Loadable kernel modules

Key points:

• Kernel boots and loads at physical 0x00100000 (1MB)

• Direct mapping region allows kernel to access ALL physical RAM with simple offset

• Physical address P maps to virtual address 0xFFFF880000000000 + P

• vmalloc used when physically contiguous memory not available

• No ZONE_HIGHMEM on x86_64 - all RAM is directly mapped in kernel space



Now that we know how physical memory 
is organized, the next question is how we 
allocate from it.

Q. What do we need to allocate pages that can service 
user space applications and kernel services?



Hierarchy of memory allocators
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The low-level memory allocator
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Problem: How to allocate 
contiguous physical pages efficiently 
while preventing fragmentation?

• Buddy system
• Allocate memory at the page 

granularity

• Maintains free lists for blocks of size 
21,22,23 … 210

• Each zone has its own buddy 
allocator 



The low-level memory allocator
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• Allocation (order=1: want 2 pages):
1. Check free_area[1] – any 2-page 

blocks? Yes → take it, done
2. If no, check free_area[2] – any 4-page 

blocks? 
       Yes → split into two 2-page blocks, 
take one, put other on free_area[1]
3. If no, check free_area[3], and so on ...

• Deallocation
1. Free 2-page blocks
2. Check if its buddy is also free (buddy = 

adjacent 2-page block)
3. If yes, merge into a 4-page block, and 

repeat



Buddy allocator demo
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Page allocation / deallocation
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Allocating zeroed pages
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• By default, the page data is not removed

• May leak information through the page allocation

• For user space request, allocate a zeroed-out page:

unsigned long get_zeroed_page(gfp_t gfp_mask);



The gfp_t flags: Decoding allocation behavior
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Problem: Allocation is not one-size-fits-all

• Sleep waiting for memory?

• Trigger disk IO to free memory?

• Which zone to use?

Solution: gfp_t (get free pages) flags

Consists of three categories



1. gfp_t category: Zone modifiers (where to allocate)
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• __GFP_DMA // Must be in ZONE_DMA 

• __GFP_DMA32 // ZONE_DMA32 or below 

• __GFP_HIGHMEM // Can use ZONE_HIGHMEM (x86_32 
only) 

• // No flag = prefer ZONE_NORMAL



2. gfp_t category: Action allocators (how to allocate)
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• __GFP_WAIT // Can sleep waiting for memory 

• __GFP_IO // Can start disk IO to reclaim

• __GFP_FS // Can make filesystem calls

• __GFP_HIGH // Can access emergency reserves

• __GFP_REPEAT // Retry if allocation fails

• __GFP_NOFAIL // MUST NOT FAIL (use carefully)



3. gfp_t category: Type flags (common combinations)
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• GFP_KERNEL = __GFP_WAIT | __GFP_IO | __GFP_FS

 // Process context, can sleep, can do IO

 // DEFAULT for most kernel allocations

• GFP_ATOMIC = __GFP_HIGH

 // Cannot sleep! Use emergency pools

 // For interrupts, spinlocks, atomic contexts

• GFP_NOIO = __GFP_WAIT

 // Can sleep but no IO (avoid recursion in block layer)

• GFP_NOFS = __GFP_WAIT | __GFP_IO

 // Can sleep and IO, but no FS calls (avoid recursion in FS)

• GFP_USER = __GFP_WAIT | __GFP_IO | __GFP_FS | __GFP_HARDWALL

 // User-space allocations

• GFP_HIGHUSER = GFP_USER | __GFP_HIGHMEM 

 // User pages, can use HIHGMEM



Quick reference table
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Context Flags to use Why

Process context, can sleep GFP_KERNEL Default, safest

Interrupt handler GFP_ATOMIC Cannot sleep

Holding spinlock GFP_ATOMIC Cannot sleep

Block device driver GFP_NOIO Prevent IO recursion

File system code GFP_NFS Prevent FS recursion

Need DMA-able memory GFP_DMA Allocate from ZONE_DMA; for 
old/legacy devices

User space allocations GFP_HIGHUSER Can use all zones

GFP_NOIO: Don’t perform any IO that may invoke a block IO operation
• Allocator cannot write dirty pages to the swap file to free up memory

• User: block device driver

GFP_NOFS: Can perform raw block IO, but don’t call file system layer
• Don’t reclaim file-related caches or free memory by writing data to a file

• User: file system code



Kernel object allocators (kmalloc/kfree)
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void *kmalloc(size_t size, gfp_t flags);

void kfree(const void *ptr);

• Allocate byte-sized chunks (like user-space malloc)

• Memory is physically contiguous (DMA buffers)
• Maximum size allowed is 4 MB 

• For larger allocation, rely on vmalloc

• Returns kernel virtual address 

• Built on top of slab allocator

• Good for small allocations (<= 4 KB)

• Performance critical (uses slab cache)



Hierarchy of memory allocators
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Slab allocator
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Problem: Allocating/freeing frequently used structures is expensive

• task_struct, inode, dentry, mm_struct, vm_area_struct – 
created/destroyed frequently

Simple approach: Use kmalloc for time!

Expensive: lock contention, cache misses, memory fragmentation

Q.  How to minimize such an overhead?



Slab allocator
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Problem: Allocating/freeing frequently used structures is expensive

• task_struct, inode, dentry, mm_struct, vm_area_struct – 
created/destroyed frequently

Simple approach: Use kmalloc for time!

Expensive: lock contention, cache misses, memory fragmentation

• Object caching: Pre-allocate pools of common objects

• Allocate → take from pool (fast!)

• Free → return to pool (fast!)

• Caching hot objects improves CPU cache performance



Slab allocator: Object caching
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• Each slab
• One of more physically contiguous pages

• Divided into fixed-size objects

• State: empty, partial, or full

• Allocation strategy:

1. Try to allocate from the partial slab 
(good cache locality)

2. If none, try an empty slab

3. If none, allocate new pages and create 
a new slab



Slab allocator: APIs
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Slab allocator: advanced flags
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Flags Purpose

SLAB_HWCACHE_ALIGN Align objects to the CPU cache line
Prevents false sharing; Cost: more memory waste

SLAB_POISON Fill freed objects with 0xa5a5a5a5
Catch use-after-free bugs

SLAB_RED_ZONE Padding around objects
Catch buffer overflows

SLAB_PANIC Panic kernel if allocation fails
For critical caches only

SLAB_CACHE_DMA Allocate from ZONE_DMA
For DMA-able objects



Slab allocator: optimizing caching
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• Per-CPU caching
• Each CPU has a small cache of objects

• Fast path: no locking needed

• Slow path: refill from slab (requires lock)

• NUMA awareness:

• Slabs can be node-local

• kmem_cache_alloc_node() for explicit placement

• Reduces remote memory acecss



Slab/slub allocator: demo

42



Other allocations: Per-CPU data structure
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• Allow each core to maintain their own objects
• No locking required

• Reduces cache thrashing

• Implemented through arrays → each index corresponds to a CPU



Other allocations: Stack
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• Each process has:
• A user-space stack for execution

• A kernel stack for in-kernel execution

• User space stack is large and grows dynamically

• Kernel stack has a fixed size → two pages (8 KB)

• Interrupt stack is for interrupt handlers → 1 page / CPU

• Goal: Keep the minimum usage of the kernel stack
• Local variables and function parameters



Now we know how to allocate physical 
memory, but what happens when we run out?



Memory pressure problem
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Scenario:
• System has 8 GB DRAM

• Running applications want 12 GB

• What happens?

Without swapping: OOM (out-of-memory) killer
• Kernel kills processes to free memory

• Unpredictable, destructive

With swapping: Use disk as “slow RAM”
• Move inactive pages to disk

• Free physical pages for active data

• Allows overcommitment 

Virtual memory lets us use more memory than what physically exist



Tracking page activity
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Q. Which pages should we evict to disk?

Least-recently used (LRU): approximates temporal locality

• Evicts pages that have not been accessed for a long time

Pseudocode:

on memory_access(page P):
    P.timestamp = current_time

on page_eviction_needed():
    evict_page = argmin(P.timestamp)
    free(evict_page)



Tracking page activity
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Linux implements approximate LRU:

• a two-tier aging scheme that uses active/inactive lists

Each page belongs to one LRU list at a time

Zone maintains LRU lists 

struct page {
    ...
    struct list_head lru;   // links into LRU list
    ...
};

struct zone {
    struct lruvec {
        struct list_head lists[NR_LRU_LISTS];
    } lruvec;
};



Several LRU lists
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Separate lists 

• Anonymous vs. file-backed have different costs
• Anonymous: must write to swap before evict (expensive)
• File-backed: can drop if clean, or write back if dirty (cheaper) 

• Active vs inactive: two-stage aging
• New pages go to inactive
• Referenced again → promoted to active
• Active pages age back to inactive if not used

• Prevents one-time scans from evicting hot pages

enum lru_list {
    LRU_INACTIVE_ANON, // Anonymous pages, not recently used
    LRU_ACTIVE_ANON, // Anonymous pages, recently used
    LRU_INACTIVE_FILE, // File-backed pages, not recently used
    LRU_ACTIVE_FILE, // File-backed pages, recently used
    LRU_UNEVICTABLE // Cannot evict
};



Page state and transitions for eviction
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New page → Inactive list
     ↓ (referenced again)
Active list
     ↓ (idle for long)
Inactive list
     ↓ (still unused under pressure)
Evicted (swap/disk)

Ratio of active/inactive 
→ memory pressure

Q.  Who is responsible for reclaiming?



kswapd: The page reclaim demon
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• One per NUMA node worker thread

• Maintains per zone watermark (MIN, LOW, 
HIGH)

• Reclaim process →

• If free pages drop below MIN, alloc_pages() 
must reclaim synchronously

Free pages < LOW watermark
        ↓
     kswapd wakes up
        ↓
     Scans LRU lists
        ↓
For each candidate page:
   ↓
   Anonymous + dirty  →  write to swap
   File-backed + dirty →  write back to file
   File-backed + clean →  drop from cache
   ↓
   Add page to free list
        ↓
Free pages ≥ HIGH watermark
        ↓
     kswapd sleeps



Performance aspect of pages: hardware 
optimizations for faster access to pages



TLB problem
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• Every memory access needs virtual → physical translation

• Page table walks: 4 memory accesses (PGD→PUD→PMD→PTE)

• TLB (translation lookaside buffer) caches translations

• But TLB is small (typically 64—1024 entries)

• TLB with 512 entries will cover 512 * 4KB = 2MB of memory 

• If working set size > 2 MB → TLB thrashing

Use huge pages: 2MB or 1GB pages instead of 4KB
• 4 KB: 64 + ~1.5K entries → 6 MB coverage

• 2 MB: ~32 entries → ~64 MB coverage

• 1 GB: 4—8 entries → 4—8 coverage

Q. Do we have to allocate huge pages explicitly all the time?



Transparent huge page (THP) service
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1. Process allocates memory normally

2. Kernel notices adjacent 4 KB pages are virtually contiguous (VMA)

3. Kernel allocates a 2 MB page

4. Copies 512 * 4KB pages into 2 MB

5. Updates page tables to use 2 MB entry

6. Frees old 4 KB pages



THP benefits and costs
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• Reduces TLB pressure

• Fewer TLB misses

• Better performance for large-memory workloads

Costs:

• Internal fragmentation (if you only need 8 KB, you get 2 MB)

• Difficult to allocate (need 512 contiguous pages)

• COW becomes expensive (copy 2 MB pages instead of 4 KB)

• Swap becomes expensive (2 MB chunks)



Huge page pros and cons
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• When to use huge pages:
• Database servers (large buffer pools)

• Scientific computing (large arrays)

• Virtual machines (guest memory)

• In-memory caches (Redis, memcached)

• When NOT to use:

• Small memory footprint

• Short-lived process

• Heavily forking application (COW overhead)



TLB management

57

• Filled automatically by hardware (x86)

• Must be flushed when page tables 
change (by the OS)

• When to flush?
• Context switch (switch to a different 

process)

• Changing page table entries (mmap, 
munmap, mprotect)

• Page migration (NUMA, compaction)

// Flush entire TLB
 flush_tlb_all(); 

// Flush one page 
flush_tlb_page(struct vm_area_struct *vma, 
unsigned long addr); 

// Flush range 
flush_tlb_range(struct vm_area_struct *vma, 
unsigned long start, unsigned long end);



Summary 
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• Physical page fundamentals
• struct page: Kernel tracks every physical page

• Zone: Hardware constraints

• NUMA: Multi-node, non-uniform access

• Allocation mechanism:

• Buddy allocator: Physical pages (2Order blocks)

• kmalloc/vmalloc: Kernel memory allocation

• Slab allocator: Object caching for performance



Summary (contd …)
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• Memory reclaim (under pressure)
• LRU lists: Track page activity

• kswapd: Background reclaimation

• Swapping: Using disk as a “slow RAM”

• Performance:

• Huge pages: Reduce TLB pressure

• TLB: Hardware translation cache

struct page → zones → buddy → kmalloc/slab → LRU → TLB



Further reading

60

• Virtual memory: 3 What is Virtual memory?

• 20 years of Linux virtual memory 

https://www.youtube.com/watch?v=qlH4-oHnBb8&list=PLiwt1iVUib9s2Uo5BeYmwkDFUh70fJPxX&index=3
https://www.youtube.com/watch?v=qlH4-oHnBb8&list=PLiwt1iVUib9s2Uo5BeYmwkDFUh70fJPxX&index=3
https://www.youtube.com/watch?v=pZghXbeCH5s
https://www.youtube.com/watch?v=pZghXbeCH5s
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