12
Derandomization

12.1 Introduction

In this lecture, we will only scratch the surface of a huge topic. There
are many directions to explore (see online courses dedicated to this).
The central question is: If there exists a randomized algorithm for
a problem (say, a decision problem) that takes polynomial time and is
correct with probability at least 3/4 (on all instances), does there exist
a deterministic polynomial-time algorithm as well?
In complexity terms, we are asking;:

Is BPP = P?

(Bounded-error Probabilistic Polynomial time vs. Deterministic Poly-
nomial time.)
There are several major directions used to approach this:

¢ Randomness from Hardness: If a function is hard to compute or
hard to invert, its outputs can be used to set up pseudorandom
generators (PRGs) for bounded machines. This is often framed as
“fooling” computationally restricted algorithms.

¢ Limited Independence: Designing algorithms whose analysis
only needs limited independence (e.g. pairwise independence, k-
wise independence) so that we can replace truly random bits by a
smaller number of pseudorandom bits.

* Randomness Amplification: Using expanders and related objects
to reduce the amount of randomness required (see notes from the
expander lectures).

¢ Other methods: Randomness extractors (information-theoretic
pseudorandomness), hash functions, etc.

These different ideas will keep showing up in the course. :contentRe-
ference[oaicite:o]index=0
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12.2  Pseudorandom Generators

We focus on pseudorandom generators (PRGs) for a class of algo-
rithms A.

Let G : {0,1}" — {0,1}M be a generator, where r € {0,1}" is
a random seed and M is the number of random bits the algorithm
needs (M > m). We want G(r) to look indistinguishable from a truly
random string R € {0,1}M to any test algorithm T € A.

Definition 12.1. We say G e-fools a test T if

e TGO) =1 P [T(R) = 1]

<e.

We say G e-fools the class A if it e-fools every T € A.

Decision:
Pseudorandom String Test Pseudorandom
(lesne?ﬁ rr") Gengrator g G(r) | Algorithm 2
i (length M) T —
Decision:
e
M>>m

Intuitively, if we have an algorithm A € A that uses M random
bits and succeeds (e.g. outputs the correct answer) with probability
at least 3/4 under truly random bits, then using G instead of true
randomness changes the success probability by at most e:

Prr[A(G(r)) correct] > Z —€.

This is already useful: if the seed length m is small, we can enu-
merate all seeds:

e If m = O(logn), then 2" = poly(n).

e We can run A on G(r) for every r € {0,1}" and take, say, the
majority answer, or the best solution found.

Since the average success probability over a uniformly random seed
is at least 3/4 — ¢, at least a 3/4 — ¢ fraction of seeds are good. In
particular, there exists at least one seed on which A(G(r)) is correct,
and we can find it deterministically in time 2™ - poly(n), which is
polynomial if m = O(logn).

So a PRG with logarithmic seed length for the class of polynomial-
time algorithms would imply BPP = P.

Figure 12.1: A pseudorandom generator
G expands a short random seed r into

a long pseudorandom string G(r) that
fools algorithms in class A.
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12.3 Derandomization via Limited Independence

12.3.1 The Max-Cut Example

Consider the Max-Cut problem. We are given an undirected weighted
graph G = (V, E) with nonnegative edge weights (w,).cr. We want
to find a subset S C V that maximizes the total weight of edges going
between S and its complement S:

msz';lxw(E(SS = max Y we.
e€E(S,S)

Theorem 12.2. There exists a cut S such that

w(E(S,S)) > 7Zwe > OPT

EEE

where OPT is the value of a maximum cut.

Proof. For each vertex v € V, pick a random sign x, € {—1,+1}
uniformly and independently. Let

S:{UEV|XUZ+1}

Consider an edge e = {u,v}. The edge is cut iff x,, # x,. Since x,, x,
are independent and uniformly random,

1

Pr(xy # xp) = >

so the contribution of edge e to the expected cut weight is %we.
By linearity of expectation,

[ S S ) Z SWe = Z We.
EGE EGE
Hence the average cut weight over all 2V cuts is W /2, where W =
Y cce We. Therefore there exists at least one cut with weight at least
W/2. O

Exercise 12.3. Show that if we repeat this randomized algorithm
O(logn) times and return the best cut found, then with probability at
least 1 — 1/poly(n) we obtain a cut of weight at least (1/2 —¢€) Y, w,
for any fixed constant € > 0.

12.3.2  Pairwise Independence

To derandomize the above algorithm, let us look carefully at what
properties of the randomness the proof actually used. The only place
we used independence was to conclude that for each edge {u,v} we
have
1
Pr(x, # xp) = >

147



148 DERANDOMIZATION VIA LIMITED INDEPENDENCE

This remains true even if the random variables (x,),cy are only
pairwise independent.

Definition 12.4 (Pairwise Independence). A distribution on (X,...,X,) €
0" is pairwise independent if for every i # j and every 4,b € (),

PI’(X,‘ =aAl X] = b) = PI’(X,‘ = LZ) PI'(X] = b)

If the distribution is a product distribution (i.e. the X; are mutu-
ally independent), then it is clearly pairwise independent. But the
converse is false.

Example. Let X;, X5 be independent unbiased bits, and define
X3 = X1 ® Xo.
The joint support is
(0,0,0),(0,1,1),(1,0,1),(1,1,0),

four strings from {0, 1}3. This is not a product distribution (knowing
X7 and X, determines X3), but any two of the variables are indepen-
dent: the marginal on any pair is uniform on {0,1}?.

This raises two questions:

1. How can we generate pairwise independent distributions over
{=1,+1}" (or {0,1}") using only a few random bits?

2. What can we do with such distributions?

12.3.3 A Finite-Field Construction of PI Distributions

We construct a pairwise independent family of random variables
using a finite field. Let n = 2" and identify the vertex set V with the
field IFy.

Pick a random slope & € FF,;, and a random intercept 8 € F,,
independently and uniformly. For each z € [F,, define

X, =az+p (arithmetic in FFy ).
Thus we obtain a random vector
X = (Xz)zeIsz

whose coordinates range over IF,.

Claim 12.5. The collection (X;) zcF,, is pairwise independent and each
X is uniform on FF,.
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Proof. Fix z1 # zp and ay,ap € Fy. Consider the event

{X;, =a1 N Xy, = a2}

EDE)-()

The 2 x 2 matrix is invertible because z; # zp, so there is exactly one
pair («a, B) giving this outcome. Since (&, §) is uniform on ]F%b, the
probability of this event is 1/|Fy|?.

On the other hand, for each fixed z, X, = az 4 B is a bijection in
(«,B), so X; is uniform on F,, and Pr(X, = a) = 1/|Fy|. Therefore

This is the event that

1

Pr(le = N XZZ = ﬂz) = W
2

= PI‘(XZl = al) PI'(XZZ = Elz),

as desired. O

To get bits from this, we can take for each z a fixed coordinate of
X, (e.g. the first bit in its binary representation) or more generally
any nontrivial linear form of the field element. This gives us a dis-
tribution on {0,1}" that is pairwise independent. The sample space
has size |]sz |2 = 12, and the seed length needed to choose a random
(&, B) is 2b = 2log n.

So we have:

An explicit algorithm that converts 2logn truly random bits into n
pairwise independent bits.

12.3.4 Derandomizing Max-Cut via Pairwise Independence

Recall that our analysis of the randomized Max-Cut algorithm only

used the property

1

Pr(xy # xp) = 3

for each edge {u, v}, which holds whenever the x,’s are pairwise in-
dependent unbiased bits. Thus we can replace the fully independent
distribution by the finite-field construction above without changing
the analysis.

Concretely:

1. Fix an identification of vertices V with F,, where n = |V| = 2°.

2. For each pair («, ) € ]F%h, generate the sequence (X;),cy as above
and then convert each X, to a bit x; € {—1,+1} (e.g. take the first

bit and map 0 — —1, 1 — +1).
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150 THE METHOD OF CONDITIONAL EXPECTATIONS

3. Use x; as the color of vertex v and compute the resulting cut
value.

Because there are only n? pairs (&, 8), we can deterministically
enumerate all of them in polynomial time and pick the best cut ob-
tained. The expected cut value over (&, ) is still W/2, so there must
be at least one pair giving a cut of weight at least W /2. Hence:

Theorem 12.6. Max-Cut admits a deterministic 1/2-approximation algo-
rithm running in time O(n? - poly(n)) obtained by enumerating all seeds of
the pairwise independent distribution.

The high-level pattern here is important and will reappear:

If the analysis of a randomized algorithm only uses pairwise inde-
pendence, then we can often derandomize it by enumerating over an
explicit pairwise independent distribution with small support.

12.4 The Method of Conditional Expectations

The technique we used above (enumerating all seeds) can be expen-
sive if the support size is large. Another powerful derandomization
method is the method of conditional expectations.

Suppose we have some random process depending on indepen-
dent random variables Xj, ..., X;;, and some objective function
Y = Y(Xy,...,Xy) (e.g. the weight of a cut). If we can efficiently
compute conditional expectations of the form

]E[Y|X1 :x1,...,X,-:x,-],

then we can deterministically choose the values of the X; one by one
so as to guarantee that Y is at least as large as its expectation.

12.4.1 The General Template

Let X3,..., X, be independent unbiased bits (or 1 signs) and let Y
be a random variable with E[Y] = u.
Look at the first variable X;. We can write

1 1
E[Y] = SE[Y | X1 = ~1] + SE[Y | X; = +1].

Therefore at least one of the conditional expectations is at least y:
max {E[Y | X; = —1,E[Y | X; = +1]} > n.

We fix X; to be the value that achieves the maximum, say X; = x7,
and continue.



Inductively, after we have fixed Xy = x7,..., X;_1 = xJ_;, we have
some conditional expectation

Hi—1 = ]E[Y ‘ X1 = x{,...,Xi,l = x?_ﬂ.

For the next variable X; we again have
1 * 1 X
]/ll,l:EIE[Y‘Xlle,...,Xl:—1}+§IE[Y|X1:X'1,..,X1:+1]

Thus at least one of the two conditional expectations is at least ;1.
We set X; to be that value and proceed.

By induction, at the end we obtain a deterministic assignment
(x1,...,x}) with

Y(xi,...,x5) > E[Y| Xy =x7,...,Xn =2x3] > po = E[Y].

So we have deterministically found an outcome at least as good as
the expected value of the randomized process.

The whole trick is that we need to be able to compute these condi-
tional expectations efficiently.

12.4.2  Applying MCE to Max-Cut

Let us apply this to the same Max-Cut setup. Let X, € {—1,+1}
be the color of vertex v and let Y be the (random) weight of the cut
induced by X. We know that

1
E[Y] = 5 Y we.
ecE
We will color the vertices one by one. Suppose we have already as-
signed colors to vertices 1,...,7 — 1, and we want to decide the color
of vertex i. Condition on the choices so far; formally, we consider

]E[Y | Xl = xl,...,X,-,l = xi,l,X,- :C]

forc e {-1,+1}.
We can decompose the contribution of edges into three parts:

* Edges whose endpoints are both in {1,...,i — 1}: their contri-
bution to the cut is already completely determined and does not
depend on X;.

 Edges incident to vertex i, i.e. edges {i,j}. For neighbors j < i, the
contribution of such an edge does depend on X;, deterministically:
if X]- # X; the edge is in the cut, otherwise it is not. For neighbors
j > i, the vertex j is still random, so conditioned on X; = ¢, Xj is
uniform in {—1, +1} and Pr(X; # ¢) = 1/2.

DERANDOMIZATION
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152 RANDOMNESS FROM HARDNESS

* Edges whose endpoints are both in {i +1,...,n}: neither endpoint
has been colored yet, so each such edge contributes an expected
%we regardless of X;.

Hence:

E[Y | choices up to i — 1, X; = ¢] = (weight of already decided edges)
+ Z 1[6 7é X]] - Wij
j<i
{ij}eE
1
o LW
>t
{ij}eE
1
—+ 5 Z We.
ecE
eC{i+1,..n}

The last two sums do not depend on ¢, so the difference between
assigning X; = +1 and X; = —1 only comes from the edges between
i and already-colored neighbors. Thus we can compute which choice
of X; gives the larger conditional expectation by looking only at the
neighbors of i that have already been colored.

Concretely, define

Ai = 2 wl-j, Bi = 2 wl]
j<i j<i
{ij}eE {i,j}eE
Xj=-1 Xj=+1
If we set X; = +1, then the edges from i to neighbors with X; = —1
contribute A; to the cut, while if we set X; = —1 we get contribution

B;. So we choose
+1 if A; > B;,

X; =
—1 otherwise.

By the argument above, this choice guarantees that the conditional
expectation never decreases as we assign more colors, so at the end
we obtain a cut of weight at least E[Y] = Y, w,/2.

Remark 12.7. For Max-Cut, computing the conditional expectations
is easy and leads to a very simple greedy algorithm. For other prob-
lems the conditional expectation can be much more difficult to com-
pute explicitly.

12.5 Randomness from Hardness

We now switch viewpoint and ask: can we generate pseudorandom-
ness from computational hardness assumptions?
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The guiding cryptographic notion is that of a one-way function
/ one-way permutation. Roughly, a one-way permutation is a per-
mutation on {0,1}" that is easy to compute but hard to invert on a
random input for any efficient algorithm.

12.5.1  One-Way Permutations

Fix a length n and let

f:{0,1}" — {0,1}"
be a permutation.

Definition 12.8. For an (possibly randomized) algorithm A attempt-
ing to invert f, its success probability on inputs of length # is

aln) = Pr. [A(f() =]

We say f is one-way (or s(n)-secure) if for every probabilistic algo-

rithm A running in time at most s(n) (say, s(n) = n® for all ¢), the

success probability 54 (1) is negligible (e.g. 64 (n) < 1/s(n)).
Loosely speaking;:

Any efficient algorithm has only a tiny probability of inverting f on a
random input.

The ambitious goal is to show:
existence of one-way permutations = existence of PRGs.

Even more strongly, one can construct PRGs from any one-way func-
tion (not necessarily a permutation); this was shown by Hastad,
Impagliazzo, Levin, and Luby (HILL, 1999).

We will focus on an intermediate step:

Given a one-way permutation f, construct a single bit of output that
looks random even given f(x).

This bit is called a hard-core bit. Chaining many such bits together
gives a full-fledged PRG.

12.5.2  Hard-Core Bits and a Simple PRG

Let f be a one-way permutation on {0,1}". For x,7 € {0,1}" define
the inner product

(x,7) = éx,-ri (mod 2).

Consider the following mapping from 2»n input bits (x,7) to 2n + 1
output bits:

G(x,r) = (f(x),7, {x,7)).

153



154 THE GOLDREICH—-LEVIN THEOREM

If we knew that the last bit (x, ) is computationally unpredictable
given (f(x),r), then G would be a PRG with stretch 1:

* (x,r) uniform implies (f(x),r) is uniform (since f is a permuta-
tion).

e If no efficient algorithm can distinguish (f(x),r, (x, 7)) from
(f(x),r,U), where U is an independent uniform bit, then G fools
all polynomial-time tests.

The bit (x,r) is called the hard-core bit. Our main theorem shows
that if this bit were efficiently predictable from (f(x),r), then we
could invert f with non-negligible probability, which contradicts the
one-wayness of f.

We remark that if we wished to get a PRG with larger stretch, we
could output 7, (x,r), (f(x),7), (f(2)(x),7),..., (f{)(x),r), where
FO(x) = f(fiV(x)) and f©(x) = x. We refer the interested
reader to an in-depth treatment in more standard texts on cryptogra-
phy/complexity.

12.6 The Goldreich—Levin Theorem

Theorem 12.9 (Goldreich-Levin / Hidden Bit Theorem). Let f be a
permutation on {0, 1}". Suppose there is a probabilistic polynomial-time
algorithm A and an € > 0 such that

B AU ] > e

Then there is a probabilistic polynomial-time algorithm B that inverts f on
a non-negligible fraction of inputs:

Pe B =] > poly(e)

In particular, if f is one-way then the predicate b(x,r) = (x,r) is hard to
predict from (f(x),r).

From now on, fix an x and write

For this unknown x, the assumption says

Pr[H(r) = (x,7)] > %—i—e.

r

Our goal is to reconstruct x given oracle access to H.



Warm-Up o: Perfect Prediction

First, suppose H(r) = (x,r) for all r (no errors). Then we can recover
x easily by querying H on the standard unit vectors ey, ..., e, €
{0,1}"

H(e;) = (x,€;) = x;.

So we get every bit of x exactly.

Warm-Up 1: High Success Probability

Now suppose
15
Pr[H(r) = > —.
x{H() = (7)) > 12
We can no longer just query H(e;), because e; might be one of the
rare inputs on which H is wrong. Instead, use the identity

(x,r+e;) = {(x,7) D (x,e;) = (x,7) B x;.

(Here + and & are bitwise XOR.)
Given a random 7, query H(r) and H(r + ¢;) and compute

Xi(r) = H(r +¢;) © H(r).

If both H(r) and H(r + ¢;) are correct then X;(r) = x;.
By a union bound,

1

Prr[both correct] > 1—Pr[H(r) wrong] — Pr[H(r +¢;) wrong] > 1— — —

- 16

Thus a single trial gives the right value of x; with probability at least
7/8.

Repeating this O(log n) times independently and taking the ma-
jority gives x; correctly with probability 1 — 1/poly(n) by Chernoff
bounds. Applying a union bound over i = 1,...,n, we get all bits
of x correctly with high probability using a polynomial number of
queries to H.

The Barrier: Only a Small Advantage

In the real theorem we only know that H predicts (x, r) with advan-
tage e over 1/2, i.e.

PrH(r) = {x,1)] = 7 +e

Trying the same trick as above, we see that

Pr[X;(r) = x;] = Pr[both correct] + Pr[both wrong].

r

1

16

DERANDOMIZATION
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156 THE GOLDREICH-LEVIN THEOREM

We can bound

Pr[both correct] > 1 —2-Pr[H(r) wrong] =1—2 (% - e) = 2¢,

but now € might be tiny, and Pr[both wrong] could be of the same
order. In fact, one can check that this strategy yields at best an advan-
tage O(e), which is too small to give a good probability of recovery
even after polynomially many repetitions.

We need a new idea.

12.6.1 A List-Decoding Viewpoint

The key is to step back and think of the following more general
“learning” problem:

Lemma 12.10 (Goldreich-Levin List-Decoding Lemma). Suppose
H :{0,1}" — {0,1} is a function such that there exists some (unknown)
x € {0,1}" with

P[H(r) = (x,1)] > %+e.

Then there is a probabilistic algorithm LY running in time poly(n,1/¢€)
that outputs a list L of at most O(1/€?) strings in {0,1}" such that x € L
with probability at least, say, 2/3.

We do not assume uniqueness: there might be many different x’s
that correlate with H; the algorithm outputs a short list containing all
of them (up to small probability of failure).

Once we have this lemma, we can use it to invert f as follows.
Given y = f(x):

1. Define H,(r) = A(y,r). By assumption, for a non-negligible
fraction of x’s (the “good” ones) we have Pr,[H(,)(r) = (x,r)] >
1/2+e.

2. Run the list-decoding algorithm with oracle H, to obtain a list L,
of candidates.

3. Output any x’ € L, such that f(x") = y.

Whenever x is good and the list-decoding succeeds, we recover x. A
careful analysis shows that this inverts f with probability poly(e),
contradicting one-wayness. So it remains to prove the lemma.

12.6.2  Attempt 1: Guessing Inner Products on Random Samples

Pick k random strings r1,...,7x € {0,1}" independently and uni-
formly. For the moment, imagine that we magically know the k bits

bj:<x,r]~) (jZl,...,k).

There are 2¢ possibilities for (by, ..., by); one of them is correct.
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Step 1: Boosting a Weak Predictor. Using these k samples and their
(assumed) correct labels b]', we can boost the success probability of H
from 1/2 + € up to, say, 31/32.

For each j define the shifted function

Gj(r) = H(r +r1j) ©b;.
If H(r + r;) happens to be equal to (x,r +r;), then
Gj(r) = (x,r+ 1) @ bj = (x,1) & (x,1)) & b; = (x,7),

since b; = (x,7j). Thus each G; is also a predictor for (x,r) with the
same advantage e:

Pr[Gy(r) = (x,7)] = % te.

r

Now consider
G(r) = majority{G;(r) [ j = 1,...,k}.
Claim 12.11. If the r/’s are independent and k = ©(1/€?), then

31
= > —.
PrGK) = (1 )] > o
Proof sketch. Let Z;(r) be the indicator of the event G;(r) = (x,7).
Then E[Z;] = 1/2 + € and the Z;’s are independent over j (for fixed
r). Let S(r) = ¥; Zj(r). Then E[S] = k(1/2 + €) and G(r) is correct iff
S(r) > k/2.
By Chebyshev’s inequality,
Var(S) k 1

Pris<k/2) < Es—p/27 = P " R

Taking k > 32/ €2 makes this probability at most 1/32, so G is correct
with probability at least 31/32. O

Thus, given the correct labels b;, we can build a very strong pre-
dictor G for (x,r) and then revert to the “high probability” warm-up
(Version 1) to recover x with high probability.

Step 2: Guessing the Labels. Of course we do not know the b;’s. But
we can simply try all possibilities:

* For each k-bit string (f?l, e, Bk) € {0, 1}k, pretend that these are
the correct labels, construct a corresponding predictor G, and run
the Version 1 inversion procedure to obtain a candidate vector £.

¢ Output the list of all candidates obtained.

157



158 THE GOLDREICH-LEVIN THEOREM

One of the 2k guesses for (131, e, Bk) is correct, and the correspond-
ing candidate £ equals the true x with high probability. Hence x
appears in the list.

The problem is that to get the Chebyshev bound we needed
k = ©(1/€?), so the list size 28 = 20(1/€%) js enormous (and the
running time is the same). We need to keep k small enough that 2F is
polynomial in 1/e.

12.6.3 Attempt 2: Using Pairwise Independence

The fix is to notice that in the claim above we only used pairwise
independence of the Z;’s (to bound Var(S)), not full independence.
This means it suffices that the underlying r;’s are pairwise indepen-
dent.

So instead of taking k independent samples, we will generate k
pairwise independent ones from a much smaller random seed.

Step 1: A Small Basis. Pick a small number k' = ©@(log(1/¢)) of
independent uniform vectors sy, ...,sp € {0,1}". For every subset

SC{1,...,k} define
rs = @ S]'.
jes
This gives k = 2X vectors rs. It can be checked that the family {rs}
is pairwise independent (and each rg is uniform). Thus the k cor-
responding indicators Zs(r) in the Chebyshev argument are pair-

wise independent, and the same concentration bound applies with
k=2K =0(1/62).

Step 2: Guessing Only the Basis Labels. Instead of guessing all bg =
(x,rg) independently, we only guess the labels on the basis vectors:

bj=<x,sj), jzl,...,k/.

There are now only 2€ = poly(1/¢) possibilities. For any particular
guess (191, cer, Bk/), we can compute for every subset S

bs = P bj,

jes

which is our guess for (x,rg) (by linearity of the inner product). If
the basis labels are guessed correctly, then all ?15 are correct, and we
are exactly in the setting of Attempt 1 with the rg’s and their true
labels.

We now repeat the same construction:

e For each guess of the k' basis labels, construct the boosted predic-
tor G using the pairwise independent family {rs}.



¢ Use the Version 1 inversion procedure on G to obtain a candidate

X.

The number of guesses is 28 = poly(1/¢), and by the Cheby-
shev argument the boosted predictor is correct with probability at
least 31/32 when the basis labels are correct. Hence with proba-
bility at least 2/3 we obtain a list of size poly(1/¢) that contains x.
This proves the list-decoding lemma and completes the proof of the
Goldreich-Levin theorem.

12.7 Summary

¢ Pseudorandom Generators (PRGs): Convert short random seeds

into long strings that look random to any algorithm in a restricted

class (e.g. polynomial-time algorithms). If we had PRGs with
logarithmic seed length for all polytime algorithms, we would
have BPP = P.

¢ Pairwise Independence: We can explicitly construct pairwise
independent distributions over {0,1}" using finite fields and a
2log n-bit seed. If the analysis of a randomized algorithm only

uses pairwise independence, we can derandomize it by enumerat-

ing all seeds.

* Method of Conditional Expectations: Starting from a randomized
algorithm with a good expected value, we can deterministically fix
the random choices one by one by always choosing the value that

keeps the conditional expectation high, obtaining a deterministic
algorithm with performance at least as good as the expectation.

¢ Randomness from Hardness: Assuming one-way permutations
(or more generally one-way functions) exist, we can construct

hard-core bits and then PRGs whose outputs are indistinguishable

from random by any efficient adversary.

* Goldreich-Levin Theorem: The inner product (x,r) modulo 2 is a

hard-core bit for any one-way permutation f: if an algorithm can
predict it from (f(x), ) with advantage €, then we can invert f

with probability poly(e). The proof combines boosting, list decod-

ing, and pairwise independence.

DERANDOMIZATION
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