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Abstract

In 1980, Pease, Shostak, and Lamport demonstrated that in a
synchronous model with up to t arbitrary faults, consensus
is achievable if, and only if, n > 3¢, when no pre-existing
cryptographic setup (such as an unforgeable public key in-
frastructure) is available [6, 7]. In 1982, Fischer, Lynch, and
Paterson established that no deterministic distributed algo-
rithm can solve consensus in an asynchronous system that
tolerates even a single crash failure [4, 5]. In 1983, Ben-Or de-
veloped a randomized protocol to bypass the FLP impossibility
result, enabling consensus (with probability 1) in asynchro-
nous environments [1]. This document provides a modular,
simplified version of Ben-Or’s algorithm, with a resiliency
threshold of n/7 instead of the original n/5 (or the improved
n/3 resiliency introduced by Bracha in 1984 [2, 3]). The pre-
sentation here focuses on the study of a convenient primitive,
graded consensus (also known as adopt-commit), a mechanism
used in many consensus protocols.

1 Problem’s overview

The problem of Byzantine consensus addresses how to reach
agreement among distributed nodes in the presence of faults,
some of which may be arbitrary or even malicious (Byzan-
tine faults). Achieving consensus is particularly challenging in
asynchronous systems, where messages have arbitrary delays,
and the FLP impossibility theorem proves that no deterministic
solution can achieve consensus in such an environment if even
a single crash failure can occur. To overcome this, Ben-Or’s
protocol incorporates randomness, aiming to ensure consen-
sus with probability 1 even when facing Byzantine faults. Of
course, the set of infinite executions that never terminate is
still non-empty, but its measure of probability will be 0 for the
Ben-Or’s algorithm. The revised version discussed in the doc-
ument introduces graded consensus as a fundamental building
block, which simplifies certain steps and offers modularity to
the protocol’s design.

Module 1 Byzantine Consensus: Specification

Events:

request propose (v € Value): a process proposes a value v.

indication decide(v’ € Value): a process decides on a value v’.
Properties:

Termination: Every correct process eventually decides on a value.

Agreement: No two correct processes decide different values.

Validity: If no correct process proposes a value different from v, then
only v can be decided. In the binary case, it implies that a decided value has
been proposed by a correct process.
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2 Graded Consensus

In this section, we present our first key module: the graded
consensus (see Module 2). Here, nodes return a value v with an
associated grade g, which reflects the confidence in this deci-
sion. If g = gpmin, nodes lack confidence, allowing for possible
disagreements. If g = gmax, nodes have increasing confidence
that they are making the correct decision. The specification of
the graded consensus will ensure that nodes have a structured
way to progress towards consensus even with disagreements
on specific values.

Module 2 Graded Consensus with refinement parameter R €
N>0: Specification

Parameters:
integer R: the refinement parameter

Events:

request propose (v € Value): a process proposes a value .

indication decide(v” € Value, g’ € {0, 1, ..., R—1}):aprocess decides
a value o’ with grade g’.
Properties:

Termination: Every correct process eventually decides on a pair (v, g),
where v € Valueand g € {0,1,...,R — 1}.

Strong Unanimity: If no process proposes a value different from o, then
only (o, R — 1) can be decided.

Consistency: If two correct processes decide on (v;,9;) and (v;,9;),
then either (a) g; = g; = 0, or (b) v; = vj and |g; — g;| < 1.
Notes:

if R = 2, the problem is called graded consensus

if R = 3, the problem is called extended graded consensus

Algorithm 1 Asynchronous Binary Graded Consensus with
refinement R = 2, and t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):

2 broadcast (PROPOSAL, v; )

3: upon (PROPOSAL, -) is received from n — f processes:

4 if 30" € Binary_Value, s.t. at least n — 2t PROPOSAL messages
contain value v”:

5: trigger decide(v”’, 1)
6: else:
7: trigger decide (0", 0), where v* denotes the value with the high-

est frequency among the PROPOSAL messages. > #(0*) > (n—-1)/2

LEmMma 2.1. Algorithm 1 implements graded consensus with
the refinement parameter R = 2 and n/7-resiliency.

Proor.

e Termination: Every correct process eventually trig-
gers a proposal. Thus, every correct process eventually
broadcasts a PROPOSAL message and receives (n — t)
PROPOSAL messages, before triggering a decision.
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e Unanimity Property: Suppose all correct processes
propose the same value v. Then, each correct process
broadcasts a PROPOSAL message with value v. Conse-
quently, each process eventually receives (n — t) PrRO-
POSAL messages, including at least (n — 2t) with value
v and at most ¢ with value 1 — 0. Given that n > 3¢, we
have (n — 2t) > t, and consequently decides on (v, 1).
Consistency: Assume a correct process p; decides
(w, 1) (otherwise, consistency is immediate). Process p;
must have received PROPOSAL messages with value w
from a set Q; of |Q;| = n — 2t distinct processes. Let an-
other correct process, p;, decide on some value (w, ).
We aim to show that w’ = w.

Process p;’s decision was based on receiving PROPOSAL
messages from a set Q; with |Q;| = n — t processes.
The overlap between Q; and Q; is [Q; N Qj| = |Q;] +
|Qjl = 1QiUQj| 2 (n—2t) + (n—t) —n=n-3t,so0
|Qi N Q;j N Corrects| > n — 4t. Therefore, process p;
receives at least n — 4t PROPOSAL messages with value
w, which ensures that w' = wifn—4t > (n—1)/2, ie,
ifn>7t.

]

3 Extended Graded Consensus

In this section, we show how to implement the extended
graded consensus, where the refinement parameter is 3, on
top of two instances of the problem with a refinement equal
to 2.

Algorithm 2 Binary Graded Consensus (BGC) with refine-
ment R = 3 on top of BGC with refinement R = 2

1: Uses:
2: Binary Graded Consensus, instances GC, GC, > 2 instances of the
Binary Graded Consensus protocol with Refinement R’ = 2

3: Local Variables:
4: Integer g; < 0 > Grade
5: upon propose(v; € Value):
6: invoke GC;.propose(v;)
7: upon GC;.decide(v},g}): > Received decision from the 1st graded
consensus instance
gi — gi+9; > Update the grade (confidence)
invoke GC,.propose (v} )
10: upon GC;.decide(v?, g%):
11: gi — gi+g° > Update the grade (confidence)
12: trigger decide(v?,g;) > Decide the final value and grade

LEmMmaA 3.1. Algorithm 2 implements (extended) graded con-
sensus with the refinement parameter R = 3.

Proor.

e Termination follows directly from the termination of
Q Cl and QCZ

e Unanimity property follows directly from the unanim-
ity property of GC; and GC».

o To prove consistency, let j be the first instance of graded
consensus where some process outputs (-, 1) from GC;.
If no such j exists, the result is immediate.
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- Case 1: j = 1. By GCy’s consistency, each correct
process outputs (w, -) from GC; for some value w,
and thus proposes w to GC;. Therefore, due to the
unanimity property of graded consensus GCs, ev-
ery correct process returns (w, 1) from GC;. Hence,
consistency follows directly from the consistency of
gCl.

— Case 2: j = 2. By assumption, each correct process
outputs (-, 0) from GC;. Therefore, due to the con-
sistency property of graded consensus GC», if two
correct processes p; and p; decide on (v;,9;) and
(vj,9j), respectively, then |g; — gj| < 1. Moreover, if
gi # 0,0; = vj. This implies consistency.

]

4 Common Coin

The Common Coin is a random mechanism that helps nodes
break symmetry in situations where deterministic agreement
is impossible. At each step, nodes flip a metaphorical "coin"
that outputs a random bit, ensuring that:

With non-zero probability, all nodes receive the same out-
come. The output remains unpredictable until triggered by
correct nodes, preventing adversarial interference.

This component is essential in the asynchronous setting,
where delays and Byzantine behavior could otherwise stall the
protocol indefinitely. The randomness from the coin allows the
system to eventually align on a common value, sidestepping
the FLP impossibility.

Module 3 Common Coin: Specification

Parameters:
Real™? p: the probability of success

Events:
request flip(): a process call the primitive
indication yield(v” € Binary_Value): a process returns a random bit.

Properties:

Termination: Every correct process eventually returns a bit.

Unpredictability: As long as no correct process has called the primitive,
the adversary cannot predict the output of some process with a probability
greater than 1/2.

Agreement: With probability p, no process outputs a value different
from 0 (resp. 1). The probability is taken as the worst-case probability over
all adversarial strategies.

It is easy to that Algorithm 3 implements a common coin
(see Module 3) with probability 1/2" of success.

Algorithm 3 Common Coin

1: upon flip():

2 b (o)
3: trigger yield(b)

> Choose either 0 or 1 with probability 1/2

5 Consensus

The revised protocol iteratively alternates between:
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e Extended Graded Consensus: Each iteration helps nodes
refine their estimates and gain confidence in a particular
value.

e Common Coin Flip: Used when nodes have minimal
confidence, it helps all nodes potentially adopt the same
random value, further facilitating alignment.

This sequence allows nodes to decide confidently on a value
when grades are high enough. If at least one node decides a
value with maximum confidence in a particular round, all
nodes will converge on this value in the following round.

Algorithm 4 Consensus Protocol with Extended Graded Con-
sensus

1: Uses:

2: Binary "Extended" Graded Consensus, instances EGC{, EGCy, ...
> oo instances of the Binary Graded Consensus with Refinement R = 3

3: Common Coin, instances CC1, CCa, ... > oo instances of the
Common Coin object with probability p of success

4: Constants:

5: Integer gmin < 0
6: Integer gmax < 2
7: Local Variables:

8

Binary_Value est; < 0 > Estimate Value

9: Integer g; < gmin > Grade (Confidence) in {0, 1,2}
10: Integer attempt < 0
11: Integer halt « oo
12: Boolean decided « false
13: upon propose(v; € Value):
14: est; «— v;:
15: while halt > attempt:
16: //safety guard
17: (esti, gi) < EGCaempr-propose(est;) > Execute instance of
extended graded consensus
18: if gi == gmax A decided == false:
19: trigger decide(est;) > Decide
20: decided «— true
21: halt «— attempt+1 > Halt after the next attempt after
having helped the remaining processes to decide
22: //try to converge
23: bi — CCattempt-flip() > Execute instance of common coin
24 if gi == gmin:
25: est; < b;
26: attempt < attempt + 1

LEmMMA 5.1. If all correct processes begin attempt k with the
same estimate value v, they will all decide on v by attempt k and
halt by attempt k + 1.

ProoF. By the unanimity property of EGCy, all correct
processes return (v, gmax) from EGCy. The rest follows di-
rectly from the protocol. O

LEMMA 5.2. Ifa correct process decides on v in attempt k, then
all correct processes will decide on v by attempt k + 1.

PRrOOF. Let p; be the first correct process to decide, and
assume it decides on v at attempt k. This implies that p; re-
turned (v, gmax) from EGCy. By the consistency property of
EGCy, every correct process p;j returns (v,g; € {1,2}) from
EGCy, updating its estimate est; to v. Thus, g;j > gmin, so all
correct processes ignore the output of CCy and retain est; = v.
Consequently, all correct processes begin attempt k + 1 with
estimate value v. Lemma 5.1 then completes the proof. O

THEOREM 5.3. Algorithm 4 implements binary Byzantine
consensus (Mdule 1) with probability 1 and has the same re-
siliency as the underlying graded consensus object.

Proor. Validity follows from Lemma 5.1, and Agreement
follows from Lemma 5.2. We now prove Termination. Let p;
be the first correct process calling CCy for some attempt k.
Let (b, g;) the pair returned by p; from EGCj. With non-zero
probability p, all correct processes return b from CCy. We
consider two cases depending on the grades obtained by cor-
rect processes from EGCy. In both cases, all correct processes
start the next attempt with the same estimate value, allowing
us to apply Lemma 5.1.

- Case dpj € Correct,gj > gmin: By EGCy’s consistency,
(a) all processes return (b, -) from EGCy, so they will all have
the same estimate value at attempt k + 1, either by adopting
CCy’s output or by retaining the value from EGCy.

- Case Vp; € Correct,gj = gmin: All processes adopt the
value provided by the common coin, which is identical across
processes.

Hence, the probability of not deciding by iteration k is
bounded by (1 - p)k. This means that termination is ensured
with probability 1. O

6 Conclusion

We have presented a revisited version of the famous Ben-or’s
protocol, solving asynchronous Byzantine Consensus.
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