
Consensus = stay safe + 
try, and retry again

Distributed Algorithms
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Byzantine Agreement (a.k.a. Consensus) 

History
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1978

Leslie Lamport.Turing Award 2013
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I have long felt that, because it was posed as a cute problem about
philosophers seated around a table, Dijkstra's dining philosopher's
problem received much more attention than it deserves. (For example,
it has probably received more attention in the theory community than
the readers/writers problem, which illustrates the same principles and
has much more practical importance.) I believed that the problem
introduced in [Reaching Agreement in the Presence of Faults] was very
important and deserved the attention of computer scientists. The
popularity of the dining philosophers problem taught me that the best
way to attract attention to a problem is to present it in terms of a story.

https://lamport.azurewebsites.net/pubs/pubs.html

Leslie Lamport.Turing Award 2013
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1982



Consensus

Problem definition
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System

𝒏 processes

𝑃1

𝑃2

𝑃3

𝑃4

𝑃5

𝑃6

𝑃7

𝑃8

Static set of n publicly
known identities

Message passing 
through reliable
point-to-point 
channels
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System

up to 𝒕 Byzantine
𝒏 processes

𝑃1

𝑃2

𝑃3

𝑃4

𝑃5

𝑃6

𝑃7

𝑃8

Static set of n publicly
known identities

Message passing 
through reliable 
authenticated point-
to-point channels



Asynchronous Model (Informal)
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● No shared global clock: no shared notion of time

● Arbitrary (but finite) message delays

● Model is purely event-driven: reception → sending



Interface of Consensus

Propose
Operation

13

Decide
Callback



Propose
Operation
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Decide
Callback

x!

Interface of Consensus



Propose
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Decide
Callback

x! y!

Interface of Consensus



Properties of Consensus

TerminationAgreement +
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17All correct processes eventually decide the same value.

TerminationAgreement +
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18All correct processes eventually decide the same value.

TerminationAgreement +
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𝑃1
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𝑃3

𝑃4
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The problem is trivial!



19All correct processes eventually decide the same admissible value.

0!0!
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𝑃1

𝑃2

𝑃3

𝑃4

𝑃5

𝑃6

𝑃7

𝑃8

TerminationAgreement + + Validity



20All correct processes eventually decide the same admissible value.

𝑃1
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𝑃5

𝑃6

𝑃7

𝑃8

TerminationAgreement + + Validity
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21All correct processes eventually decide the same admissible value.

1!1!

1!

1!

1!

𝑃1

𝑃2

𝑃3

𝑃4

𝑃5
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TerminationAgreement + + Validity



22All correct processes eventually decide the same admissible value.
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1!

1!

1!

1!

1!



Traditional Validity Properties

23

● Strong Unanimity Validity: If all correct processes propose 
the same value, only that value is admissible.

● Weak Validity: If all processes are correct and they all 
propose the same value, only that value is admissible.

● Honest-Input Validity: Only values proposed by correct 
processes are admissible.

…



Traditional Validity Properties

24

Strong Unanimity Validity: If all correct processes propose 
the same value, only that value is admissible.

● Weak Validity: If all processes are correct and they all 
propose the same value, only that value is admissible.

● Honest-Input Validity: Only values proposed by correct 
processes are admissible.

…



Traditional Validity Properties

25

Strong Unanimity Validity: If all correct processes propose 
the same value, only that value is admissible.

Used as a building block for ``stronger’’ (though
``computationally equivalent’’) primitives:

Vector Consensus, Total-Order Broadcast (a.k.a., Atomic 
Broadcast), State-Machine-Replication, ``Blockchain’’, …



Graded Consensus
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« Stay safe »



Graded Consensus

27

Specification



Interface of graded consensus

Propose
Operation

28

Decide
Callback
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Decide
Callback

x!

Interface of graded consensus
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Operation
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Decide
Callback

x! (y,g)!

Interface of graded consensus



Propose
Operation
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Decide
Callback

x! (y,g)!

Interface of graded consensus

Grade = 

‘confidence’

𝑔𝑚𝑖𝑛, … , 𝑔𝑚𝑎𝑥
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Decide
Callback

(y,g)!

Interface of graded consensus

Grade = 

‘confidence’

𝑔𝑚𝑖𝑛, … , 𝑔𝑚𝑎𝑥



Properties of Graded Consensus

33

● Termination: All correct processes decide.



Properties of Graded Consensus

34

● Termination: All correct processes decide.

● Unanimity: If only v is proposed, then only …



Properties of Graded Consensus

35

● Termination: All correct processes decide.

● Unanimity: If only v is proposed, then only (v, 𝑔𝑚𝑎𝑥) can be decided.
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𝐺𝐶𝑅=3

Unanimity
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𝐺𝐶𝑅=3

Unanimity



Properties of Graded Consensus

38

● Termination: All correct processes decide.

● Unanimity: If only v is proposed, then only (v, 𝑔𝑚𝑎𝑥) can be decided.

● Consistency (Agreement): Assume two correct processes decide (v, g) 

and (v’, g’). We have …



Properties of Graded Consensus

39

● Termination: All correct processes decide.

● Unanimity: If only v is proposed, then only (v, 𝑔𝑚𝑎𝑥) can be decided.

● Consistency (Agreement): Assume two correct processes decide (v, g) 

and (v’, g’). We have either (i) g=g’=0 or (ii) ...



Properties of Graded Consensus

40

● Termination: All correct processes decide.

● Unanimity: If only v is proposed, then only (v, 𝑔𝑚𝑎𝑥) can be decided.

● Consistency (Agreement): Assume two correct processes decide (v, g) 

and (v’, g’). We have either (i) g=g’=0 or (ii) |g-g’|≤1, and v=v’.
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𝐺𝐶𝑅=3
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𝐺𝐶𝑅=3

Consistency
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𝐺𝐶𝑅=3

Consistency
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𝐺𝐶𝑅=3

Consistency
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𝐺𝐶𝑅=3

Consistency



Graded Consensus
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Asynchronous implementation with t<n/7 Byzantine failures



47

𝐵𝐺𝐶𝑅=2
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𝒘, 𝟏 !
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𝒘, 𝟏 !
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𝒘, 𝟏 !

𝒘′,∗ !
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𝒘, 𝟏 !

𝒘′,∗ !
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𝒘, 𝟏 !

𝒘′,∗ !
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𝐵𝐺𝐶𝑅=2⊑𝐴𝑙𝑔1
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𝑛 > 3𝑡
2025

Ο 𝑛𝐿 + 𝑛2 log 𝑛



One more refinement
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𝐺𝐶𝑅=3
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1
𝒘!
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𝒗∗
𝟏 = 𝒘, 𝟏 !

1

1
𝒘!
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𝒗∗
𝟏 = 𝒘, 𝟏 !

𝒘!

1

2

1
𝒘!
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𝒗∗
𝟏 = 𝒘, 𝟏 !

𝒘!

𝒗∗
𝟐 = 𝒘, 𝟏 !

1

2

1

2

𝒘!
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𝒗𝒊
𝟏 = 𝒘, 𝟏 !

1
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𝒗𝒊
𝟏 = 𝒘, 𝟏 ! 𝒗𝒋

𝟏 = 𝒘,∗ !
1 1
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𝒗𝒊
𝟏 = 𝒘, 𝟏 ! 𝒗𝒋

𝟏 = 𝒘,∗ !

𝒘!

1

2

1
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𝒗𝒊
𝟏 = 𝒘, 𝟏 ! 𝒗𝒋

𝟏 = 𝒘,∗ !

𝒘!

𝒗∗
𝟐 = 𝒘, 𝟏 !

1

2

1

2
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𝒗𝒊
𝟏 = 𝒘, 𝟏 ! 𝒗𝒋

𝟏 = 𝒘,∗ !

𝒘!

𝒗∗
𝟐 = 𝒘, 𝟏 !

1

2

1

2
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∗, 𝟎 !
1
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∗, 𝟎 !
1

(∗,∗)!
2
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∗, 𝟎 !

(∗,∗)!

1

2
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𝐴𝑙𝑔2 𝐺𝐶𝑅=2= ⊑ 𝐺𝐶𝑅=3𝐺𝐶𝑅=2⊳
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𝐴𝑙𝑔2 𝐺𝐶𝑅=2= ⊑ 𝐺𝐶𝑅=3𝐺𝐶𝑅=2⊳

𝐴𝑙𝑔2 ⊑ 𝐺𝐶𝑅=3



Consensus
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𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝐺𝐶𝑅=3 ⟶ ⟶… …𝑇𝑟𝑦 𝑇𝑟𝑦
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Extended
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𝐺𝐶𝑅=3
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𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝐺𝐶𝑅=3 ⟶ ⟶… …𝑇𝑟𝑦 𝑇𝑟𝑦 Try
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𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝐺𝐶𝑅=3 ⟶ ⟶… …𝑇𝑟𝑦 𝑇𝑟𝑦 Try
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Graded-Consensus

:

... ... Try
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:

 Try
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... ... Try
Extended

Graded-Consensus
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𝑇𝑟𝑦
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𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝐺𝐶𝑅=3 ⟶ ⟶… … Try
Extended

Graded-Consensus

:

... ... Try
Extended

Graded-Consensus

:

 Try
Extended

Graded-Consensus

:

... ... Try
Extended

Graded-Consensus
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Common Coin
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Flip
Operation
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Yield
Callback

Interface of the common coin



Flip
Operation
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Yield
Callback

Interface of the common coin

∅



Flip
Operation

96

Yield
Callback

Interface of the common coin

v!∅



Properties of the Common Coin
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● Termination: All correct processes eventually yield a binary value.

● Agreement: All correct processes agree on 0 (or 1) with probability >0.

● Unpredictability: As long as no correct process has triggered ‘flip’, the 

adversary cannot predict the output with probability greater than 1/2.



A naive implementation of the Common Coin

98



A naive implementation of the Common Coin
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𝐴𝑙𝑔3 ⊑ 𝐶𝐶



Consensus = Stay safe + Try 
(and try again)
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𝒘!
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𝒘!

(𝒘, 𝟐)!
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𝒘!

(𝒘, 𝟐)!
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≥

𝒗!



108

≥

𝒗, 𝟐 !
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≥

𝒗, 𝟐 ! 𝒗, 𝒈 > 𝟎 !
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≥

𝒗, 𝟐 ! 𝒗, 𝒈 > 𝟎 !
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≥≥

𝒗, 𝟐 ! 𝒗, 𝒈 > 𝟎 !
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𝒗, 𝟐 ! 𝒗, 𝒈 > 𝟎 !
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≥ 𝒃, 𝒈𝒊 !
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≥ 𝒃, 𝒈𝒊 !
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≥ 𝒃, 𝒈𝒊 !
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≥ 𝒃, 𝒈𝒊 !
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≥ 𝒃, 𝒈𝒊 !

𝒃, 𝒈𝒋 > 𝒈𝒎𝒊𝒏 !
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≥ 𝒃, 𝒈𝒊 !

𝒃, 𝒈𝒋 > 𝒈𝒎𝒊𝒏 !
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≥ 𝒃, 𝒈𝒊 !

𝒃, 𝒈𝒋 > 𝒈𝒎𝒊𝒏 !

𝒃,∗ !



129

≥ 𝒃, 𝒈𝒊 !

𝒃, 𝒈𝒋 > 𝒈𝒎𝒊𝒏 !

𝒃,∗ !



130

≥ 𝒃, 𝒈𝒊 !

𝒃, 𝒈𝒋 > 𝒈𝒎𝒊𝒏 !

𝒃,∗ !
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≥ 𝒃, 𝒈𝒊 !

∗, 𝟎 !
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≥ 𝒃, 𝒈𝒊 !

∗, 𝒈𝒎𝒊𝒏 !
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𝐶𝐶𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝐶𝐶𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔4 ⊑ 𝐵𝐴=
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𝐶𝐶𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝐶𝐶𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔4 ⊑ 𝐵𝐴=

𝐺𝐶𝑅=2 ⊑ 𝐺𝐶𝑅=3𝐺𝐶𝑅=2⊳

≥



Positive Result 1: There exists a 
randomized asynchronous protocol
that solves consensus, while
tolerating arbitrary (Byzantine) failures
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A general perspective
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards

Convergence under good circumstances
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards

Convergence under good circumstances

Luckyness via a common coin



141

𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards

Convergence under good circumstances

Eventual Synchrony + Synchronization

Luckyness via a common coin
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards

Convergence under good circumstances

Unreliable Failure Detectors

Luckyness via a common coin

Eventual Synchrony + Synchronization
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards

Convergence under good circumstances

Unreliable Failure Detectors

Luckyness via a common coin

Fair scheduling / Noisy Environement

Eventual Synchrony + Synchronization
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𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶ ⟶ 𝑇𝑟𝑦𝐺𝐶𝑅=3 ⟶ ⟶… …𝐴𝑙𝑔′ ⊑ 𝐵𝐴=

Safety Guards

Convergence under good circumstances

Synchrony + round-robin rotating leader

Unreliable Failure Detectors

Luckyness via a common coin

Fair scheduling / Noisy Environment

Eventual Synchrony + Synchronization
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Consensus

Solvability
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Asynchronous Model

147

No notion of time
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1982
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1983
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𝐴𝐶𝑆

● Vector Validity: A decision is a vector which contains at 
least  𝑛 − 𝑡 process-proposal pairs, such that, if (p, v) 
belongs to the vector, and p is correct, the p proposed v. 

Vector Consensus (a.k.a. Agreement on a Core 
Set, a.k.a. Asynchronous Common Subset)



Vector Consensus (a.k.a. Agreement on a Core 
Set, a.k.a. Asynchronous Common Subset)

152

𝐴𝐶𝑆

𝑅𝐵𝐶1 𝑅𝐵𝐶𝑖 𝑅𝐵𝐶𝑗 𝑅𝐵𝐶𝑛

𝐵𝑈𝐵𝐴𝑗

… … …

…… …

𝐵𝑈𝐵𝐴: 𝐵𝑖𝑛𝑎𝑟𝑦 𝐵𝑦𝑧𝑎𝑛𝑡𝑖𝑛𝑒 𝐴𝑔𝑟𝑒𝑒𝑚𝑒𝑛𝑡 𝑤𝑖𝑡ℎ 𝑆𝑡𝑟𝑜𝑛𝑔 𝑈𝑛𝑎𝑛𝑖𝑚𝑖𝑡𝑦 𝑉𝑎𝑙𝑖𝑑𝑖𝑡𝑦 𝑝𝑟𝑜𝑝𝑒𝑟𝑡𝑦

𝑅𝐵𝐶: 𝐵𝑖𝑛𝑎𝑟𝑦 𝑅𝑒𝑙𝑖𝑎𝑏𝑙𝑒 𝐵𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡



Vector Consensus
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𝐴𝐶𝑆

𝑅𝐵𝐶1 𝑅𝐵𝐶𝑖 𝑅𝐵𝐶𝑗 𝑅𝐵𝐶𝑛

𝐵𝑈𝐵𝐴𝑗

… … …

…… …

𝑛 > 3𝑡
partition (Bracha-Toueg’83)



Vector Consensus
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𝐴𝐶𝑆

𝑅𝐵𝐶1 𝑅𝐵𝐶𝑖 𝑅𝐵𝐶𝑗 𝑅𝐵𝐶𝑛

𝐵𝑈𝐵𝐴𝑗

… … …

…… …

𝑛 > 3𝑡

FLP’82



Reliable Broadcast
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Reliable Broadcast

156

Specification



Interface of reliable broadcast

Rb.broadcast
Operation

157

Rb.deliver
Callback



Interface of reliable broadcast

Rb.broadcast
Operation

158

Rb.deliver
Callback

x!



Interface of reliable broadcast

Rb.broadcast
Operation

159

Rb.deliver
Callback

x! y!



Properties of Reliable Broadcast

160

● Justification: If p delivers m and s is correct, then broadcasted m

● Agreement: If p delivers m and q delivers, then m = m’.

● Obligation: If s is correct and broadcast m, then p eventually delivers m

● Totality: If p delivers m, then  q eventually delivers m’.

Let s be the source (possibly faulty). Let (p, q) be any pair of correct processes.



Reliable Broadcast

161

Asynchronous implementation with t<n/5 Byzantine failures



Implementation of Reliable Broadcast
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Implementation of Reliable Broadcast
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Implementation of Reliable Broadcast
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