Consensus = stay safe +
try, and retry again

Distributed Algorithms
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Byzantine Agreement (a.k.a. Consensus)

History
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| have long felt that, because it was posed as a cute problem about
philosophers seated around a table, Dijkstra's dining philosopher's
problem received much more attention than it deserves. (For example,
it has probably received more attention in the theory community than
the readers/writers problem, which illustrates the same principles and
has much more practical importance.) | believed that the problem
introduced in [Reaching Agreement in the Presence of Faults] was very
important and deserved the attention of computer scientists. The
popularity of the dining philosophers problem taught me that the best
way to attract attention to a problem is to present it in terms of a story.

https://lamport.azurewebsites.net/pubs/pu bs.htrry
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1982

The Byzantine Generals pProblem

LESLIE LAMPORT, ROBERT gHOST AK, and MARSH ALL PEASE
SR |nternationa‘

Reliable computer gystems must handle malfunctioning components t
to different parts of the system- This situation can be expressed abstractly in terms of a group of
generals of the Byzantine army camped with their troops around an enemy City- Communicatmg only
by messenger, the generals must agree upon 8 common pattle plan- However, 00€ or more of them

two loyal generals. With unforgeable written messages the problem is solvable for any pumber of
generals and possible traitors. Apphcations of the solutions 10 reliable computer gysterns are then
discussed.

Categories and Subject Descriptors: c.2.4. [CompP t.er-Comm“nicatxon Networksl: Dist:ributed
Systems—-network operating systems; D44 [Operat:ing Systems]: Communications Management—-—

network commumcation; DAS [Operat’mg Systems]: Reliability—-fault tolerance
General Terms. Algorithms, Reliability
Additional Key Words and Phrases: Interactive consistency




Consensus

Problem definition



System
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Static set of n publicly
known identities
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Message passing
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System

Static set of n publicly
known identities

Message passing
through reliable
authenticated point-

@ n processes g to-point channels

7 up to t Byzantine *




Asynchronous Model (Informal)

. No shared global clock: no shared notion of time

. Arbitrary (but finite) message delays

. Modelis purely event-driven: reception — sending
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Interface of Consensus

Propose Decide

& KN
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Interface of Consensus

Propose Decide
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Interface of Consensus

Propose Decide
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Properties of Consensus

Agreement + Termination
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Agreement + Termination

All correct processes eventually decide the same value.
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Agreement + Termination

All correct processes eventually decide the same value.
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Agreement + Termination + Validity

All correct processes eventually decide the same admissible value.
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Agreement + Termination + Validity

All correct processes eventually decide the same admissible value.
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Agreement + Termination + Validity

All correct processes eventually decide the same admissible value.
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Agreement + Termination + Validity

All correct processes eventually decide the same admissible value.
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Traditional Validity Properties

. Strong Unanimity Validity: If all correct processes propose
the same value, only that value is admissible.

. Weak Validity: If all processes are correct and they all
propose the same value, only that value is admissible.

. Honest-Input Validity: Only values proposed by correct
processes are admissible.
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Traditional Validity Properties

Strong Unanimity Validity: If all correct processes propose

the same value, only that value is admissible.

. Weak Validity: If all processes are correct and they all
propose the same value, only that value is admissible.

. Honest-Input Validity: Only values proposed by correct
processes are admissible.
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Traditional Validity Properties

« Strong Unanimity Validity: If all correct processes propose

the same value, only that value is admissible.

Used as a building block for ““stronger” (though
““computationally equivalent”) primitives:

Vector Consensus, Total-Order Broadcast (a.k.a., Atomic
Broadcast), State-Machine-Replication, ““Blockchain’, ...
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Graded Consensus

« Stay safe »
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Graded Consensus

Specification
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Interface of graded consensus

Propose Decide

& KN
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Interface of graded consensus
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Interface of graded consensus
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Interface of graded consensus
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Interface of graded consensus
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Properties of Graded Consensus

Termination: All correct processes decide.
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Properties of Graded Consensus

Termination: All correct processes decide.

Unanimity: If only v is proposed, then only ...

34



Properties of Graded Consensus

Termination: All correct processes decide.

Unanimity: If only v is proposed, then only (v, g.,,4,) €an be decided.
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Unanimity
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Properties of Graded Consensus

Termination: All correct processes decide.

Unanimity: If only v is proposed, then only (v, g.,,4,) €an be decided.
Consistency (Agreement): Assume two correct processes decide (v, g)

and (V', g'). We have ...
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Properties of Graded Consensus

Termination: All correct processes decide.

Unanimity: If only v is proposed, then only (v, g.,,4,) €an be decided.
Consistency (Agreement): Assume two correct processes decide (v, g)

and (V', g'). We have either (i) g=g'=0 or (ii) ...
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Properties of Graded Consensus

Termination: All correct processes decide.

Unanimity: If only v is proposed, then only (v, g.,,4,) €an be decided.
Consistency (Agreement): Assume two correct processes decide (v, g)

and (V', g'). We have either (i) g=g’'=0 or (ii) |g-g'|<1, and v=V'.
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Graded Consensus

Asynchronous implementation with t<n/7 Byzantine failures
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):

2 broadcast (PROPOSAL, v; )

3: upon (PROPOSAL, -) is received from n — ¢ processes:

4: if 3v” € Binary_Value, s.t. at least n — 2t PROPOSAL messages contain value v"":

5 trigger decide(v”, 1)

6 else:

7 trigger decide(v", 0), where v™ denotes the value with the highest frequency among the ProPOSAL messages. >#(0") > (n—-1)/2

e D
BGCR=2
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):

2 broadcast (PROPOSAL, ©; )

3: upon (PROPOSAL, -) is received from n — t processes:

4: if 30" € Binary_Value, s.t. at least n — 2¢ PROPOSAL messages contain value v":

5 trigger decide(v”,1)

6 else:

7 trigger decide(v", 0), where v™ denotes the value with the highest frequency among the PrROPOSAL messages. >#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

48



Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and t < n/7: Pseudocode (for process p;)

sl Whgls W9 b

:| upon propose(v; € Binary_Value):
broadcast (PROPOSAL, v; )
upon (PROPOSAL, -) is received from n — t processes:
if 30" € Binary_Value, s.t. at least n — 2t PROPOSAL messages contain value v’:
trigger decide(v”,1)
else:
trigger decide(v", 0), where v* denotes the value with the highest frequency among the PROPOSAL messages. >#(v*) > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PRrOOF.

e Termination:|Every correct process eventually triggers a proposal.

Thus, every correct process eventually broadcasts a

PROPOSAL message and receives (n — t) PROPOSAL messages, before triggering a decision.
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and t < n/7: Pseudocode (for process p;)

upon propose(v; € Binary Value):
broadcast (PROPOSAL, zm

1:
2
3: upon (PROPOSAL, -) is received from n — t processes:

4: if 30" € Binary_Value, s.t. at least n — 2t PROPOSAL messages contain value v’:

5 trigger decide(v”,1)

6 else:

7 trigger decide(v", 0), where v* denotes the value with the highest frequency among the PROPOSAL messages. >#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PRrOOF.

e Termination: Every correct process eventually triggers a proposal.|Thus, every correct process eventually broadcasts a

PROPOSAL message|and receives (n — t) PROPOSAL messages, before triggering a decision.
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):
2: broadcast (PROPOSAL, v; )

3: lupon (PROPOSAL, -) is received from n — ¢ processes:|

4: if 30" € Binary_Value, s.t. at least n — 2¢ PROPOSAL messages contain value v":

5: trigger decide(v”,1)

6: else:

7: trigger decide(v", 0), where v* denotes the value with the highest frequency among the PROPOSAL messages. >#(v*) > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PRrOOF.

e Termination: Every correct process eventually triggers a proposal. Thus, every correct process eventually broadcasts a

PROPOSAL message and|receives (n — t) PROPOSAL messages] before triggering a decision.
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and t < n/7: Pseudocode (for process p;)

upon propose(v; € Binary_Value):
broadcast (PROPOSAL, v; )

1:
2
3: upon (PROPOSAL, -) is received from n — t processes:

4: if 30" € Binary Value, s.t. at least n — 2¢ PROPOSAL messages contain value v’
5

6

7

trigger decide(v”,1)

else:

trigger decide(v", 0),|where v* denotes the value with the highest frequency among the PROPOSAL messages. >#(v*) > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PRrOOF.

e Termination: Every correct process eventually triggers a proposal. Thus, every correct process eventually broadcasts a

PROPOSAL message and receives (n — t) PROPOSAL messages,[before triggering a decision.
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

NP

:| upon propose(v; € Binary_Value):
broadcast (PROPOSAL, ; )
upon (PROPOSAL, -) is received from n — t processes:
if 30" € Binary_Value, s.t. at least n — 2¢ PROPOSAL messages contain value o"":
trigger decide(2”,1)
else:
trigger decide(v", 0), where v™ denotes the value with the highest frequency among the PROPOSAL messages. >#(0*) > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Termination: Every correct process eventually triggers a proposal. Thus, every correct process eventually broadcasts a

PROPOSAL message and receives (n — t) PROPOSAL messages, before triggering a decision.

e Unanimity Property:|Suppose all correct processes propose the same value v.

PROPOSAL message with value v. Consequently, each process eventually receives

Then, each correct process broadcasts a

(n — t) PROPOSAL messages, including at

least (n — 2t) with value v and at most t with value 1 — v. Given that n > 3¢, we have (n — 2t) > t, and consequently decides

on (v,1).
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary Value):

2 broadcast (PROPOSAL, ©;)

3: upon (PROPOSAL, -) is received from n — ¢ processes:

4: if 30" € Binary_Value, s.t. at least n — 2t PROPOSAL messages contain value v":

5 trigger decide(2”,1)

6 else:

7 trigger decide(v", 0), where v™ denotes the value with the highest frequency among the PROPOSAL messages. >#(0*) > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Termination: Every correct process eventually triggers a proposal. Thus, every correct process eventually broadcasts a

PROPOSAL message and receives (n — t) PROPOSAL messages, before triggering a decision.

¢ Unanimity Property: Suppose all correct processes propose the same value v.{Then, each correct process broadcasts a

PROPOSAL message with value v.

Consequently, each process eventually receives (n — t) PROPOSAL messages, including at

least (n — 2t) with value v and at most t with value 1 — v. Given that n > 3¢, we have (n — 2t) > t, and consequently decides

on (v,1).
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):

2 broadcast (PROPOSAL, ©; )

3:[ upon (PROPOSAL, -) is received from n — ¢ processes: )

4: if 30" € Binary_Value, s.t. at least n — 2¢ PROPOSAL messages contain value v”’:|

5 trigger decide(2,1)

6 else:

7 trigger decide(v", 0), where v™ denotes the value with the highest frequency among the PROPOSAL messages. >#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Termination: Every correct process eventually triggers a proposal. Thus, every correct process eventually broadcasts a

PROPOSAL message and receives (n — t) PROPOSAL messages, before triggering a decision.

¢ Unanimity Property: Suppose all correct processes propose the same value v. Then, each correct process broadcasts a

PROPOSAL message with value v.|Consequently, each process eventually receives (n — t) PROPOSAL messages, including at

least (n — 2t) with value v and at most t with value 1 — v.

on (v,1).

Given that n > 3t, we have (n — 2t) > t, and consequently decides
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):

2 broadcast (PROPOSAL, ©; )

3: upon (PROPOSAL, -) is received from n — ¢ processes:

4: if 30" € Binary Value, s.t. at least n — 2¢ PROPOSAL messages contain value v”":

5 trigger decide(v”,1)

6 else:

7 trigger decide(v", 0), where v™ denotes the value with the highest frequency among the PROPOSAL messages. >#(0*) > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Termination: Every correct process eventually triggers a proposal. Thus, every correct process eventually broadcasts a

PROPOSAL message and receives (n — t) PROPOSAL messages, before triggering a decision.

¢ Unanimity Property: Suppose all correct processes propose the same value v. Then, each correct process broadcasts a

PROPOSAL message with value v. Consequently, each process eventually receives (n — t) PROPOSAL messages, including at

least (n — 2t) with value v and at most t with value 1 — v.
on (v,1).

Given that n > 3t, we have (n — 2t) > t, and consequently decides
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(o; € Binary_Value):

2 broadcast (PROPOSAL, ©; )

3: upon (PROPOSAL, -) is received from n — t processes: \

4: if Jv” € Binary Value, s.t. at least n — 2t PROPOSAL messages contain value v": @ \’ (w,1)!

5: trigger decide(v”,1) =\

6 else:

7 trigger decide(v", 0), where v* denotes the value with the highest frequency among the PrOPOSAL messages.

p#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Consistency:|Assume a correct process p; decides (w, 1) (otherwise, consistency is immediate).

Process p; must have

received PROPOSAL messages with value w from a set Q; of |Q;| = n — 2t distinct processes. Let another correct process, p;,

decide on some value (w’, -). We aim to show that w’ = w.

Process p;’s decision was based on receiving PROPOSAL messages from a set Q; with |Q;| = n — t processes. The overlap

between Q; and Q; is |Qi N Qj| = |Qi| +|Qj| = 1QiVQj| = (n—=2t) + (n—t) —n =n-3t,s0 |Qi N Qj N Corrects| > n — 4t.

Therefore, process pj receives at least n—4t PROPOSAL messages with value w, which ensures that w’ = wifn—4t > (n—t)/2,

ie. if n > 7t.
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

: upon propose(v; € Binary_Value):

broadcast (PROPOSAL, ©; )

1
2
3: upon {PROPOSAL, - ) is received from n — t processes:
4:
5
6
7

trigger decide(2', 1)
else:
trigger decide(v", 0), where v* denotes the value with the highest frequency among the PrOPOSAL messages. p#(0") > (n—-1)/2

Jov"” € Binary_Value, s.t. at least n — 2¢ PROPOSAL messages contain value v”’ @ \’\\(W; 1)!

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Consistency: Assume a correct process p; decides (w, 1) (otherwise, consistency is immediate).|Process p; must have

received PROPOSAL messages with value w from a set Q; of |Q;| = n — 2t distinct processes.|Let another correct process, p;,

decide on some value (w’, -). We aim to show that w’ = w.

Process p;’s decision was based on receiving PROPOSAL messages from a set Q; with |Q;| = n — t processes. The overlap

between Q; and Q; is |Qi N Qj| = |Qi| +|Qj| = 1QiVQj| = (n—=2t) + (n—t) —n =n-3t,s0 |Qi N Qj N Corrects| > n — 4t.

Therefore, process pj receives at least n—4t PROPOSAL messages with value w, which ensures that w’ = wifn—4t > (n—t)/2,

ie. if n > 7t.



Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

upon propose(v; € Binary_Value): Y
broadcast (PrOPOSAL, v; ) _ \’\(W %) !
: upon (PROPOSAL, -) is received from n — t processes: @ =\

1:

2

3

4: if 30" € Binary Value, s.t. at least n — 2¢ PROPOSAL messages contain value v”": @ \’\ (w, 1)!
S5: \

6

7

trigger decide(v”, 1) a—

else:

trigger decide(v", 0)| where v* denotes the value with the highest frequency among the PrOPOSAL messages. p#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Consistency: Assume a correct process p; decides (w, 1) (otherwise, consistency is immediate). Process p; must have

received PROPOSAL messages with value w from a set Q; of |Q;| = n — 2t distinct processes.|Let another correct process, p;,

decide on some value (w’, )| We aim to show that w’ = w.

Process p;’s decision was based on receiving PROPOSAL messages from a set Q; with |Q;| = n — t processes. The overlap
between Q; and Q; is |Qi N Qj| = |Qi| +|Qj| = 1QiVQj| = (n—=2t) + (n—t) —n =n-3t,s0 |Qi N Qj N Corrects| > n — 4t.
Therefore, process pj receives at least n—4t PROPOSAL messages with value w, which ensures that w’ = wifn—4t > (n—t)/2,

ie. if n > 7t.
59



Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(o; € Binary_Value): Y

2 broadcast (PrOPOSAL, v; ) _ \’\(W %) !

3: |upon (PROPOSAL, -) is received from n — ¢ processes: . \ @ =\

4: if Jo € Binary_value, s.t. at least 7 — 2f PROPOSAL messages contain value v": @ \’ (w,1)!

5: trigger decide(v”,1) _\

6 else:

7 trigger decide(v", 0), where v* denotes the value with the highest frequency among the PrOPOSAL messages. p#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Consistency: Assume a correct process p; decides (w, 1) (otherwise, consistency is immediate). Process p; must have

received PROPOSAL messages with value w from a set Q; of |Q;| = n — 2t distinct processes. Let another correct process, p;,

decide on some value (w’, -). We aim to show that w’ = w.

Process p;’s decision was based on receiving PROPOSAL messages from a set Q; with |Q;| = n — t processes.

between Q; and Q; is |Qi N Qj| = |Qi| +|Qj| = 1QiVQj| = (n—=2t) + (n—t) —n =n-3t,s0 |Qi N Qj N Corrects| > n — 4t.

The overlap

Therefore, process pj receives at least n—4t PROPOSAL messages with value w, which ensures that w’ = wifn—4t > (n—t)/2,

ie. if n > 7t.
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Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(o; € Binary_Value): ,

2 broadcast (PrOPOSAL, v; ) . \’\(W '*)!

3: upon (PROPOSAL, -) is received frosses: N @ p—

4: if 30" € Binary_Value, s.t. at least{n — 2¢JprROPOSAL messages contain value v”": @ \’ (W; 1) !

5: trigger decide(v”,1) =\

6 else:

7 trigger decide(v", 0), where v* denotes the value with the highest frequency among the PrOPOSAL messages. p#(0") > (n—-1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

PROOF.

e Consistency: Assume a correct process p; decides (w, 1) (otherwise, consistency is immediate). Process p; must have
received PROPOSAL messages with value w from a set Q; of |Q;| = n — 2t distinct processes. Let another correct process, p;,

decide on some value (w’, -). We aim to show that w’ = w.

Process p;’s decision was based on receiving PROPOSAL messages from a set Q; with |Q;| = n — t processes.(The overlap|
between Q; and Q; is |Qi N Qj| = |Qi| +|Qj| = 1QiVQj| = (n—=2t) + (n—t) —n =n-3t,s0 |Qi N Qj N Corrects| > n — 4t.

Therefore, process pj receives at least n—4t PROPOSAL messages with value w, which ensures that w’ = wifn—4t > (n—t)/2,

ie. if n > 7t.




Algorithm 1 Asynchronous Binary Graded Consensus with refinement R = 2, and ¢t < n/7: Pseudocode (for process p;)

1: upon propose(v; € Binary_Value):

2 broadcast (PROPOSAL, ©; )

3: upon (PROPOSAL, -) is received from n — ¢ processes:

4: if 30" € Binary_Value, s.t. at least n — 2t PROPOSAL messages contain value v":

5 trigger decide(v”, 1)

6 else:

7 trigger decide(v", 0), where v* denotes the value with the highest frequency among the PROPOSAL messages. >#(0") > (n—1)/2

LEMMA 2.1. Algorithm 1 implements graded consensus with the refinement parameter R = 2 and n/7-resiliency.

Alg, [ | BGCR=?
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One more refinement
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

upon propose(v; € Value):
invoke G C,.propose(v;)
upon GC,.decide(v}, g;):
gi < gi +g;
invoke GC,.propose(v; )
upon QCg.decide(Uf,gf}:

gi < gi +5’f
trigger decide(n?,gf)

Binary Graded Consensus, instances GC,, GC,

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance
> Update the grade (confidence)
> Decide the final value and grade
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
: Local Variables:
Integer g; « 0 > Grade
upon propose(v; € Value):
invoke GC,.propose(v;) > Propose input value to the 1st graded consensus instance
upon GC, .decide(n} : g% ): > Received decision from the 1st graded consensus instance
gi «— gi +9; > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
gi < gi + gf > Update the grade (confidence)
trigger decide (27, g;) > Decide the final value and grade

LEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = 3.
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

1: Uses:

2: Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

3: Local Variables:

4: Integer g; « 0 > Grade

5: upon propose(v; € Value):

6: invoke GC,.propose(v;) > Propose input value to the 1st graded consensus instance

7: upon GC, .decide(n} : g% ): > Received decision from the 1st graded consensus instance

8: gi «— gi +9; > Update the grade (confidence)

9: invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
10: upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
11: gi < gi + gf > Update the grade (confidence)
12: trigger decide (27, g;) > Decide the final value and grade

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = A
PRrooOF.
e Termination follows directly from the termination of GC; and GC5.
68
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

trigger decide(ﬂ'ﬁ, gi)

: Uses:
Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
: Local Variables:
Integer g; « 0 > Grade
upon propose(v; € Value):
invoke GC,.propose(v;) > Propose input value to the 1st graded consensus instance
upon GC, .decide(n} : g% ): > Received decision from the 1st graded consensus instance
gi «— gi +9; > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
gi < gi + gf > Update the grade (confidence)

> Decide the final value and grade

PROOE.

e Termination follows directly from the termination of GC; and GC,.

\_

ﬂEMMA 1.2. Algorithm 4 implements graded consensus with the refinement parameter R =h

e Unanimity property follows directly from the unanimity property of GC; and GC,.

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

trigger decide(ﬂ'ﬁ, gi)

: Uses:
Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
: Local Variables: . @
Integer g; « 0 ) éw! > Grade
upon propose(v; € Value): @V \
invoke GC,.propose(v;) > Propose input value to the 1st graded consensus instance
upon GC, .decide(n} : g% ): > Received decision from the 1st graded consensus instance
gi «— gi +9; > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
gi < gi + gf > Update the grade (confidence)

> Decide the final value and grade

PROOE.

e Termination follows directly from the termination of GC; and GC,.

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e Unanimity property follows directly from the unanimity property of GC; and GC,.

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC,

: Local Variables: . @
Integer g; < 0

la¥a)
Nt
e~~~
Nt

w!
upon propose(v; € Value): @ \é %G)’\ (v} =W, 1)!

invoke G C,.propose(v;)

-~ N\
upon GC,.decide(v}, g;): @ =\

trigger decide(ﬂ'ﬁ, gi)

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance

gi & gi + 9: > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
gi < gi + 9‘? > Update the grade (confidence)

> Decide the final value and grade

PROOE.

e Termination follows directly from the termination of GC; and GC,.

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e Unanimity property follows directly from the unanimity property of GC; and GC,.

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC,

: Local Variables: . @
Integer g; < 0

la¥a)
Nt
e~~~
Nt

w!
upon propose(v; € Value): @ \é %G)’\ (v} =W, 1)!

invoke G C,.propose(v;)

-~ N\
upon GC,.decide(v}, g;): @ =\
gi < gi +9,

invoke GC,.propose(v; ) ﬁ%@é w!
SN

upon QCg.decide(Uf,gf}:

gi — gi + 4
trigger decide(n?,gf)

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance

> Update the grade (confidence)

> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance

> Update the grade (confidence)
> Decide the final value and grade

PROOE.

e Termination follows directly from the termination of GC; and GC,.

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e Unanimity property follows directly from the unanimity property of GC; and GC,.

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC,

: Local Variables: . @
Integer g; < 0

la¥a)
Nt
e~~~
Nt

w!
upon propose(v; € Value): @ \é %G)’\ (v} =W, 1)!

invoke G C,.propose(v;)

-~ N\
upon GC,.decide(v}, g;): @ =\
gi < gi +9, = @

invoke GC,.propose(v;)
upon GC,.decide(v?, %) @

gi < gi +9*

trigger decide(ﬂ'ﬁ,g;) @ =\

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance

> Update the grade (confidence)

é w! > Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance

> Update the grade (confidence)
> Decide the final value and grade

PROOE.

e Termination follows directly from the termination of GC; and GC,.

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e Unanimity property follows directly from the unanimity property of GC; and GC,.

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
: Local Variables:
Integer g; « 0 > Grade
upon propose(v; € Value):
invoke GC,.propose(v;) > Propose input value to the 1st graded consensus instance
upon GC, .decide(n} : g% ): > Received decision from the 1st graded consensus instance
gi «— gi +9; > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
gi < gi + gf > Update the grade (confidence)
trigger decide (27, g;) > Decide the final value and grade

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = A

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

\ / 74




- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
: Local Variables:
Integer g; « 0 > Grade
upon propose(v; € Value): @
invoke G C,.propose(v;) @ \§\ vl.l =w, 1)! > Propose input value to the 1st graded consensus instance
. o1 1| NN . . .
pon|GC, [decide(v;,g; k = > Received decision from the 1st graded consensus instance
gi —gi+g; > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC g.decide(nf, g?}: > Received decision from the 2nd graded consensus instance
gi < gi + gf > Update the grade (confidence)
trigger decide (27, g;) > Decide the final value and grade

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

Case 1: j = 1.
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

Uses:

Binary Graded Consensus, instances GC,, GC,

Local Variables:
Integer g; < 0

upon propose(v; € Value): @

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

invoke GC,.propose(v;) @ ‘U =w, 1)! \’\\ (vl =w *)! > Propose input value to the 1st graded consensus instance
N gfeN

upon GC,. demde(n ,g;):

9gi < gi "‘9;

invoke GC,.propose(v; )
upon QCg.decide(Uf,gf}:

gi — gi + 4
trigger decide(n?,gf)

Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance
> Update the grade (confidence)
> Decide the final value and grade

Case 1: j = 1. By consistency,

to GC,.

\_

such j exists, the result is immediate.

each correct process outputs (w, -) from GC, for some value w

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

and thus proposes w

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

upon propose(v; € Value): @

invoke G C,.propose(v;) @ \§\ (vll =w, 1)!

Binary Graded Consensus, instances GC,, GC,

upon GC,.decide(v;,9;): ==
gi < gi +9,

upon QCg.decide(Uf,gf}:

invoke GC,.propose(v; ) @ \é w!

gi — gi + 4
trigger decide(n?,gf)

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

(v} = W,*) | > Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance

> Update the grade (confidence)

> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance

> Update the grade (confidence)
> Decide the final value and grade

Case 1: j = 1. By consistency,

to GC,.

\_

such j exists, the result is immediate.

each correct process

outputs (w, -) from GC, for some value w, and thus

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

proposes w

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

Uses:

Binary Graded Consensus, instances GC,, GC,

Local Variables:

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

Integer g; « 0 > Grade
upon propose(v; € Value): @ — @

invoke GC,.propose(v;) @ \ "~ ’\\ (v]l = W,*)! > Propose input value to the 1st graded consensus instance

upon GC,. demde(n ,g;): @V — > Received decision from the 1st graded consensus instance

gi < gi +9,
invoke GC,.propose(v; )

upon QCg.decide(vf,gf}:

> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance

gi < gi +9; ‘ \‘s (vf =w, 1)! > Update the grade (confidence)
trigger decide (27, g;) _\ > Decide the final value and grade

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

Case 1: j = 1. By consistency, each correct process outputs (w, -) from GC, for some value w, and thus proposes w

to GC,.

Therefore, due to the unanimity property of graded consensus GC,, every correct process returns (w, 1)

from GC>.

\_

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

Uses:

Binary Graded Consensus, instances GC,, GC,

Local Variables:

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

Integer g; « 0 @ > Grade
upon propose(v; € Value): ( >
invoke GC,.propose(v;) @ ‘U =w, 1)! 2 \ (vl = W,*)! > Propose input value to the 1st graded consensus instance
\ \ ‘ \ J
upon GC,. demde(n ,g;): @ > Received decision from the 1st graded consensus instance
gi «— gi +9; @ > Update the grade (confidence)
invoke GC,.propose(v; ) % é > Propose input value to the 2nd graded consensus instance
upon GC z.decide(nf, g?}: @ > Received decision from the 2nd graded consensus instance
gi < gi + gf > Update the grade (confidence)

-~ & (2 =w,1).
trigger decide (27, g;) @ ;\(v w )

> Decide the final value and grade

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

Case 1: j = 1. By consistency, each correct process outputs (w, -) from GC, for some value w, and thus proposes w

to GC,. Therefore, due to the unanimity property of graded consensus GC, every correct process returns (w, 1)

from GC>.

Hence, consistency follows directly from the consistency of GC,

-/
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

upon propose(v; € Value):
invoke G C,.propose(v;)
upon GC,.decide(v}, g;):
gi < gi +9,
invoke GC,.propose(v; )
upnleCg.decide(Uf,gf}:

gi — i + ¢
trigger decide(n?,gf)

Binary Graded Consensus, instances GC,, GC,

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance
> Update the grade (confidence)
> Decide the final value and grade

e To prove consistency, let j be th

Case 2: j = 2.

\_

first instance

such j exists, the result is immediate.

f graded consensus where

some process outputs (-, 1) from GC;

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

If no
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

gi = gi+9,

gi < gi +9*

Binary Graded Consensus, instances GC,, GC,

upon propose(v; € Value):

invoke GC,.propose(v;) ﬁ\’\ (%,0)!
upnr{ GC,|decide(v;, g;): @v =\

invoke GC,.propose(v; )
upon GC,.decide(v?, %)

trigger decide(ﬂ'f, gi)

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance
> Update the grade (confidence)
> Decide the final value and grade

Case 2: j = 2.

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

By construction, each correct process outputs (-, 0) from GC;.
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

gi = gi+9,

gi < gi +9*

Binary Graded Consensus, instances GC,, GC,

upon propose(v; € Value): — ®\
invoke G C,.propose(v;) (_\ \’\(*, 0)!
upnr{ GC,|decide(v;, g;): @V —

invoke GC,.propose(v; )
upon GC,.decide(v?, %) . @\

o, ‘ *,% )|
trigger decide (27, g;) g ;\( )

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance
> Update the grade (confidence)
> Decide the final value and grade

Case 2: j = 2.

\_

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

By construction, each correct process outputs (-, 0) from GC;.
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:
Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
: Local Variables:
Integer g; « 0 > Grade
upon propose(v; € Value): — ®\
invoke G C,.propose(v;) (_\ \’\ (*, O) ! > Propose input value to the 1st graded consensus instance
upon GC,.decide(v}, g;): @v — > Received decision from the 1st graded consensus instance
gi «— gi +9; > Update the grade (confidence)
invoke GC,.propose(v; ) > Propose input value to the 2nd graded consensus instance
upon GC z.decide(vf, g?}: _ @ > Received decision from the 2nd graded consensus instance
gi «— gi + 9‘? ﬁ% \‘s (*,*)! > Update the grade (confidence)
trigger decide (27, g;) g _\ > Decide the final value and grade

ﬂEMMA 1.2. Algorithm 2 implements graded consensus with the refinement parameter R = ﬁ

e To prove consistency, let j be the first instance of graded consensus where some process outputs (-, 1) from GC;. If no

such j exists, the result is immediate.

Case 2: j = 2. By construction, each correct process outputs (-,0) from GC,.|Therefore, due to the consistency

[ property of graded consensus GC», if two correct processes p; and p; decide on (v, gi) and (v}, g;), respectively, then

|9i — gj| < 1. Moreover, if gi # 0, v; = v;. This implies consistency.
J
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

upon propose(v; € Value):
invoke G C,.propose(v;)
upon GC,.decide(v}, g;):
gi < gi+9;
invoke GC,.propose(v; )
upon QCg.decide(Uf,gf}:

gi < gi +5’f
trigger decide(n?,gf)

Binary Graded Consensus, instances GC,, GC) > 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2

> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance

> Decide the final value and grade

> Update the grade (confidence)
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- Algorithm 2 Binary Graded Consensus (BGC) with refinement R = 3 on top of BGC with refinement R = 2

e
L el =

- A A

: Uses:

: Local Variables:
Integer g; < 0

upon propose(v; € Value):
invoke G C,.propose(v;)
upon GC,.decide(v}, g;):
gi < gi+9;
invoke GC,.propose(v; )
upon QCg.decide(Uf,gf}:

gi < gi +5’f
trigger decide(n?,gf)

Binary Graded Consensus, instances GC,, GC,

> 2 instances of the Binary Graded Consensus protocol with Refinement R’ = 2
> Grade

> Propose input value to the 1st graded consensus instance

> Received decision from the 1st graded consensus instance
> Update the grade (confidence)
> Propose input value to the 2nd graded consensus instance

> Received decision from the 2nd graded consensus instance
> Update the grade (confidence)
> Decide the final value and grade

Algz

GCR=2

Alg,

> | GCR7?| E | GCR=3

E GCR:3
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Common Coin
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Interface of the common coin
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Interface of the common coin

Flip Yield




Interface of the common coin

Flip Yield




Properties of the Common Coin

Termination: All correct processes eventually yield a binary value.

Agreement: All correct processes agree on O (or 1) with probability >O0.
Unpredictability: As long as no correct process has triggered ‘flip’, the

adversary cannot predict the output with probability greater than 1/2.
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A naive implementation of the Common Coin

Algorithm 3 Common Coin

1: upon flip():

2: b 15— {0,1} > Choose either 0 or 1 with probability 1/2
3: trigger yield(b)
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A naive implementation of the Common Coin

Algorithm 3 Common Coin

1: upon flip():

2: b ts— {0,1} > Choose either 0 or 1 with probability 1/2
3: trigger yield(b)

E
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Consensus = Stay safe + Try
(and try again)



Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

1: Uses:
2 Binary "Extended" Graded Consensus, instances EGC,, EGC,, ... > oo instances of the Binary Graded Consensus with Refinement R = 3
3: Constants:
4 Integer gpmin < 0
5: Integer gmax < 2
6: Local Variables:
7 Binary_Value est; « 0 > Estimate Value
8 Integer g; < Gmin > Grade (Confidence) in {0, 1,2}
9: Integer attempt < 0
10: Integer halt « oo
11: Boolean decided « false
12: upon propose(v; € Value):
13: est; «— v;:
14: while halt > attempt:
15: //safety guard
16: (est;, 9i) < EGC spemp;-propose (est;) > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:
18: trigger decide(est;) > Decide
19: decided « true
20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge
22: bi « CCattemp:-flip() > Execute instance of common coin
23: if 9; == gmin:
24: est; « b;
25: attempt «— attempt + 1
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:

18: trigger decide(est;) > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi « CCattempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt «— attempt + 1

LEMMA 1.3. If all correct processes begin attempt k with the same estimate value v, they will all decide on v by attempt k and halt

by attempt k + 1.

Proor.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value): w!

13: est; «— v;: " VA é

14: while halt > attempt: @ EGC

15: //safety guard k

16: (esti, gi) «| €GC sptemp:-propose(est;) > Execute instance of extended graded consensus
17: if gi == gmax A decided = false:

18: trigger decide(est;) > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi « CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.3. If all correct processes begin attempt k with the same estimate value v, they will all decide on v by attempt k and halt

by attempt k + 1.

Proor. By the unanimity property of EGCy,
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

==
12: upon propose(v; € Value): ~~ w!
13: est; « v;: @ N é
14: while halt > attempt: @

15: //safety guard EGCx ’\ (W; 2)'
16: EGC attemp:-propose(est;) @U :\ > Execute instance of extended graded consensus

17: if g; == gmax A decided = false:

18: trigger decide(est;) EGCk > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.3. If all correct processes begin attempt k with the same estimate value v, they will all decide on v by attempt k and halt
by attempt k + 1.

Proor. By the unanimity property of EGC}, all correct processes return (v, gmax) from EGCy.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value): w!

13: est; «— v;: " VA é

14: while halt > attempt: @ —

15: //safety guard Sgck ~n ’\ (W' 2)'

16: EGC attemp:-propose(est;) @ :\ > Execute instance of extended graded consensus
17: if @V\ decided = false: _—

18: rigger decide(est;) EGCk > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.3. If all correct processes begin attempt k with the same estimate value v, they will all decide on v by attempt k and halt
by attempt k + 1.

Proor. By the unanimity property of EGC}, all correct processes return (v, gmax) from EGCy.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
17: if|g; == Gmax A decided = false:

18: (trigger decide(est; )] > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi « CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.3. If all correct processes begin attempt k with the same estimate value v, they will all decide on v by attempt k and halt
by attempt k + 1.

Proor. By the unanimity property of EGCy, all correct processes return (v, gmax) from EGCy. The rest follows directly from
the protocol. O
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

25:

est; «— v;:
while halt > attempt:
//safety guard
(esti, i) <= EGC srremp:-propose(est;)
if gi == gmax A decided = false:
trigger decide(est;) | —
decided < true @ V!

> Execute instance of extended graded consensus

> Decide

halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide

//try to converge

bi « CCartempt-flip() > Execute instance of common coin

if gi == Gmin:

est; «— b;
attempt «— attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

ProOF. Let p; be the first correct process to decide, and assume it decides on v at attempt k.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;: @ g\\(v; 2)!

14: while halt > attempt:

15:

16: (esti, gi) < EGC gppemp:-propose(est;) > Execute instance of extended graded consensus
17:

18: > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

Proor. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned

(ﬂ, _gmax) from SQCk .
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

| opose = ., 2) S D, g>0)
3: i — U;: ) : g :
14: ::liile ht.:zit > attempt: g g\ @ !\

15:

16: (esti, gi) < EGC gppemp:-propose(est;) > Execute instance of extended graded consensus
17:

18: > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

Proor. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned

(0, gmax) from EGCy. By the consistency property of EGCy., every correct process pj returns (v, g; € {1,2}) from EGCy
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

| opose = ., 2) S D, g>0)
3: i — U;: ) : g :
14: ::liile ht.:zit > attempt: g g\ @ !\

15:

16: (esti, gi) < EGC gppemp:-propose(est;) > Execute instance of extended graded consensus
17:

18: > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

ProOF. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned
(v, 9max) from EGCy. By the consistency property of EGCy, every correct process pj returns (v, g; € {1,2}) from EGCy, updating

its estimate est j tow.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

| opose = ., 2) S D, g>0)
3: i — U;: ) : g :
14: f:liile ht.:zit > attempt: g g\ @ !\

15:

16: (esti, gi) < EGC gppemp:-propose(est;) > Execute instance of extended graded consensus
17:

18: > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

ProOF. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned
(v, 9max) from EGCy. By the consistency property of EGCy, every correct process pj returns (v, g; € {1,2}) from EGCy, updating

its estimate est; to v. Thus, g; > gmin,
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

| opose = ., 2) S D, g>0)
3: i — U;: ) : g :
14: f:liile ht.:zit > attempt: g g\ @ !\

15: //safety guard -

16: (esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:

18: trigger decide(est;) > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() > Execute instance of common coin
23: [if gi == gmini

24: est; «— b;

25: attempt < attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

ProOF. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned
(v, 9max) from EGCy. By the consistency property of EGCy, every correct process pj returns (v, g; € {1,2}) from EGCy, updating

its estimate est; to v. Thus, g; > gmin, so all correct processes ignore the output of CCy and retain est; = v.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
23:

upon propose(v; € Value):

est; « v;: !
while halt > attempt: @ = '13 é
//safety guard
(esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
if g; == gmax A decided = false:
trigger decide(est;) > Decide

decided « true
halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide

//try to converge
bi — CCartempt-flip() > Execute instance of common coin

if i == gmin:
est; «— b;
attempt «— attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

ProoF. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned
(v, gmax) from EGC. By the consistency property of EGCy, every correct process p; returns (v, g; € {1, 2}) from EGCy, updating
its estimate est; to v. Thus, g; > gmin, so all correct processes ignore the output of CCy and retain est; = v. Consequently, all

correct processes begin attempt k + 1 with estimate value v. O
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
23:

upon propose(v; € Value):
est; «— v;:
while halt > attempt:
//safety guard
(esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
if g; == gmax A decided = false:
trigger decide(est;) > Decide
decided « true
halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide

//try to converge
bi — CCartempt-flip() > Execute instance of common coin

if i == gmin:
est; «— b;
attempt «— attempt + 1

LEMMA 1.4. If a correct process decides on v in attempt k, then all correct processes will decide on v by attempt k + 1.

ProoF. Let p; be the first correct process to decide, and assume it decides on v at attempt k. This implies that p; returned
(v, gmax) from EGC. By the consistency property of EGCy, every correct process p; returns (v, g; € {1, 2}) from EGCy, updating
its estimate est; to v. Thus, g; > gmin, so all correct processes ignore the output of CCy and retain est; = v. Consequently, all

correct processes begin attempt k + 1 with estimate value v. Lemma 1.3 then completes the proof. O
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:

18: trigger decide(est;) > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi « CCattempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt «— attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

ProOF.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;)
17: if g; == gmax A decided = false:

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — Ccammpr-ﬂip()

23: if 9i == gmin:

24: estj « b;

25: attempt «— attempt + 1

> Execute instance of extended graded consensus

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;)
17: if g; == gmax A decided = false:

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — Ccammpr-ﬂip()

23: if 9i == gmin:

24: estj « b;

25: attempt «— attempt + 1

> Execute instance of extended graded consensus

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3,
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;)
17: if g; == gmax A decided = false:

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — Ccammpr-ﬂip()

23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

> Execute instance of extended graded consensus

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;)
17: if g; == gmax A decided = false:

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — Ccammpr-ﬂip()

23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

> Execute instance of extended graded consensus

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from Lemma 1.4.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi « CCattempt-flip() > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from Lemma 1.4. We now prove Termination.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;)
17: if g; == gmax A decided = false:

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge —

22: bi — CCattempr-flip() €

23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

> Execute instance of extended graded consensus

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from Lemma 1.4. We now prove Termination. Let p; be

the first correct process calling CC for some attempt k.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: )1

15: //safety guard = \\ (b"gl)

16: (esti, gi) < EGC sptempr-propose(est;) @ _\ > Execute instance of extended graded consensus
17: if g; == gmax A decided = false: -

18: trigger decide(est;)

19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge —

22: bi — CCartempt-flip() @ > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from Lemma 1.4. We now prove Termination. Let p; be

the first correct process calling CCj for some attempt k. Let (b, g;) the pair returned by p; from EGCy.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: )1

15: //safety guard = \’\ (b' 'gl)

16: (esti, gi) < EGC sptempr-propose(est;) @ _\ > Execute instance of extended graded consensus
17: if g; == gmax A decided = false: -

18: trigger decide(est;) > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: Hixy to converge —

22: bi + CCastempt-flip() @ > Execute instance of common coin
23: 117 == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from Lemma 1.4. We now prove Termination. Let p; be

the first correct process calling CC}. for some attempt k. Let (b, g;) the pair returned by p; from EGCj.. With non-zero probability

p, all correct processes return b from CCy.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: ’\ (blgi)!

15: J'r.l'fSBfEt)" guard —

16: (est;,g;) «— EGC ﬂmr,.,,}M.|:1r«t:\~|:u:)s¢.=:1est,- @ l\ > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:

18: trigger decide(est;) > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: Hixy to converge —

22: bi + CCastempt-flip() @ > Execute instance of common coin
23: 179 == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

Proor. Validity follows from Lemma 1.3, and Agreement follows from Lemma 1.4. We now prove Termination. Let p; be

the first correct process calling CC}. for some attempt k. Let (b, g;) the pair returned by p; from EGCj.. With non-zero probability

p, all correct processes return b from CCj. We consider two cases depending on the grades obtained by correct processes from

EGC. In both cases, all correct processes start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
23:

est; «— v;:
while halt > attempt: bla: )
//safety guard ’\ ( 19i

(est, gi) < SQCauemp;-Pr0P0561fos @ l\

Hixy to converge

bi § CCattempr-flip() €&
ity == 9min:
est; «— b;

attempt «— attempt + 1

> Execute instance of extended graded consensus

if g; == gmax A decided = false:
trigger decide(est;) > Decide
decided « true
halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes

start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: \ (b; gi)!

15: J'r.l'fSﬂfE:t)" guard — \’ .

16: (esti, gi) < EGC sptempr-propose(est;) @ _\ s (b S Y > Execute instance of extended graded consensus
17: if g; == gmax A decided = false: . \‘\ \9j 2 Imin):

18: trigger decide(est;) @ — > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge —

22: bi — CCartempt-flip() @ > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes
start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case

dp; € Correct,gj > gminf

126



Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: \ (b; gi)!

15: Hsafetyguaﬁ — \’ .

16: (est;,g;) « SQCﬂﬂmﬁ]pmpose(esti) @ _\ s (b S Y > Execute instance of extended graded consensus
17: if g; == gmax A decided = false: . \‘\ \9j 2 Imin):

18: trigger decide(est;) @ — > Decide
19: decided « true

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge —

22: bi — CCartempt-flip() @ > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes

start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case|dp; € Correct,gj > gmin]: By EGCL’s consistency,

127



Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: \ (b, g;)!

15: ard

16: (est;, j“(_ EGC attemp:-propose(est;) @ \\ (b S _ )' > Execute instance of extended graded consensus
17: if g; == gmax A decided = false: \ ’ g] Imin)-

18: ;rlg(gie; decide(est;) — ’\ (b *) @ \

19: ecided «— true

20: halt « attempt + 1 % \ > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempr-flip() @)

23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

» Execute instance of common coin

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes

start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case(dp; € Correct,g; > gm,-n]: By EGC}’s consistency, (a) all processes return (b, -) from EGCy.,
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: \ ! i)!

15: guard

16: (est;, §i) < EGC sptempr-propose(est;) @ \ > Execute instance of extended graded consensus
—J" emprt N (b, gj > Gmin

17: if g; == gmax A decided = false: \‘ J

18: trigger decide(est;) — \ (b *)| @ _\ > Decide

19: decided « true \‘

20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide

21: to converge

22: CC‘am,ﬂpf flip() @ > Execute instance of common coin

23: If gi =

24: est, «— b;

25: attempt « attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying
graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes
start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case|dp; € Correct,g; > gmin]: By EGC}’s consistency, (a) all processes return (b, -) from EGCy, so they will all have the

same estimate value at attempt k + 1, either by adopting CCy’s output or by retaining the value from EGCy.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; « v;:
14: while halt > attempt: ’\ l)

15: guard

16: (est;, ;:) — SQCﬂﬂmﬂ.proposellesth @ s (b > ) > Execute instance of extended graded consensus
17: if 9; == gmax A decided = false: \Q 9dj = 9min

18: trigger decide(est;) ’\ (b *)| @ _\ > Decide
19: decided « true &

20: halt « attempt + 1 % \ > Halt after the next attempt after having helped the remaining processes to decide
21: to converge

22: ﬁ CC‘am,ﬂpf flip() @ > Execute instance of common coin
23: if g; =

24: est, «— b;

25: attempt « attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes

start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case|dp; € Correct,g; > gmin]: By EGC}’s consistency, (a) all processes return (b, -) from EGCy, so they will all have the

same estimate value at attempt k + 1, either by adopting CCy’s output or by retaining the value from EGCy.
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:

14: while halt > attempt: \ (b, g;)!

15: //safety guard

16: (esti, gi) < EGC sptempr-propose(est;) @ \\ > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:

18: trigger decide(est;) \(* O) > Decide
19: decided « true & ’

20: halt « attempt + 1 % > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge

22: bi — CCartempt-flip() @ > Execute instance of common coin
23: if 9i == gmin:

24: estj « b;

25: attempt < attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes
start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case Jp; € Correct,g; > gmin: By EGCy’s consistency, (a) all processes return (b, -) from EGCy, so they will all have the

same estimate value at attempt k + 1, either by adopting CC}’s output or by retaining the value from EGCy.

- Case

Vp;j € Correct,gj = gmin:
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

(estisgi) = EGC rampr-Propose est] SN

’\(b gl)

\ > Execute instance of extended graded consensus

|
decided « true % & ’\ (x, gmln)

> Decide

> Halt after the next attempt after having helped the remaining processes to decide

> Execute instance of common coin

13: est; «— v;:

14: while halt > attempt:

15: //safety guard

16:

17: if g; == gmax A decided = false:
18: trigger decide(est;)
19:

20: halt « attempt + 1

21: //try to converge

22: bi | Ccatrfmpr flip() @
23: it gi == Gmin:

24: est; «— b;

25: attempt « attempt + 1

THEOREM 1.5. Algorithm 4 implements binary Byzantine consensus with probability 1 and has the same resiliency as the underlying

graded consensus object.

-We consider two cases depending on the grades obtained by correct processes from EGCp. In both cases, all correct processes
start the next attempt with the same estimate value, allowing us to apply Lemma 1.3.

- Case Jp; € Correct,g; > gmin: By EGCy’s consistency, (a) all processes return (b, -) from EGCy, so they will all have the

same estimate value at attempt k + 1, either by adopting CC}’s output or by retaining the value from EGCy.

- Case

processes.

Vp;j € Correct,gj = gmin!

All processes adopt the value provided by the common coin, which is identical across
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):
est; «— v;:
while halt > attempt:

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

25:

//safety guard
(e‘“i’ 91) — Sgcﬂﬂempt'prﬂpnse(e-ﬂi)
if i == gmax A decided = false:
trigger decide(est;)
decided « true

> Execute instance of extended graded consensus

> Decide

halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide

//try to converge
bi « CCattempt-flip()
if gi == gmin:

est; « b;

attempt «— attempt + 1

> Execute instance of common coin

r
N ﬁﬁ ...ﬁﬁﬁ
\

~\

J

I

BA
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Algorithm 4 Byzantine Agreement Protocol with Extended Graded Consensus

12: upon propose(v; € Value):

13: est; «— v;:
14: while halt > attempt:
15: //safety guard
16: (esti, gi) < EGC sptempr-propose(est;) > Execute instance of extended graded consensus
17: if g; == gmax A decided = false:
18: trigger decide(est;) > Decide
19: decided « true
20: halt « attempt + 1 > Halt after the next attempt after having helped the remaining processes to decide
21: //try to converge
22: bi — CCartempt-flip() > Execute instance of common coin
23: if 9i == gmin:
24: estj « b;
25: attempt < attempt + 1
(- )
Alg, | = GCR=3 — — ... — |G| — — C | BA
. J

D ;
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Positive Result 1: There exists a
randomized asynchronous protocol
that solves consensus, while
tolerating arbitrary (Byzantine) failures



A general perspective
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Alg'

Safety Guards
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Alg'

Safety Guards
f
4 )
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\_ J

v

Convergence under good circumstances
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Safety Guards
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Convergence under good circumstances

Luckyness via a common coin
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Convergence under good circumstances

Luckyness via a common coin

Eventual Synchrony + Synchronization
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Convergence under good circumstances

Luckyness via a common coin

Eventual Synchrony + Synchronization

Unreliable Failure Detectors
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Convergence under good circumstances

Luckyness via a common coin

Eventual Synchrony + Synchronization
Unreliable Failure Detectors

Fair scheduling / Noisy Environement
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Alg'

Safety Guards
f
4 )
IGCR=3| — — — | GCR=3] — I Try I — ... -
. J

v

Convergence under good circumstances

Luckyness via a common coin

Eventual Synchrony + Synchronization
Unreliable Failure Detectors
Fair scheduling / Noisy Environment

Synchrony + round-robin rotating leader
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Consensus

Solvability
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Asynchronous Model

No notion of time
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Another Advantage of Free Choice: 1 9
Completeyy Asynchronous Agreement Protocolg
(Extended Abst

SSachusettg 02139
1, Introductzon 1€ protoco) Previous €Xampleg requjred the
ecently, Fischer, Lynch an Patergop [3] Processeg be SYymmetrjc
Proved tpa no ¢o Pletely a8ynchrop us cop- The Protocojs Presenteq here ape Dot neceg.
sensyg Protoco] ¢y tolerate ven 3 single yp. sarily efficient However, if the Dumber op faulty
announceq Process deat, € exhibijt here 4 Procegseg, ¢, is O(VN' ), then when Tunning ¢he
ili tion for thig Problem which Procesgeg synchronously, the €Xpected time ¢,
ng Majority of the reach 8greement jg Constant ( Theorem 3). This
Tesult ghowsg another advantage f Probabiligtjc
protocols, Since any determinist € solutjop to
8 As jp the “Byzant € Generylg» ro
probabﬂity 1 evep
uler whe knows all
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Vector Consensus (a.k.a. Agreement on a Core
Set, a.k.a. Asynchronous Common Subset)

ACS

. Vector Validity: A decision is a vector which contains at
least n - t process-proposal pairs, such that, if (p, v)
belongs to the vector, and p is correct, the p proposed v.
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Vector Consensus (a.k.a. Agreement on a Core
Set, a.k.a. Asynchronous Common Subset)

@)

RBC: Binary Reliable Broadcast
BUBA: Binary Byzantine Agreement with Strong Unanimity Validity property 152



Vector Consensus

I

n > 3t]

partition (Bracha-Toueg’83)
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Vector Consensus

n > 3t]
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Reliable Broadcast



Reliable Broadcast

Specification
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Interface of reliable broadcast

Rb.broadcast Rb.deliver

)
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Interface of reliable broadcast

Rb.broadcast Rb.deliver

X! j\
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Interface of reliable broadcast

Rb.broadcast Rb.deliver

x! j\ y!
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Properties of Reliable Broadcast

Let s be the source (possibly faulty). Let (p, q) be any pair of correct processes.

Justification: If p delivers m and s is correct, then broadcasted m

Agreement: If p delivers m and g delivers, then m = m’.
Obligation: If s is correct and broadcast m, then p eventually delivers m

Totality: If p delivers m, then g eventually delivers m’.
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Reliable Broadcast

Asynchronous implementation with t<n/5 Byzantine failures

161



Implementation of Reliable Broadcast

Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

1: Local Variables:
2: Boolean init; « false > init message received yet
3: Boolean del; < false > delivered yet
4: upon RB_broadcast(v;):
5: broadcast (INIT, i, v; )
6: upon (INIT, j, v) is received from p; A init; = false:
7: init; < true
8: broadcast (WITNESS, j, 0)
9: upon (WITNESS, j, v) is received from n — 2t processes:
10: broadcast (WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
11: upon (WITNESS, j, v) is received from n — ¢ processes A del; = false:
12: del; « true
13: trigger RB_deliver(v) > Deliver on n — ¢ witnesses
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; « true

trigger RB_deliver(v) > Deliver on n — t witnesses

THEOREM 6.2. Algorithm 5 implements the reliable broadcast abstraction in an asynchronous n-process message-passing system

with up tot < n/5 Byzantine faults.
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; « true

trigger RB_deliver(v) > Deliver on n — t witnesses

LEMMA 6.1. Assume the source s is correct and never send a message of the form (INIT, s, v). No correct process ever sends a message

(WITNESS, s, ).
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; « true

trigger RB_deliver(v) > Deliver on n — t witnesses

LEMMA 6.1. Assume the source s is correct and never send a message of the form (INIT, s, v). No correct process ever sends a message

(WITNESS, s, ).

Proor. By contradiction, assume there exists a set Q of processes who sent messages (WITNESS, s, v). Since no correct process
receives (INIT, s, 0), no correct process sends a WITNESS message line 8 for a value different from v. Hence, if a correct process
sends a WITNESS message, it is necessarily line 10. Let g be the first correct of them. The precondition line 9 must hold, meaning g
must have received n — 2t > t WITNESSs messages, which is impossible. We have reached a contradiction. Thus, the post-condition

of the lemma. m|
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; « true

trigger RB_deliver(v) > Deliver on n — t witnesses

THEOREM 6.2. Algorithm 5 implements the reliable broadcast abstraction in an asynchronous n-process message-passing system

with up tot < n/5 Byzantine faults.

Proor. We show that the algorithm satisfies the four defining properties: Fustification, Agreement, Obligation, and Totality.
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; « true

trigger RB_deliver(v) > Deliver on n — t witnesses

Justification. Assume the source is correct and triggered RB_broadcast(v). This means the source never sent a message
(INIT, 5,0’ # v). Thus, by Lemma 6.1. No correct process ever sends a (WITNESS, 5,0’ # v) message. Hence, no correct process ever

receive more than t (WITNESS, s,v” # v), which means that if a correct process triggers RB_deliver(v’), v" = v.
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; «— true

trigger RB_deliver(v) > Deliver on n — t witnesses

Agreement. Let p; and p; be two correct processes that trigger RB_deliver(v;) and RB_deliver(v;) respectively (line 13). Let
Qi (resp. Q;) be the set of processes from which p; (resp. p;j) received (WITNESS, s,v;) (resp. (WITNESS, s,v;)). By definition,
|Qi| = |Qj| = n—t. Assume, for contradiction, that v; # v;.

LetC Ii"it C Qg denote the subset of correct processes that sent their wiTNEss for value v at line 8, and CZChO C Qy denote those
that sent it at line 10. Since only the source can send (INIT, s, -) messages, each correct process can belong to at most one such set
CInit If v; # v, then Cl?"it N C}"it = (). Let B be the set of Byzantine processes.

We have [CI"| + |CJ‘:"”| + |B| < n. Without loss of generality, assume |C}"| < |C§"it|. Necessarily, [CI"| + |B| < 3t < n — 2t.
Thus, for process p; to deliver v;, some correct process must have sent a WITNESs at line 10, i.e., Cl.eCh" # 0. Let g be the first
such correct process. To send its WITNESS, ¢ must have received n — 2t > |Cl?"it U B| wiTNESs messages (line 9) from processes in

Cii"it U B. We reach a contradiction. Thus, v; = v; and agreement holds. 168



Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

—t
<

—
Wy

W 0N Nk W

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

upon (WITNESS, j, v) is received from n — 2¢ processes:

broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed
: upon (WITNESS, j, v) is received from n — t processes A del; = false:

del; « true

trigger RB_deliver(v) > Deliver on n — t witnesses

Totality. Assume RB_deliver(v) is triggered by a correct process p. It must have received (WITNESS, i, v) from at least n — ¢
processes, including at least n — 2t correct ones. Those correct processes will eventually cause all others to satisfy the forwarding
condition (line 8) and broadcast (WITNEss, i, v). Consequently, every correct process eventually receives the message from n — ¢

distinct sources and delivers RB_deliver(v).
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Algorithm 5 Reliable Broadcast (RB): Pseudocode (for process p;)

Local Variables:
Boolean init; « false > init message received yet
Boolean del; < false > delivered yet

upon RB_broadcast(v;):
broadcast (INIT, i, v; )

upon (INIT, j, v) is received from p; A init; = false:
init; < true
broadcast {(WITNESS, j, v)

W 0N Nk W

upon (WITNESS, j, v) is received from n — 2¢ processes:
broadcast {(WITNESS, j, v) > Echo once a n — 2¢ quorum is observed

_ =
]

: upon (WITNESS, j, v) is received from n — t processes A del; = false:
del; « true
trigger RB_deliver(v) > Deliver on n — t witnesses

— =

Obligation. Assume the source s is correct and invokes RB_broadcast(v) (line 4). Then s broadcasts (INIT, s, v) (line 5). Every
correct process eventually receives this message and, by line 8, broadcasts (WITNESS, s, v). By Justification, no correct process
delivers a value v’ # v. Hence, all correct processes eventually receive (WITNESS, s, v) from at least n — t distinct sources and trigger
RB_deliver(v) at line 13.
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Vector Consensus
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Vector Consensus

Reduction to Strong Binary Consensus and Reliable Broadcast
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Implementation of Vector Consensus

Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:

2: Array |, (Value U {1}) delivered; « {L,..., L}
3 Array|,,| (Boolean) proposed; < {false, ..., false}
4 Set(Process) selected; «— 0

5: Set(Process) ignored; « 0

6 Array,,|(Value U {L}) output, « {1,..., L}

7

8

: Uses:
Reliable Broadcast, instance R BC ; with source p;, Vj € [n]

9: Strong Binary Byzantine Agreement, instance 8A;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke B.A ;.propose(1)
15: proposed;[p;] « true
16: upon BA; .decide(b; € {0,1}):
17: if bj =1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}

21: upon |selected;| > n —
22: Let K = {k € [n] | proposed;[px] = false}

23: for each k € K:

24 invoke B Ay .propose(0)

25: proposed, [py.] « true

26: upon |selected; U ignored;| = n:

27: wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:

29: output; [ j] « delivered;[p;]

30: trigger decide (output;)
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:
2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3 Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0
5: Set(Process) ignored; « 0
6: Array(,,; (Value U {1}) output; < {L,..., L}
7: Uses:
8 Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}
21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}
23: foreach k € K:
24: invoke B A, .propose(0)
25: proposed; [py ] « true
26: upon |selected; U ignored;| = n:
27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:
29: output;[ j] « delivered;[p;]
30: trigger decide(output;)
Agreement

Agreement follows directly from the Agreement properties of both reliable broadcast (line 8) and binary Byzantine agreement
(line 9). For each index j € [n], all correct processes decide the same bit b in BA ; (line 16). Hence, all correct processes have
identical sets selected; and ignored; (lines 18-20). Furthermore, if a value v is delivered by one correct process through RBC
(line 13), it is delivered by all correct processes with the same content, by reliable broadcast Agreement. Thus, when processes fill

their output vectors (lines 28-29), they assign the same value to every index j, and therefore decide identical vectors at line 30.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:
2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3 Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0
5: Set(Process) ignored; « 0
6: Array(,,; (Value U {1}) output; < {L,..., L}
7: Uses:
8 Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}
21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}
23: foreach k € K:
24: invoke B A, .propose(0)
25: proposed; [py ] « true
26: upon |selected; U ignored;| = n:
27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:
29: output;[ j] « delivered;[p;]
30: trigger decide(output;)
Vector Validity

We prove two properties: (a) the decided vector contains at least n — ¢ non-_L values, and (b) every non-_L entry originates from a

value proposed by the corresponding process if that process is correct.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:

2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3 Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0

5: Set(Process) ignored; « 0

6: Array(,,; (Value U {1}) output; < {L,..., L}

7

8

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]

9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}

21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}

23: for each k € K:

24: invoke B A, .propose(0)

25: proposed; [py ] « true

26: upon |selected; U ignored;| = n:

27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:

29: output;[ j] « delivered;[p;]

30: trigger decide(output;)

ProoF. (a) At least n — t non-_L values. Two cases arise:

(1) No correct process ever proposes 0 in any 8A j instance. By strong unanimity validity of binary agreement, no instance
can decide 0. Therefore, once a correct process p; decides (line 30), it holds that |selected;| = n.

(2) Some correct process eventually proposes 0 to a binary instance (line 24). Let p; be the first such process. By construction,
this only occurs once |selected j| > n — t (line 21). By Agreement of binary consensus, all correct processes decide with the

same selected; = selected ;, and thus |selected;| > n —t. 176



Algorithm 6 Vector Consensus: Pseudocode (for process p;)

9:

10:
11:

12:
13:
14:
15:

16:
17:
18:
19:
20:

21:
22:
23:
24:
25:

26:
27:
28:
29:
30:

1
2
3
4:
5:
6.
7
8

: Local variables:

: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
Array|,,; (Boolean) proposed; « {false,... , false}
Set(Process) selected; «— 0

Set(Process) ignored; « 0

Array(,,; (Value U {1}) output; < {L,..., L}

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
upon propose(v; € Value):
invoke RBC;.rb_broadcast(v;)
upon first RBC j.deliver(v; € Value):
delivered;[p;] « v;
invoke BA ;.propose(1)
proposed;[p;] < true

upon BA ;.decide(b; € {0,1}):
if b; = 1:
selected; « selected; U {p;}
else:
ignored; « ignored; U {p;}
upon |selected;| = n — I
Let K = {k € [n] | proposed;[pi ] = false}
foreach k € K:
invoke B A, .propose(0)
proposed; [py ] « true

upon |selected; U ignored;| = n:
wait until Vp; € selected;, delivered;[p;] # L
for each p; € selected;:
output;[ j] « delivered;[p;]
trigger decide(output;)

In both cases, every correct process decides with at least n — t indices in selected;, and since it assigns non-_L values to these indices

(lines 28-29), the decided vector contains at least n — t non-_L entries.

Proor. (a) At least n — t non-_L values. Two cases arise:
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

9:

10:
11:

12:
13:
14:
15:

16:
17:
18:
19:
20:

21:
22:
23:
24:
25:

26:
27:
28:
29:
30:

1
2
3
4:
5:
6.
7
8

: Local variables:

: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
Array|,,; (Boolean) proposed; « {false,... , false}
Set(Process) selected; «— 0

Set(Process) ignored; « 0

Array(,,; (Value U {1}) output; < {L,..., L}

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
upon propose(v; € Value):
invoke RBC;.rb_broadcast(v;)
upon first RBC j.deliver(v; € Value):
delivered;[p;] « v;
invoke BA ;.propose(1)
proposed;[p;] < true

upon BA ;.decide(b; € {0,1}):
if b; = 1:
selected; « selected; U {p;}
else:
ignored; « ignored; U {p;}
upon |selected;| = n — I
Let K = {k € [n] | proposed;[pi ] = false}
foreach k € K:
invoke B A, .propose(0)
proposed; [py ] « true

upon |selected; U ignored;| = n:
wait until Vp; € selected;, delivered;[p;] # L
for each p; € selected;:
output;[ j] « delivered;[p;]
trigger decide(output;)

(b) Origin of non- L entries. If output;[j] # L at decision time (line 30), then p; € selected; and delivered;[p;] # L (line 27). By
reliable broadcast Justification, a correct process can deliver a value from RBC ; only if p; broadcast that value (line 11). Therefore,

every non-_L entry in output; corresponds to the value proposed by its sender.

O
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:

2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3 Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0

5: Set(Process) ignored; « 0

6: Array(,,; (Value U {1}) output; < {L,..., L}

7

8

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]

9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}

21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}

23: foreach k € K:

24: invoke B A, .propose(0)

25: proposed; [py ] « true

26: upon |selected; U ignored;| = n:

27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:

29: output;[ j] « delivered;[p;]

30: trigger decide(output;)

Termination

Proor. We first show that every correct process eventually proposes a value to each binary agreement. Assume, for contra-
diction, that no correct process ever reaches the condition |selected;| > n —t (line 21). Then, no correct process ever executes

BA.propose(0) (line 24). Hence, no value 0 is ever proposed in any binary agreement instance.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:

2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3 Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0

5: Set(Process) ignored; « 0

6: Array(,,; (Value U {1}) output; < {L,..., L}

7

8

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]

9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}

21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}

23: for each k € K:

24: invoke B A, .propose(0)

25: proposed; [py ] « true

26: upon |selected; U ignored;| = n:

27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:

29: output;[ j] « delivered;[p;]

30: trigger decide(output;)

By the Obligation property of reliable broadcast, every correct process eventually delivers the proposal of every correct sender
p; (line 13) and thus proposes 1 to the corresponding binary agreement instance (line 14). Since every correct process proposes 1
to all BA ; instances for correct p;, the Termination and Validity properties of binary agreement imply that all correct processes
eventually decide 1 for each of these instances. Consequently, each correct process eventually inserts at least n — t processes into

selected; (line 18), reaching |selected;| > n — t, contradicting our assumption.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

9:

10:
11:

12:
13:
14:
15:

16:
17:
18:
19:
20:

21:
22:
23:
24:
25:

26:
27:
28:
29:
30:

1
2
3
4:
5:
6.
7
8

: Local variables:

: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
Array|,,; (Boolean) proposed; « {false,... , false}
Set(Process) selected; «— 0

Set(Process) ignored; « 0

Array(,,; (Value U {1}) output; < {L,..., L}

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
upon propose(v; € Value):
invoke RBC;.rb_broadcast(v;)
upon first RBC j.deliver(v; € Value):
delivered;[p;] « v;
invoke BA ;.propose(1)
proposed;[p;] < true

upon BA ;.decide(b; € {0,1}):
if b; = 1:
selected; « selected; U {p;}
else:
ignored; « ignored; U {p;}
upon |selected;| = n — I
Let K = {k € [n] | proposed;[pi ] = false}
foreach k € K:
invoke B A, .propose(0)
proposed; [py ] « true

upon |selected; U ignored;| = n:
wait until Vp; € selected;, delivered;[p;] # L
for each p; € selected;:
output;[ j] « delivered;[p;]
trigger decide(output;)

Therefore, there exists at least one correct process that reaches the condition |selected;| > n — t (line 21). Let p; be the first such

Process.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:

2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3 Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0

5: Set(Process) ignored; « 0

6: Array(,,; (Value U {1}) output; — {L,..., L}

7

8

: Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]

9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}

21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}

23: for each k € K:

24: invoke B A, .propose(0)

25: proposed; [py ] « true

26: upon |selected; U ignored;| = n:

27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:

29: output;[ j] « delivered;[p;]

30: trigger decide(output;)

By the strong unanimity validity property of binary agreement, for every p; € selected;, there exists at least one correct process
Pk that proposed 1 to BA ; (line 14). By the construction of the algorithm, p; could only propose 1 after reliably delivering the
corresponding value from RBC (lines 12-15). By the Totality property of reliable broadcast, if one correct process delivers the
value from RBC , then all correct processes eventually deliver the same value. Hence, every correct process eventually delivers

the value broadcast by each p; € selected;.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)

1: Local variables:
2: Arrayy, (Value U {L}) delivered; «— {L,..., 1}
3: Array|,,; (Boolean) proposed; « {false,... , false}
4: Set(Process) selected; «— 0
5: Set(Process) ignored; « 0
6: Array(,,; (Value U {1}) output; — {L,..., L}
7: Uses:
8: Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
9: Strong Binary Byzantine Agreement, instance BA;, Vj € [n]
10: upon propose(v; € Value):
11: invoke RBC;.rb_broadcast(v;)
12: upon first RBC;.deliver(v; € Value):
13: delivered;[p;] « v;
14: invoke BA ;.propose(1)
15: proposed;[p;] < true
16: upon BA ;.decide(b; € {0,1}):
17: if b; = 1:
18: selected; « selected; U {p;}
19: else:
20: ignored; « ignored; U {p;}
21: upon |selected;| > n - t:
22: Let K = {k € [n] | proposed;[pi ] = false}
23: foreach k € K:
24: invoke B A, .propose(0)
25: proposed; [py ] « true
26: upon |selected; U ignored;| = n:
27 wait until Vp; € selected;, delivered;[p;] # L
28: for each p; € selected;:
29: output;[ j] « delivered;[p;]
30: trigger decide(output;)

Every correct process will eventually propose to the corresponding binary agreement instances (either 1 at line 14 or 0 at
line 24), ensuring that every 8A j instance receives an input from every correct process. By binary agreement Termination, all
these instances eventually decide. Moreover, by Agreement, they decide the same bit across all correct processes. For all indices
j € selected;, this decision is 1, since at least one correct process proposed 1 in each corresponding instance. Thus, every correct

process eventually satisfies |selected.| > n — t and proposes to every binary agreement instance.
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Algorithm 6 Vector Consensus: Pseudocode (for process p;)
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: Local variables:

Arrayy, (Value U {L}) delivered; «— {L,..., 1}
Array|,,; (Boolean) proposed; « {false,... , false}
Set(Process) selected; «— 0

Set(Process) ignored; « 0

Array(,,; (Value U {1}) output; — {L,..., L}

Uses:
Reliable Broadcast, instance R BC ; with source p;, ¥j € [n]
Strong Binary Byzantine Agreement, instance BA;, Vj € [n]

: upon propose(v; € Value):

invoke RBC;.rb_broadcast(v;)

: upon first RBCj.deliver(v; € Value):

delivered;[p;] « v;

invoke BA ;.propose(1)

proposed;[p;] < true

: upon BA; decide(b; € {0,1}):
if b; = 1:
selected; « selected; U {p;}
else:
ignored; « ignored; U {p;}
: upon |selected;| > n - t:
Let K = {k € [n] | proposed;[pi ] = false}
foreach k € K:
invoke B A, .propose(0)
proposed; [py ] « true
: upon |selected; U ignored;| = n:
wait until Vp; € selected;, delivered;[p;] # L
for each p; € selected;:
output;[ j] « delivered;[p;]
trigger decide(output;)

Finally, since all BA ; instances eventually decide and each decision is consistent across correct processes, every correct process
eventually reaches the state |selected; U ignored;| = n (line 26) and subsequently decides (line 30). By reliable broadcast Totality,

the values associated with the decided set selected, are eventually delivered by all correct processes.
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