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Whom is this course for?

Whoever wants to learn about how Internet works and what is “under the hood”.

Prerequisites:
* An undergraduate course in Computer Networks
* Prior experience with:
- a programming language (e.g Python)
- virtual environments and virtual machines
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What to expect?

No difficult concepts, but too many details

Course’s plan:
* |n lectures: cover the breadth of most fundamental concepts
* In /abs: go in depth via carefully selected exercises (graded)



Lectures

 Where? BCH 2201. When? Thursdays at 12:15-14:00.

 Be present and active:

- ask questions; listen to others’ questions
- get a better understanding

* Voice recordings will be posted some time after lectures
- Do NOT rely only on them
- audio may be broken; guestions from the audience are rarely captured

* Some slides may be “heavy” with explanations
- done on purpose to facilitate your studying
- If you feel puzzled during the lecture, focus more on the slide’s message, or simply ask

Credit: Lectures are built on lectures from Prof. J.Y. Le Boudec



Teaching approach: Why? What”? How?

First ask:
Why was something invented, what problem it solves?
What does it do at a high level?

before asking:
How does it do its job?

 "Why” and "what” are short.
* "How" Is long but can be guessed once we get “why” and “what.”



Textbooks

Computer Networking
Principles
Do not rely only on ChatGPT... Protocols = =

and
Practice

Computer Networking : Principles,
Protocols and Practice
Release 0.25

i
s F s | e ¥ ow

Computer Networking: A Top-Down Approach
8th edition

Jim Kurose, Keith Ross

Authors' website



Labs

/ labs, posted on Moodle every 2 weeks
mandatory and graded (~50% of the grade)
done on vdi.epfl.ch (pool name: COM-407)

- VDI saves no data, use online storage if needed

Important details (all info on Moodle):
- Each lab is splitin 3-4 Lab Quizzes

- Some labs have bonus research exercises,
NOT mandatory, but interesting if you are motivated

- Work individually or in groups,
but always submit individually (to Moodle)

- Multiple submissions allowed until deadline


http://vdi.epfl.ch

Lecture Quizzes

 Posted on Moodle every week, after the lecture
* required but do not count for the grade

e How it works?
- Take quizzes in sequential order
- Try as many times as you want

- Achieve success rate >70% before submitting lab quizzes
- All this is enforced by Moodle, too



Final Exam (in January, date TBD early December)

* Written, on site
@ exchange students: contact me in November, if you won't be here
* (Closed book, no computer

* but you are allowed to an exam “cheatsheet” (4xA4 pages)

 Exam questions based on both lectures and labs

* Past final exams (with solutions) available in December:
- useful for practice, not a guideline
- Practice without looking directly at the solutions!



Grading formula

Overall grade
FinalExam + LabGrade

2

Lab grade
Let:

L, = grade at lab i in scaled 1-6
Lo+ ...+ Ls+0.5L

L = (lab6 counts with half weight, it's smaller)

avg 6 5
Bonus,,, = average of all bonuses (max bonus = 0.5 on scale 1-6)

Then:
LabGrade = min(6, L,,, + Bonus

avg)
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Teaching team

TAs (PhD students) SAs (Former MS students)
Mahdi Hosseini <mahdi.hosseini@epfl.ch> Eugen Bosnjak <eugen.bosnjak@epfl.ch>
Rui Yang <rul.yang@epfl.ch> Davit Darbinyan <davit.darbinyan@epfl.ch>
Kartikeya Dwivedi <kartikeya.dwivedi@epfl.ch> lgor Pavlovic <igor.paviovic@epfl.ch>

Ariel Pelayo <ariel.pelayo@epfl.ch>

Petr Sicho <petr.sicho@epfl.ch>

How to ask for support?
* Go to lab sessions on Fridays (room: GCC330, don't use GCA1416)

- all assistants will be waiting for your questions :)

* Use the Ed forum:
- monitored only during working hours (delays must be expected)
- Moodle forum will not be monitored
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Summary

Your work every week:
e Attend lecture
e Take Moodle lecture quiz (online)
e Advance / Complete lab

Start preparing for the final exam early

Do not hesitate to ask for support — we ave here to help (not tojuwlge) you !

- Lab sessions
- BEd Forum

12
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Obijective of this lecture

Understand Layered Model of Computer Networks
Know what MAC addresses, |IP addresses and DNS names are

Textbook

;"“l:/[':f(.‘“\‘ )’ =z i i .
Chapter 2: Introduction of edition 1 /

Chapter 1: Computer Networks and the Internet

ST Computer Networking: A Top-Down Approach

' 8th edition
Jim Kurose, Keith Ross
COMPUTER | Authors' website
NETWORKING

o B =
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Computer Networks: A layered architecture of protocols

What is it? (= sets of rules and exchanged messages)
Machine A Machine B
App]ication (protocols: HTTP, FTP, DNS etc. ) App]ication
 ;
Transport (protocols: TCP, UDP ) Transport

all-hosts interconnection
(protocols: IPv4, [Pv6 )

connection of link-sharing neighbors
(protocols: Ethernet, Wifi )

Physica] (e.g. fibers optics, copper wires, air etc.) Physical

Why it exists? For flexibility and modularity

15



Application Layer helps machines communicate

user types into the browser:
http://www.google.com *

GET www.google.com

* Well-defined protocols e.g.: DNS, HTTP, email, etc.,

all network applications, and eZe security reside here

In lab 3, we will build our “Application Layer”

Web server

www.google.com

data (HTML page)

16
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http://www.google.com

DNS: Domain Name System

e Why?We need a system/protocol for translating names to addresses
- e.Qg.: ssc.epfl.ch <—> 128.178.222.83, smip.sunrise.ch <—> 212.35.39.69

 names = human-friendly synonyms of I[P addresses, with some structure
e What?

- DNS clients —> query servers to resolve a name into an address

- DNS servers —> map host names to IP addresses and respond

ssc.epfl www.nzherald.c www.newzealand

\ ~__godgl

2 letters = country code .com = commerce

Iove[computers]
N

.computers = a private domain owned by a bogus company
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http://ssc.epfl.ch
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Application-layer example: DNS and HTTP

o/

Dest: 128.178.15.8 | What is the IP of www.google.com?

»’}' Name server
£ (DNS server)
with IP: 128.178.15.8

www.google.com maps to
216.58.212.196

O,

Dest: 128.178.56.9

www.google.com maps to 216.58.212.196

i

click Dest: 128.178.56.9 | 200 OK @

www.google.com |

Client’s machine

with IP:128.178.56.9

\

Dest: 216.58.212.196 | HTTP GET /index.html

Web server
www.google.com
with IP: 216.58.212.196

&
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Transport Layer helps the application layer

Provides:
* programming interface to application layer, named socket (= specific software structure)
* (along with all layers below) data delivery to the applications of the communicating hosts

Exists mainly in two™ versions:
TCP (Transmission Control Protocol)
» Reliable: if some data is lost somewhere, TCP retransmits it
 In-order delivery (stream service): data is delivered at destination in the order sent by source
« Unit of information is a byte—data is written to the socket, TCP sends blocks of data at will

UDP (User Datagram Protocol)
* Unreliable: message may be lost
* No in-order delivery guaranteed: data may arrive at destination out of order
« Unit of information is a message—»blocks of data are sent as written into the socket

*we will also study QUIC, which is a kind of “super-TCP” and is over UDP
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Transport Layer uses port numbers

* A port number is assigned to a process to uniquely identify it within a host machine

* Using ports, multiple network programs may run on a host at the same time

« A UDP/TCP packet carries both the source and destination port numbers (at its header)

« Some port numbers are reserved (e.g. 80 is for HTTP Web servers, 53 is for DNS servers)

Host (DNS)
IP network — IP addr=B

JpseeeL gttt

prof proce’proce’ process

RN e anee

1267", \ /
IP SA=A DA=B prot=UDP T S— 3

source port=1267 . TCP | ubP
destination port=53 |
...data...

Fig.: Process “pa” (port=1267) on host A sends a request to process “pb” (port=53) on host B.
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Network Layer provides interconnection among all network devices

=

D ¢
X
D)

=\

WA _/
/A\VARN

/32\
=
X

N

Drawing direct cable connections does not scale.
Let’s do something similar to the Postal Services!
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First Networks (Bitnet, SNA) relayed entire messages

W\
M0 /H

TTTTTTT 1 3/ mainframe I]:H]:H]:HE
computer _
553




Nowadays: the Internet uses Packet Switching

e data is broken into chunks called
packets of size < 1500 bytes

e packets are forwarded from one
intermediate node (a.k.a. router) to
another, until they reach destination

e similar to a Postal Service that sends
only postcards:

- Each packet =~ postcard
- is treated/delivered separately,

- contains information related to its
delivery (e.g. destination address)

.

.

An early packet router

=_—

Mark ). Terrill /AP Photo
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Example ' J Mail server

Notes:

- Routers forward packets
separately to other routers
based on routing rules

- Pkts may follow different paths

- A pkt starts being forwarded
on a link after its last bit has
been received and all the bits
of the previous pkts have left
(= store & forward principle)

24



Network layer: 2 basic functions

Forwarding

 When a packet arrives at a router’s input link, the router moves the packet to the
appropriate output link

* based on information carried in the packet's header

Routing

* The network layer determines the route/path taken by packets,
as they flow from a source to a destination

« The algorithms that calculate these paths are called routing algorithms

25



Most important protocol: IP (Internet Protocol)

* interconnects multiple local area networks (LANS)

* uses packet switching; delivers packets from a source to a destination via a
series of routers

 forwards packets from router to router based on /P addresses

* offers no reliable-delivery guarantees (best-effort approach)
- packets are briefly stored in routers’ buffers
- packets of the same source-destination flow may follow different routes/paths
- S0, packets may be dropped, delayed or reordered

26



IP views internet as a
collection of subnets

hj128'178'84'133

128.178.84.13q

128.178.84.@

128.178.1P.13

Modem
+ PPP

stisunl

129.132.100.12|

Switch

130.59.x.x

N

ETHZ-Backbone
| | Komsys

129.132.66.46

129.132.100.2z7/
o
==

/ 129.132.35.2
S
===

129.132.35.1

Structured addresses:

> common prefix

128.178.47
128.178.47

EPFL-Backboene
ey 128.178.100.12

128.178.15.7

®128 .178.182.5

128.178.15.221

128.178.182.1

=
S

inside the LAN

128.178.100.3

128.178.18

|
"

J 128.178.71.1
—

128.178.71.34 | INF119
=

128.178.71.23 —

IC

128.178.79.

disun3.epfl.ch tﬂ

128.178.79.9

8 bits

2.3
| Any 2 LANs &
A - intersect at «

128.178.29.64

¥ arouter %
lrcmac4.epfl.ch S

-

w 178.71.22
Block of 0000 0000 (binary) -> O(decimal)

1111 1111 (binary) -> 255 (decimal)
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Two IP versions: IPv4 and IPv6

IPv4 addresses have:
* a length of 32 bits

 dotted decimal notation — one number in {0, 1,..., 254, 255} = 8 bits
- an EPFL (public) address: 128.178.156.23

|Pv6 addresses have:
* alength of 128 bits

* hexadecimal notation — one hexadecimal digit in {O,1,..., e,f} = 4 bits
- an EPFL (public) address: 2001:0620:0618:01a6:0a00:20ff:fe78:30f9

IPv4 and IPv6 are incompatible
- |Pv6 is another protocol (not IPv4 with a larger address space)
- devices that run IPv6 cannot parse |IPv4 packets and vice versa
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Apart from addresses, |P also uses subnet masks

» subnet <— a LAN, i.e. a set of devices:
- connected at the Data-link layer

- sharing the same |IP-address prefix, e.g.: 128.178.71.X

 The prefix is specified using a subnet mask 128.178.71.34 | INF119
(= sequence of bits, where 1s indicate fixed positions of the prefix)
- e.qg. for an EPFL IPv4 LAN, the subnet mask is 1
11111111 11111111 1111 1111 0000 0000 =
128.178 7123 | =
- The sequence of 1s is contiguous e SRLL —=
- The size (in bits) of the prefix is not always the same, e.g.:
ETHZ IPv4 LANs = 26 bits

EPFL IPve LANs = 64 bits

e Different notations for the subnet mask:

- dotted, decimal: e.g., address =128.178.71.34, mask = 255.255.255.0
- /7 (slash): e.g. 128.178.71.34/24

or 2001:620:618:1a6:0a00:20ff:fe78:30f9/64
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WiFi LAN

Base
station

Ethernet LAN

Data link layer delivers data from hop to hop

a.k.a. MAC (= Medium Access Control) layer

Responsible for:

* moving data from a node to its neighbor over a
shared medium/link (wired or wireless)

* managing the access to the physical link

« providing various services to the network layer
depending on the actual physical medium

Etherne
Switﬁh

Possible services:
- error detection and correction
- reliable delivery
- collision avoidance
- flow control

- link access and multiplexing
of the shared medium/link

30



Data link layer uses MAC addresses

« MAC address (=~ device’s serial no):
- 48 bits
- set by manufacturer
- unique, in principle
- no special structure

How things work?

e Sender puts destination MAC address in header
of the packet (called frame)

- Destination MAC Address is sent in cleartext,
no encryption (but data may be encrypted)

* All nodes connected via the same/shared
medium read all frames; keep only if destination
MAC address matches their own

* |f physical links are too long or too many, frames
are stored&forwarded (as in |IP) via switches

Frame

Dest Addr= 00:00:c0:3f:6¢c:a4

data

Shared medium (ethernet cabling, WiFi radio channel)

] g
o) o
o o
o o

A B

MAC address =
08:00:20:71:0d:d4

Router

MAC address =
00:00:c0:3f:6¢c:a4

31



Routers vs Switches
Router = =)

a network-layer system (or program) ‘]QQSF ;
that forwards packets based on /P Station

addresses |

Switch =

a data-link-layer system (or program)
that forwards frames based on MAC
addresses

LAN B
(Ethernet)

LAN A
(Wifi) Gateway

Router

e Routers interconnect different LANs/subnets at the network layer

e Switches interconnect devices of the same LAN at the data-link layer

» To send pkts outside our subnet, we send them to the LAN’s first-hop router (= the gateway)
» To send pkts within our subnet, we do not use any router, only switches
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Encapsulation: an onion view with headers and payloads

MAC header
(destination MAC address
+ other things)

MAC payload

MAC Frame

33



Encapsulation: an onion view with headers and payloads

1ter

Switch

MAC Frame

IP packet
\

MAC header
(destination MAC address
+ other things)

IP header
(IP destination address
+ other things)

IP payload
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Encapsulation: an onion view with headers and payloads

Switch

IP packet

TCP segment
F

MAC Frame

\

MAC header
(destination MAC address
+ other things)

IP header
(IP destination address
+ other things)

TCP header
(source, dest portnb + ...)

TCP payload

35



A frame
captured and
prettily
displayed

IF:
IP:
IF:
IF:
IF:
IP:
IP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:
TCP:

Packet 4 arrived at 19:03:32.40

Packet size = 60 bytes

0:0:c:2:78:36, Cisc

Saurce = 0:0:c0:b8:c2:8d, Western Digital
Ethertype = Qo {1IP)

Destination

{an]
oo

————— IP Header —-----

Version = 4
Header length = 20 bytes
Type of service = 0x00

XXX. .... = 0 (precedence)
.0 ... = normal delay
0... = normal throughput
.0.. = normal reliability

Tetal length = 44 hytes
Identification = 2948
Flags = 0x0

0., .... = may fragment
.00 ... = last fragment
Fragment cocffset = 0 bytes

Time to live = 64 seccondsihops
Protocol = & (TCP)

Header checksum = cec2 ,

Source address = 128.178.156.7, &

Destination address = 129.132.2% ezinfo.ethz.ch
No options s N 4
————— TCF Header ----—-

Scource port = 1268

Destination port = 23 (TELNET)

Sequence number = 25%1304273

Acknowledgement number = 0

Data offset = 24 bytes
Flags = 0x02

Names are mapped to
addresses by DNS servers—
present only in payload,
notin IP header

They are only shown here,
because of the software

that created this user-friendly
frame view.




Physical Layer transforms Bits and Bytes into signals

signal

» |Encoder Decoder| =——»> bits
Channel

bits

* Signals are electromagnetic or acoustic (under water)
* Technology-specific layer:

- various Ethernet physical layers, various WLAN 802.11 physical layers
- with various bit rates, measured in b/s, 1 kb/s = 1000 b/s, 1 Mb/s = 106 b/s, 1Gb/s=10° b/s
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Bit Rate vs Bandwidth—for us they will be the same, but...

Bit rate = number of bits that can be transmitted per sec inside a channel

Bandwidth = the width of the frequency range that can be used for transmission
over a channel

- The bandwidth limits the capacity (= max achievable bit rate) of a channel

- Information Theory computes the capacities of various channels:

- €.g. [Shannon-Hartley law], for a channel with bandwidth B (Hz) submitted to Gaussian
noise, the capacity in b/sis: C = Blog,(1 + SNR),
where: SNR= signal to noise ratio (ratio of power of emitted signal over power of noise);

- in practice, for a ADSL Line: B= 1 MHz, SNR = 45dB, C = 15 Mb/s
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Putting everything together:
Suppose the web server sends a file to Eliane’s smartphone

Switch

LAN B
(Ethernet)

39



Putting everything together

Eliane (Client)

Application

read(s1, dataBlock)

Transport (TCP)

Router

Switch

LAN B
(Ethernet)

‘ Web server

Application

send(s2, dataBlock)

Transport (TCP)

- ---




Terminology

r

i Eliane (Client)

Application
ead(s1, dataBlock)
Transport (TCP) MAC frame
Router

12

Application
send(s2, dataBlock)
TCP segment [Transport (TCP)
1 3]14]l5

Web server

41



We observe a
packet from Web
server to Eliane at 1.
What is true about
its headers?

A. The destination MAC
address is the MAC address
of the router

B. The destination IP address is
the IP address of the router

Both A and B
None

=Ne

~ Switch

..

B

-t

Router

LAN B
(Ethernet)

Go to web.speakup.info or E E

download speakup app

LAN A
(Wifi)

Join room
87072
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Solution

Answer A

The packet is sent by Web
server to Eliane;

e the MAC destination address
IS the router's MAC address
(MAC layer is local)

LAN A

¢ the |IP destination address is (Wifi)
Eliane’s device address
(network layer is global)

Router

LAN B
(Ethernet)
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Concepts that span more than one layer

important for the rest of the course and the labs...



Concept 1: Network delays

- Processing delay
Time required to examine a packet’s I[P header
and determine where to forward it

Intermediate
) Queueing delay Source (e.;orgiter) Destination
Time a packet needs to wait at a queue until it is o
transmitted into the outgoing link Tra”jg,’;s’on \\\ )
packets \ & Overall
.. packetSize Propagation \\ end-to-end
. Transmission delay = — delay \ delay*
bitRate \)
Time needed to push (i.e, transmit) all of the
packet’s bits into the outgoing link
) Propagation delay time | Pl | time | time

Time for a bit to propagate from the beginning of
the link to the other end, with the speed of light

*assuming no processing delays
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Propagation delay: in more detalil

Propagation between A and B = time for the head (or tail) of signal to travel from A to B

A — i | I — » time

~
to \I\\ _tlx\’\ I I I t;l\\\
~ ~

~ ~ ~
~ ~ ~
AN N ~
~ ~ £
B N N I N

Sy | Sh |

d distance . .
D=s,—t)y=—= (propagation delay for non acoustic channels)
c speedof light

In copper: ¢ = 2.3e+08 m/s; in glass optical fiber: ¢ = 2e+08 m/s;
Rule of thumb: 5 ps/km; around the globe = 200 msec
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Example: Time it takes to send one packet of 1kB=sooobits)

*assuming no queueing, no processing delays; say there is only one link...

Distance 20m 2 km 20 km 20000 km

Bit rate 1 Tb/s 10 Mb/s 10 Kb/s 1 Mb/s
Propagation delay 0.1us 0.01ms 0.1ms 100ms
Transmission delay 0.008us 0.8ms 800ms 8ms

Total* 0.108 ps 0.81ms 800.1ms 108ms

» Each time, the total delay may be dominated by a different type of delay
» We should be able to understand what the boftleneck is
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Pigeon outruns South African ADSL

11 September 2009 | 14:28

A South African information technology company
has proved it's faster for them to send data by
carrier pigeon than using the country's leading
internet provider.

A South African information technology company has
proved it's faster for them to transmit data by carrier
pigeon than to send it using Telkom, the country's
leading intemet senvice provider.,

Interet speed and connectivity in Africa's largest
economy are poor because of a bandwidth shortage.
It is also expensive.

An 11-month-old pigeon, Winston, took one hour and
eight minutes to fiy the 80 km (50 miles) from

a°

32

Winston the pigeon has easily outpaced South
Africa's leading broadband netw ork it moving data

(AAP)

Unlimited IT's offices near Pietermaritzburg to the coastal city of Durban with a data card strapped to its leg.

Including downloading, the transfer took two hours, six minutes and 57 seconds — the time it took for only
four percent of the data to be transferred using a Telkom line.
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Suppose that processing delays are insignificant,
why is packet switching more efficient than relaying the entire message as
first networks did?

A. It reduces buffer required in routers
B. It reduces the bit error rates

C. ltincreases the (information-theoretic) Router Router Router
capacity of the links -1 j j+1
D. The end-to-end overall delay is reduced Tfansfr/’/ssfon”"\ N\
e \\\
packets \ & Overall
Propagation \x end-to-end
E E O’e/ay \ de/ay*
\)
luI
E-j Distance
I ' time | | time | time

Go to web.speakup.info or
download speakup app

*assuming no processing delays

Join room
87072 49
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Solution

Entire message relay

Transmissio

Propagation

time

——

message

Distance

\

r time

Correct answers = A and D
* End-to-end delay is reduced
» Required buffer space at intermediate systems is reduced

* Bit error rate remains the same, but the probability that a packet is corrupted because of a bit
error is smaller than for an entire message (as a message is typically larger than a single packet).

» Capacity is not increased (see “Physical layer”).

N\

End-to-end '

delay

r time

VS

packetSize

Packet Switching

linkRate

Propagation{

packets

I

time

Distance

i

| time

End-to-end
delay

| time
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Concept 2: Throughput

# of useful data bits at destination

. Ihroughput =
time unit

e Same units as the bit rate: b/s, Kb/s, Mb/s

e Even if computed over a single link, it is not the same as the bit rate. Why?
- overhead: all protocols use some extra bytes to exchange metadata
- waiting times: a host at one end may wait a response from the other end before transmitting
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Example: The Stop & Go Protocol

e Simple protocol for repairing packet losses:

A sends packets to B; B returns an acknowledgement packet immediately to
confirm that B has received the packet;

A waits for acknowledgement before sending a new packet;
if no acknowledgement comes after a delay T;, then A “timeouts”and retransmits

time
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Throughput of the Stop & Go Protocol

L = packet size; b = channel bit rate; D = propagation delay; L’ = ack size
Assume: in each cycle, we transmit only one packet, no loss.

- In each cycle, L useful bits are transmitted. Overhead
- Throughput = = #bits transmitted, but not yet ack’ed.

T_|_ 2D + T’ B 1 @(ﬁ)b 2 > (Note: bandwidth is “mistakenly” used instead of bit rate)
L
packet P1 sent packet P1 acknowledged
T=Lhb | 2D T’=Ll/b time
A * — \ —
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Throughput of Stop & Go*

Data Center Modem Internet

Distance 20m 2 km 20 km 20000 km
Bit rate 1 Tb/s 10 Mb/s 10 Kb/s 1 Mb/s
Propagation delay 0.1us 0.01ms 0.1ms 100ms
Transmission delay 0.008pus 0.8ms 800ms 8ms
Total* 0.108 ps 0.81ms 800.1ms 108ms
BW-delay product 200Kb 200b 2b 200Kb

Throughput of Stop&Go* 3.8% 97.56% 99.98% 3.8%

* with packets of size 1kB = 8’000 bits,
* assuming no queueing, no processing delays, and negligible overhead

» We will see that TCP does better than Stop&Go using a smart mechanism (sliding window)
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