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First part: multiple choice questions

Question 1
Which of the following vulnerabilities does a stack canary protect against?

D Stack-based buffer overflow
D Heap-based buffer overflow
D Memory leak

D Arbitrary write

Question 2
In which order will a stack overflow overwrite data on the stack on x86 647 Important: assume that the
overflow in this case only overflows up to the start of the current stack frame.

[ ] Local variables, then stored base pointer, then stored return address
D Local variables, then stored return address, then stored base pointer
|:| Stored base pointer, then local variables, then stored return address

|:| Stored return address, then stored base pointer, then local variables

Question 3

You're testing a web application, remembering your COM-402 lecture you input administrator as the
username and the following password: ’> or 1=1 # and are logged in. What could explain your login
success?

D The web application does not check user passwords.
[ ] The administrator user has that password.

D The application has an SQL injection vulnerability.
D The application has an LDAP injection vulnerability.

Question 4

Which of the following measures can be used to prevent injection attacks?

D Escaping special characters

|:| Stripping special characters

D Separate code and data (such as in prepared SQL statements)
D Not using SQL

Question 5
Which of the following statements about Machine Learning Attacks is/are true?

D Model Stealing Attacks are often greybox attacks where the adversary knows the model architecture
but not parameter values.

D In Adversarial Examples, the perturbation made is generally undetectable by a human.
|:| Models are prone to Membership Inference Attacks because they often under-fit the learned data.

D In Membership Inference Attacks, the adversary may leak sensitive information in the training dataset.
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Question 6
Which of the following statements regarding access control is/are true?

D Access Control Lists (ACLs) store rules together with the object, and is an example of Mandatory
Access Control (MAC).

D In an office building, all offices have the same lock and key pairs. This is a good demonstration of the
Principle of Least Privilege.

D In Role-Based Access Control (RBAC), users assume roles, and rights are assigned to roles.

|:| Binaries with the setuid bit set are often good targets for Local Privilege Escalation (LPE).

Question 7

Which of the following statements regarding type systems of programming languages is/are true ?

D The C programming language employs a dynamic and weakly-typed type system.
D The Rust programming language employs a static and strict type system.

[ ] A common type safety violation in C is the use of unions, where the type is not checked and the union
value is interpreted in a wrong way.

D A programming language cannot have a static and inferred type system at the same time.

Question 8
Which of the following statements regarding memory management in programming languages is/are true ?

D A drawback of garbage collection is that the mark and sweep algorithm cannot handle cyclic references.

|:| One benefit of reference counting is that memory is immediately freed when refcount drops to zero, no
pauses.

D Ownership in Rust simplifies implementation of complex data structures like linked-lists and trees.

D One of the differences between smart pointers in C+-+ and ownership in Rust is that the former is an
option but the latter is strictly enforced by the compiler.

Question 9
You buy an Android phone from a major retail vendor which often "brands" their phone with custom features
(e.g., Huawei). Which component(s) of the phone might have closed source parts?

[ ] The kernel modules

D Pre-installed apps

[ ] System services (e.g., LocationManager)
D Hardware drivers

Question 10
What is/are (a) difference(s) between Android Intents and Binder?

|:| Binder are high-level messages using the low-level Intents communication between processes.
|:| Intents are high-level messages using the low-level Binder communication between processes.

D Binder allows for a client-server style of communication, while Intents are intended for higher-level
communication.

D There is a specific device file /dev/binder to interact with Binder services.
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Question 11
In Android, the /sdcard folder is special. Why?
D It is a privileged folder, and only the operating system and processes running as root can write there.

D It is used as a "public storage", where apps can share data between themselves.

D There is a specific permission in Android, "READ/WRITE EXTERNAL STORAGE", that gives
permission to read/write from/to /sdcard.

D It is automatically mounted when an SD card is inserted in the phone, and unmounted when the device

is removed.

Question 12
How does Project Treble modify the Android architecture to achieve its goals?

D By introducing a new programming language for Android development

|:| By creating an interface between the Android OS framework and vendor implementations
D By eliminating the need for hardware-specific drivers

|:| By moving all vendor-specific code to the kernel

|:| By forcing vendors to open-source key components of their drivers

Question 13

Assume a mobile messenger platform where you want to communicate in a secure and authenticated manner
with your peers. Under the assumption that the platform provider is an adversary in your threat model,
which of the following are Privacy Enhancing Technologies (PETS)?

D End-to-end-encryption (e.g., Signal, PGP)
[ ] Transport encryption (e.g., TLS)
D Pseudonymous communication

D Blind signatures

Question 14
Which of the following is/are true about proxies?

D Reverse proxies are set up in front of a server to protect the server.
[ ] (Forward) Proxies are set up in front of a client to protect the client.
D Proxies cannot inspect TLS traffic for applications that use certificate pinning.

D Proxies cannot inspect TLS traffic for arbitrary websites.

Question 15
Your company is setting up a new intrusion detection system (IDS). Your boss asks you for your opinion on
this topic. Which of the following statements is/are true?

|:| As anomaly-based IDSes have low false positive rates, this allows employees to quickly triage alerts.

D If an IDS is deployed without an intrusion prevention system (IPS), an attacker might be able to
exploit the system before the vulnerability is patched manually.

|:| A signature-based IDS can only detect already known attack patterns and would therefore be “blind”
to O-day attacks.

|:| Combining anomaly-based and signature-based IDSs by design gets rid of any false negatives, as their
blind spots are disjoint.
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Question 16
On your system, you have the following IP routes set up (wireguard is a wireguard VPN interface):

default via 128.178.122.1 dev ethO proto dhcp src 128.178.122.55 metric 1004
10.6.0.0/24 dev wireguard scope link
128.178.122.0/24 dev eth0 proto dhcp scope link src 128.178.122.55 metric 1004

Which of the following statements is/are true?

D An external server sees only the IP you use in the VPN; i.e., from the 10.6.0.0/24 subnet.
D The VPN server is able to link your 128.178.122.68 public IP to your IP in the VPN.
|:| If you try to access a server with the IP 10.2.0.3, your traffic will flow over the ethernet interface eth0.

D If you try to access a server with the IP 10.6.0.122, your traffic will be encapsulated in the VPN before
being sent over the ethernet interface.

Question 17
Which of the following statements about Privacy Enhancing Technologies is/are true?

|:| A dataset that is 3-anonymous is more private than one that is 4-anonymous.
D A dataset that is [-diverse is immune to homogeneity attacks.

D If an individual cannot be distinguished from at least £ — 1 other individuals in a dataset, then this
dataset is k-anonymous.

D An adversary with sufficient prior knowledge can still attack datasets that are k-anonymous, [-diverse
and t-close.

D Adding more noise (using wider Laplacian distribution) will achieve e-differential privacy for a smaller

€ but will decrease the utility of the data.

Question 18
Which of the following statements about access control in databases is/are correct?

D In discretionary access control, we grant access to roles, then grant roles to users.
|:| Using HTTP is a way of achieving access control at the network layer.
|:| SQL injection is a violation of application level access control.

D We should achieve defense in depth across all layers of the database.

Question 19
Transparent data encryption (data encryption at rest) protects data against adversaries at what layer(s)?

D Hardware
[]os

|:| Database
D Network

D Application

Question 20

Which of the following factors could cause a rainbow table to crack more passwords?
D More columns
D More rows

D Reduction functions with fewer collisions

|:| Hash function with fewer collisions
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Question 21
Which of the following statements about password storage is/are correct?

D Using salt in hash functions makes rainbow table attacks useless.

D Using memory hard functions makes password storage more secure by increasing the computational
and memory costs of hashing.

|:| Yescrypt, Scrypt, and U2F are typical memory hard functions.
D The salt is stored with the hash value in the database.

Question 22
Which shared micro-architectural component(s) is/are exploited in the Spectre attack?

D Branch predictor

D Turboboost in hyperthreading

[ ] EFLAGS (Instruction flag registers)
D Shared program counter

Question 23
Which property(ies) does Intel SGX provide in the broadest sense?

|:| Local attestation

D Remote attestation, e.g., if using an enclave provided by Intel
|:| Data sealing

|:| Isolation from hypervisor

Question 24
What is the correct definition of gray-box attacks in machine learning?

|:| Model architecture unknown, parameters are known
D Model architecture known, parameters are known
D Model architecture unknown, parameters are unknown

|:| Model architecture known, parameters are unknown

Question 25

How many queries are required at least to extract the weights from the model f(x1,29,23) = 0.1 X 21 +
12.1 X 29+ 0.22 x 23+ 0.787 (Assume you don’t have a direct access to weights, however you can query the
model with arbitrary z1, x2, x3.)

[]2
[]3
[]4
[]5
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Question 26
Consider the Output Feedback (OFB) mode of encryption, an alternative to ECB and CBC, where (i > 1):

C; =P, @& Ex(l;—1)

such that P; is the ¢-th plaintext we want to encrypt, C; is the corresponding -th ciphertext, Fx is a block
cipher encryption (using key K), and

;. j=0
! Ek(I;j—1), otherwise

D A bitflip in one of the ciphertexts will result in one bitflip in the decrypted plaintext.

D A Dbitflip in the Initialisation Vector (IV) will result in a single bitflip in only the first decrypted
ciphertext (Ch).

|:| A bitflip in C; will impact at least one of C;_; or Cj41.
|:| To decrypt, we can precompute many I;s, and then simply perform a XOR operation for each ciphertext

we receive.

Question 27
Which of the following statements about basic cryptographic schemes is/are true?

D In One Time Pad, you can replace the binary XOR (@) operation with an integer addition (+) and
achieve the same level of secrecy.

D The standard version of Diffie-Hellman is vulnerable to MITM attacks.
|:| Using a server-side computed HMAC guarantees the integrity of data sent by the server.

D When communicating using a protocol which achieves Perfect Forward Secrecy (PFS), PFS ensures
that any secret key used by the protocol can never be leaked.

Question 28
Which statement(s) about dynamic testing is/are true?

|:| Fuzzing is not impacted by state explosion.
|:| Concolic Execution is always used together with fuzzing for constraint solving.
D Fuzzing can only detect Memory Safety vulnerabilities.

|:| Concolic Execution does not produce false positives.

Question 29

After taking COM-402, you want to hunt real-world vulnerabilities to earn some bug bounty money from
Google. You start looking at an open-source image parsing library, which is used in the rendering engine in
Chrome. To effectively fuzz the library, which of the following statements is/are correct?

D Preparing a good initial corpus improves fuzzing startup.
D If you compile the target with ASan, every Spatial Memory Violation during fuzzing will be caught.
|:| Rewriting the library in Rust will eliminate all vulnerabilities.

D Testing the library from Chrome is slow, therefore writing a harness that call the image parsing APIs
directly enhances the testing efficiency.
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Question 30
Which statement(s) about static analysis is/are true?

D Model Checking can find all bugs in the code if it scales.
D Symbolic Execution can theoretically explore all branches in the code.
|:| Compiler errors/warnings serve as a static analyzer.

D Concolic Execution does not miss any bugs if it scales.

Question 31
Which statement(s) is/are true when you use fuzzing to test the V8 engine (an open-source JavaScript engine
implemented in C++ generally running in a sandbox)?

|:| Type confusion in V8 can be exploited as it may further lead to memory corruption.

D Due to the sandbox, (memory corruption) crashes found by V8 fuzzing are just functionality bugs but
not vulnerabilities.

D Compared to mutation-based input generation, grammar-based input generation works better in V8
fuzzing.

|:| We could use manual written debug asserts as an alternative for sanitizers in V8 Fuzzing.

Question 32
Consider the following database and roles policy for a company:

CREATE TABLE users (
id int,
username varchar (255),
hash binary (32),

)

CREATE TABLE info (
id int,
name varchar (255),
salary int,

)

CREATE ROLE boss;
CREATE ROLE employee;

GRANT SELECT (id, name, salary) ON company.info TO boss;
GRANT UPDATE (salary) ON company.info TO boss;

GRANT SELECT (id, username, hash) ON company.users TO employee;
GRANT SELECT (id, name, salary) ON company.info TO employee;
GRANT UPDATE (name) ON company.info TO employee;

Assume that there is an online platform where employees can login with their username and password to
change their name, and that the following query is used to login:

SELECT (id, username, hash) FROM users
WHERE username == "$provided_username"
AND hash == "$computed_hash"

Assume that password is hashed, and result stored in computed_hash, while provided_username is copied
verbatim. Finally, assume that the app connects to the DB via a user with role employee.
Which of the following statements is/are true?

D The online platform is vulnerable to SQL injection.
|:| A malicious employee can change the name of any employee.
D A malicious employee can change the salary of any employee.

D A malicious employee can change the password of any employee.
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Question 33

Assume that you are provided with a program written in Rust that was backdoored, with a primitive that
allows an attacker to decrement the reference counter of any variable whose contents are allocated on the
heap. Which of the following statements is/are true?

|:| Because of garbage collection, this primitive cannot lead to a security vulnerability.
D Temporal memory safety may not be guaranteed, as a result of this primitive.

D This primitive may lead to a user-after-free vulnerability.

D This primitive may lead to a double-free vulnerability.

Question 34
Suppose you are provided with the following program, compiled as an x86 64bit elf executable:

#include <stdlib.h>
#include <stdio.h>
int main() {
char buf [256];
int idx = 0;
scanf ("%d" ,&idx) ;
gets (buf+idx) ;
return O0;
}

Which of the following mitigations may prevent an attacker interacting with the program from achieving
arbitrary code execution (assuming no code reuse)?

D Stack canaries

[ ] DEP

[ ] ASLR

D None of the other answers
Question 35
Which of the following security vulnerabilities can never lead to a violation of memory safety?

|:| Double free

D Use-after-free

|:| Stack buffer overflows

D Type confusion

[ ] None of the other answers
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Second part: open-ended questions

Answer in the empty space below each question. Your answer should be carefully justified, and all the steps
of your argument should be discussed in details. Leave the check-boxes empty, they are used for the grading.

Question 36: This question is worth 7 points.

[ oLl Ll Js L Jal Ja Jo [ Jr

While Android apps are mainly written in Java, developers often include "native" libraries written in C/C++

(and other languages) in APKs.

(a) Give one advantage and one disadvantage of using native libraries in an Android app. (3 points)

(b) Are there any security risks when running native libraries? If yes, explain one way native library’s
safety could be improved. (4 points)
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Question 37: This question is worth 13 points.

[ Jol Bl Jel Jo [ Ja [ Js [ o
[ JeL_JsL o Juo[ Jual Jual Jus

The following x86 64-bit program is running on your server in a loop (it will restart a few seconds after
crashing) and is accessible over the internet. You have purposefully disabled ASLR and compiled without a
stack canary. Also, frame pointers are enabled. You’d like to see if someone is able to exploit your program.

void win(){
system("/bin/sh");
¥
int main(){
char buf[16];
puts("your input is written into a 16 byte buffer with gets :)");
printf ("address of win function %p\n", &win);
gets (buf) ;
return O;
}

Connecting to the program on your server yourself gives you the following output:

address of win function 0x56453237

After a few days you capture two TCP connections to your program. Below is the data that was sent to
your server:

Connection 1:

ABCDEFGHABCDEFGH\x37)\x32\x45\x56\x00\x00\x00\x00

Connection 2:

ABCDEFGHABCDEFGHABCDEFGH\ xf f\x12\x45\x56\x00\x00\x00\x00

(a) For each received connection (C1 and C2) explain if the received data would have exploited the buffer
overflow and executed the win function to get code execution. Justify why or why not. (6 points)

(b) Will enabling ASLR make it harder for people to exploit your program, why or why not? (4 points)

(c) Will recompiling the program with stack canaries make it harder for people to exploit your program,
why or why not? (3 points)
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Question 38: This question is worth 9 points.
Lo Ll Ll Cs s s Cs e [ Js [ s

You are building a rainbow table to crack some passwords. The passwords consist of 6-10 uppercase and
lowercase letters and digits. The hash function is SHA-256.

Consider the following functions, which take a hexadecimal hash value string as input and output a password
string. Are they appropriate as reduction functions? Justify your answers.

def reduction 1 (hash value):
return hex(int (hash value, 16) % 10000000)

dictionary = ["analyze", "business", "customer", "developer",
"example", "feature", "grammar", "history", "industry", "justice"]
def reduction 2 (hash value):

index = int (hash value[:2], 16) % len(dictionary)

return dictionary [index|

import random, time

def reduction 3 (hash value):
random . seed (time. time ())
offset = random.randint (0, len(hash value) — 6)
return hash value|[offset:offset + 6]
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Question 39: This question is worth 10 points.

[l Ll Ll L Ll Ll [le L Ie L Lo [ Juo

As a new employee of the CHUV technology department, you are tasked with figuring out a way to sanitize a
medical dataset, so that it could be shared with researchers who may want to study the correlation between
different diseases and sex/age. Based on this information, answer the questions below:

(a) As a first attempt, you removed the patients’ names and anonymized their ages, but your supervisor
told you that sensitive data (i.e., the diagnosis) can still be leaked from this dataset. Can you identify
two ways that this could happen and explain why and how. (4 points)

H Age Sex City Diagnosis H

< 30 Male Lausanne Viral infection
< 30 Male Lausanne Heart disease

< 30 Male Lausanne Cancer

3% Female Lausanne Viral infection

3%  Female Prilly Cancer

3% Female Lausanne Viral infection
3%  Female Prilly Cancer

(b) What privacy enhancing methods would you try next to avoid the attack(s) above? Explain how the
method works. (3 points)

(¢) The hospital wants to also establish a secure channel where it can share medical data securely with
the patients. Explain why using plain Diffie-Hellman key exchange to establish such a secure channel
may not be a good idea. (3 points)
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Question 40: This question is worth 10 points.

[l Ll Ll L Ll Ll [le L Ie L Lo [ Juo

You are a kernel engineer in a next-generation secure operating system (SecOS) that specifically leverages
Intel SGX. SecOS provides security isolation (memory and execution) for its applications, and these appli-
cations are called SecureApps. Based on this information, answer the following questions:

(a) While adding a measurement to the PCR registers in TPM, you get an error stating that you cannot
insert measurement into index 0 because it was previously written by UEFI. What property of PCR
registers is preventing you from overwriting existing register values? (3 points)

(b) You provide a SecureVideoApp for SecOS. You would like to prevent users from copying videos through
a DRM (digital rights management) mechanism in the enclave. Before fetching encoded videos from
the server you would also like to check the integrity of the other SecureApps in the SecOS. Which
property of Intel SGX will provide this functionality and why? (3 points)

(¢) You also provide a SecureMLApp (machine learning) for SecOS. Your machine learning includes a
linear regression model of which the weights are intellectual property.
(a) What security properties does the secure enclave provide to the SecureMLApp? (2 points)

(b) Is the memory enclave enough to protect the weights? If not, explain and describe how you can
prevent attacks. (2 points)
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Question 41: This question is worth 12 points.

N P 5 S S I R

WebGPU is a security-critical component in web browsers that enables web applications to access the GPU
for, e.g., 3D rendering and games. The workflow of WebGPU is:

1) HTML page calls JavaScript APIs exposed by WebGPU

)

2) WebGPU translate the JS call to WebGPU shader Language (WGSL) source code

3) WGSL is translated to the platform-specific shader language (e.g., HLSL in Windows)
)

4) Platform-specific shader languages will be compiled and run by the OS graphic runtimes (e.g. DirectX)
You're a bug hunter trying to find vulnerabilities in a 3 MLoC open-source WebGPU implementation.
(a) What kind of technique will you choose to find bugs? Specify the reason for your choice. (4 points)

(b) You realize that WGSL compiler (step 3) is an overlooked area and you assume there are more low-
hanging fruits. You want to build a dynamic testing tool to test it. Please name and explain one
challenge you might have when writing the testing tools/pipelines. (4 points)

(c) Based on the dynamic tool you build in b), you now want to find miscompilations (i.e., the compiler
generates invalid bytecode which may cause Illegal Instruction Errors on the GPU but does not crash
the compiler itself). Extend your tool that can catch this kind of bugs. (4 points)
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Question 42: This question is worth 14 points.

[ Jol Bl L Js [ Ja [ Js [ 1o [Jr
[ JsL Jol Jio[ Jus[ Jua[ Jis[ s

You get hired as a consultant to audit ACME Corp.’s network setup. The company has two sites, Alpha
and Beta. Site Alpha hosts the company’s internet-facing web servers in a DMZ. Site Beta hosts only
internal services such as developer machines, payroll systems, etc. Crucially, the single database holding all
company data (e.g., employee credentials and salary information) and product information is hosted inside
site Beta’s network. To display product information stored in the database on the website, site Alpha’s DMZ
is connected to site Beta’s network via a VPN gateway.

PR e e
(] ---. a— e i = =
o - .- -. W@er .--. .-- Database -
a server @3
Internal network DMZ T Internal network
Site Alpha Site Beta

(a) Name two different potential problems with this configuration and propose a fix for each of those issues.
(6 points)

(b) While auditing the system, you realize with horror that the “database” is in fact just a huge JSON file
containing all the information (including user passwords) in cleartext and stored on an unencrypted
hard disk. After already considering your fixes to the network structure from above, name two potential
adversaries that could steal employee credentials, explain how they could do so, and propose a fix that
would mitigate these adversaries’ attacks. (8 points)
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