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Solution 1 RSA with a counter
1. Confidentiality from RSA and Integrity from format(m).

2. Alice sends m:

a=2% mod (Ng) =

repeat

b=y> mod (Np)

(a) a = (format(m) - 232 +i)® mod Np
b = (format(m) - 232 + i 4+ 1) mod Np
Thusy =z +1
(b)
Boa=2 -1 = z-2)Ptta®)=(z—1z)-6 (1)

(z+1)P3 —b=(+1>—(2+1)? = 2+32+32+1—(2® +322 + 32+ 1)

= (B - +3:2 -2 +3(z—1)
(z—2) [(2* + 2z + 2%) + 3(2 + ) + 3]
(z—xz)-v (2)

(c) As «y is prime with 6, z — x is the ged of 2® — a and (2 + 1)3 — b in this ring.
(d) Compute ged(z® — a, (2 +1)3 —b) and obtain (z — ). Then deduce .

[(z41)2=b]—[2>—a] = 3224+324+1—-b+a

1 =z 2z (2—a+0) (1-2a—-0)
Z_Zy. 13 —b T R =
(33 [+ =0+ (5 +3) [ —d 52t 3

_ 2-a+b[ 1-2-)

- 3 T 2—a+b

2—a+b
— %.(z_m)
(3)
=z = Fh

3. No, the order of the polynoms is to big.

Solution 2 Quadratic Residues

1. We find the QR’s of Z3; using Table 1 which contains the square of all elements in Z3;.
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Table 1: Squares in Z3s

12=1 22 =4 32=9 4? =16
62=1 82 =29 92 =11 112 = 16
122 =4 132 =29 162 =11 172 =9
182 =9 192 =11 222 =29 232 =4
242 = 16 262 =11 272 =29 292 =1
312 =16 322=9 332 =4 342 =1

Hence, by looking at the values of Table 1, we obtain the set QRg5 of all QR’s modulo 35
QR3s = {1,4,9,11,16, 29}
Then, the set QNR35 of the non-quadratic residues is
QNRg; = {2,3,6,8,12,13,17,18,19, 22, 23, 24, 26, 27, 31, 32, 33, 34}

We observe that every QR has four square roots.

. By definition, the “CRT-transform” of an element a € Z? with respect to pi,...,p is (a mod

P1,...,a mod pg). We have to show that
a € QR,, <= amodp; € QR for 1 <i<k.

By definition, there exists an x € ZZ such that @ = 22 mod n. Then, @ mod p; = 22 mod p; is
trivially a QR in Z,, for any 1 < i < k. Conversely, one can write by assumption the “CRT-

transform” of the element a as (x%, x%, . ,:cz) €Z, x---x12Zy . Since the “CRT-transform” is
a ring isomorphism, we deduce that a is the square of an element z having (x1,...,zx) as image

under the “CRT-transform”. Hence, a = 22 mod n is in QR,,.

. From the previous question, we know that a quadratic residue a € Z; has an image of the form

(22, 22,... ,x%) under the “CRT-transform”. Since Z,, is a field, 2? has exactly 2 square roots
in Z,, for 1 <¢ < k, namely +x;. Therefore, we have 2k square roots in total since we have two

square roots for each “CRT-component”.

. By definition of a subgroup, it suffices to show that ab~! € QR,, whenever a,b € QR,,. There exist

two elements x,y € Z} satisfying a = 22 and b = y2. From this, we have ab~! = 22 - (y?)7! =

(ry~1)2%, which concludes the proof.

As every element of QR,, has 2¥ square roots, the order of QR,, is equal to ¢(n)/2F.

. Let a,b € Z}, with a € QR,, and b € QNR,,. From Question 2, we know that there exists an

n’

integer 1 < 7 < k such that b; = b mod p; is in QNRpj. Hence,

pj—1

b"2 #1 (mod pj).

As

pj—1

a2 =1 (mod pj),

we have -
(ab)"7~ #1 (mod p;),

which means that ab is not a QR modulo n.

. Consider the elements 2,3 € QNR3z5. The element 6 = 2 - 3 mod 35 lies in QNR35. In the

contrary, if we take 2,18 € QNRg;5, we observe that 2-18 =1 (mod 35).



Solution 3 Modulo 101 Computation

Through all this exercise, we will let p = 101.
1. Show that p is a prime number.
p is not divisible by any prime less than /p: 2, 3, 5, 7.
2. What is the order of Zy;?
Since p is prime, #Z; = p(p) =p — 1.
3. If o = 37 1 ;107 with 0 < d; < 10 for all 4, show that

z=Y (—1)(dy +10dg;i+1) (mod 101)

~
—_

-
I
o

Deduce an algorithm to compute x mod 101 easily.

We have = 3770 (da; + 10da;11)100% Since 100 = —1 (mod 101) we obtain the result. To
reduce modulo 101, we simply take the decimal expansion, group digits by pair and apply the
above formula iteratively until the result is less than 100 in absolute value. Then, if negative we
add 101 and we are done.

4. Show that every element of Z; has a unique 7th root and give an explicit formula to compute it
(recall that p = 101).
Application: Find the 7th root of 2 in Zj.

7 is invertible modulo p — 1. Its inverse is 43 since 7 x 43 = 301 which is 1 modulo 100. So, the
unique 7th root of z is *3 mod p.

243

We compute mod 101 using the square and multiply algorithm. We have

943 21+2.(1+22-(1+22))

92 % 41+22-(1+22)

2 x 4 x 54112

2 x 4 x 54 x (—13)?
2 x4 x 54 x 68

86

We can check that 867 = 2.

5. Given g € Z, we let y = ¢'% mod p. Using 3 multiplications modulo p and 2 tests, give an
algorithm with input y to decide whether g is a generator or not (recall that p = 101).
Application: show that 2 is a generator.

Since p—1 = 22 x 52, g is a generator iffng_l mod p # 1 and ng_l mod p # 1. We have ng_l =y
-1

and ng = 42. So, we compute a = 32, b = a?, ¢ = yb and we check that a # 1 and ¢ # 1.
For g = 2, we compute

910 22.(1+22)
41+22
4 x 4%
4 x 162
4 x 54

= 14

so y = 14. We now compute a = 95, b = 36, and ¢ = 100. Since neither a nor cis 1, 2 is a
generator.



6.

10.

11.

Under which condition is z a quadratic residue in Z,?

p—1

It is equivalent to x 2 mod p = 1.

Show that 5 is a quadratic residue in Zj.

We have

550 52~(1+23><(1+2))

251+23x(1+2)

= 925 x 252 x(1+2)
= 25 x 192°x(142)
= 25 x 582x(1+2)
= 25 x 3112

= 25 x 31 x 312
= 25x 31 x 52
= 1

so 5 is a quadratic residue.

Show that 10 is a 4th root of 1 in Zz*)'
We have 102 = 100 = —1 so 104 = 1.

Show that for all y € Z;, we have that y%l is 10 for some k € {0,1,2,3}.
Since Z,, is a field, there are no more than 4 4th roots of 1 and these are all powers of 10: 1, 10,

p—1

4 _
100, and 91. Since ( T) =y l=1in Z,, then ypTl must be one of these 4th roots of 1.

p+3 . k
Show that y ¢ can be written y x 107,

Wehaveyp%s:yXyprl:yxlok.

Deduce that if = is a quadratic residue then either 2" or 102”3 isa square root of x. Provide
an algorithm to extract square roots in Z.

p+3 p+3

Ifz=y?thenz s =y 1 =y x 10" so its square is x x (—1)*. If k is even then this is a square
root of x. If not, we multiply it by 10 and the power of 10 becomes even.

To compute square roots of quadratic residues, we just raise to the power % = 13 and we

multiply by 10 if it is not a square root.
Find a square root of 5.
We have

513 — 51+22x(1+2)
5 x 522><(1+2)
5 5 252x(1+2)
5x 19112
5% 19 x 19°

5 x 19 x 58
56

which is a square root of 5.
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