Computer Security (COM-301)

Adversarial thinking and threat modelling
Live exercise solving




STRIDE analysis

After the release of the COVID-19 vaccine, life is back to normal. The EPFL bar, Satellite, is
re-opening. In order to celebrate this event, Satellite decides to have a special offer where
if a student buys a beer, they get an additional free beer. If a professor buys a beer, they
also get a free beer. There is an extra condition that this offer is only valid up to a purchase
of three beers for professors. Students do not have a limit on this oxfer; they can purchase
as many beers as they want and they get a free beer for every purchase.

When a customer orders a beer at the bar, the bartender first checks their CAMIPRO for
their status (student/professor). The bartender updates a logbook with the customer's ID,
status, and the number of beers that they have purchased. If they are eligible for free
beer, they provide the free beer along with the purchase.

Perform a STRIDE analysis of this scenario. Write three possible threats (three letters of
STRIDE). For each threat, describe what can go wrong and suggest a possible
countermeasure to it.

One possible response (this question has infinite correct answers)

S (Spoofing):

-A professor steals another professor's CAMIPRO to get more free beers when their
own limit has been hit. Possible countermeasure: Bartender also checks the photo on
the card.

T (Tampering): A professor "accidentally" knocks their beer (or someone’s beer)
over, completely soaking the last page where they had been recently recorded.The
ink runs, the page is illegible. The data is now tampered with, they might be able to
get free beers.

Possible countermeasure: Would Bartender using an alternative logging mechanism,
such as a password protected spreadsheet be safer? Write a software to
automatically track everything from the card tapping.

R (Repudiation): A professor can deny that they have exceeded the limit for free
beer validity and claim that the bartender lied in the logbook. Possible
countermeasure: The bartender gets the customer's signature for every entry.

I (Information disclosure): A student observes in the logbook that a particular
professor purchased a lot of beer, and concludes that they can bribe this beer-loving
professor with beer to get better grades (lol).

Possible countermeasure: Write a software to automatically track everything from




the card tapping?

A student a particular professor get denied a free beer, and concludes that they can

bribe this beer-loving professor with beer to get better grades (lol).

Possible countermeasure:

D (Denial of service): A student orders a lot of beers, and due to the time it takes to

write to the log and read the log, it significantly slow down the serving, queue build

up because the full bar drinks faster than the logbook can be updated. Mitigation: Do
not log the students! And only log the professor the first 3 times.

E (Elevation of privilege):

- A professor steals their student's CAMIPRO to get free beers without a limit on
their purchase. Possible countermeasure: Bartender also checks the photo on the
card.

- A professor bribes a student to get a free beer for them.



Backdooring encryption
no s

EU encryption ban follows the
terrorist attack

In the EU Council of Ministers, a resolution
was made ready within five days, obliging
platform operators such as WhatsApp,
Signal and Co to create master keys for
monitoring E2E-encrypted chats and
messages.

From Erich Moechel

The terrorist attack in Vienna is used in the
EU Council of Ministers to enforce a ban on
secure encryption for services such as
WhatsApp, Signal and many others in the fast-
boiling process. This emerges from an
internal document dated November 6th from
the German Presidency to the delegations of
the member states in the Council, which Would this be secure?
ORF.at has received.

How can this system be exploited by an adversary?

First step: Define security policy. Can do this from different standpoints: What
security properties does the user, the EU Council members, the secret service, etc.
want to see?

Example 1: A WhatsApp user considers the messaging service to be secure if no one
else other than the intended recipient of the message can read the message (user's
communications are the main assets in the system). The main security property the
user is concerned with is the confidentiality (and integrity) of communications.

Second step: Adversarial model in relation to the defined security policy. Important
that they learn to do threat modelling specific to their security definition.

Example 1: The proposed design (backdooring encryption) is not secure with respect
to the security properties. An adversary within a European law enforcement agency
has, by design, access to a user's communications. The confidentiality of users'
messages is breached.

(more details on the problems of backdooring encryption:
https://mitpress.mit.edu/blog/keys-under-doormats-security-report )
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