
Computer Security (COM-301)

Adversarial thinking and threat modelling
Live exercise solving



STRIDE analysis

After the release of the COVID-19 vaccine, life is back to normal. The EPFL bar, Satellite, is 
re-opening. In order to celebrate this event, Satellite decides to have a special offer where 
if a student buys a beer, they get an additional free beer. If a professor buys a beer, they 
also get a free beer. There is an extra condition that this offer is only valid up to a purchase 
of three beers for professors. Students do not have a limit on this offer; they can purchase 
as many beers as they want and they get a free beer for every purchase.

When a customer orders a beer at the bar, the bartender first checks their CAMIPRO for 
their status (student/professor). The bartender updates a logbook with the customer's ID, 
status, and the number of beers that they have purchased. If they are eligible for free 
beer, they provide the free beer along with the purchase.

Perform a STRIDE analysis of this scenario. Write three possible threats (three letters of 
STRIDE). For each threat, describe what can go wrong and suggest a possible 
countermeasure to it.



Backdooring  encryption

Would this be secure?

How can this system be exploited by an adversary?
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