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About the Instructor



Course Logistics

Time and Location: Thursdays 8:15-10am, BC03 and on Zoom


Course Webpage: Moodle


Course Format: Based on paper reading and presentation during lecture


Grading: The final grade will be based 20% on course participation and 80% on 
the final project


Enrolment: Current enrolment on ISAcademia is low  :( 
We will decide on Monday/Tuesday, October 4/5 wether to go on with the 
course



Paper Reading

• There will be 1-2 papers assigned each lecture


• We will discuss the papers during lecture


• You will get more from the course if you read the 
papers


• You are not expected to read papers labeled as 
“Further Reading”


• Final project assignments includes extension of 
existing results, implementation tasks, critical 
summary of a paper, etc. 


• You may use a paper from the provided reading 
list or suggest their own paper. 


• You should communicate your final project topic 
to the instructor a month before the final due date 

Format



Paper Reading

• As you read each paper, consider:


• What is the “broad strokes” problem to be 
addressed?


• Why is it important?


• How does the paper advance the state-of-the-art?


• What is the history and the previous state-of-the-art?


• What is the main result?


• What are the main technical tools/ideas/insights?


• What is the impact (for older papers)? What is 
possible future work (for newer papers)? 


• It is OK to not understand everything in the paper


• These are deep and technical works

Format





ABOUT THE COURSE



Overview
Fall 2020

Computational security: relies on computational infeasibility of breaking the 
system. 


Unconditional (information-theoretic) security: relies on theoretical 
impossibility of breaking the system (even given a computationally unbounded 
adversary).


This course: compare and contrast the two notions of security, look at methods 
that have information-theoretic guarantees. 



Topics
Fall 2020

Secret Communication Problem: Perfect Secrecy vs Computational approach 
(one-way functions, secret key agreement, semantic security)


Secret Key Generation Problem: Randomness extraction, privacy 
amplification, secret key capacity 

Differential Privacy: Definition, motivation, properties, information-theoretic 
perspective 

Emerging Trends: Other measures of leakage, Maximal leakage, Perfect 
privacy/secrecy by design



Overview
Fall 2021

Information Measures: How do we model information mathematically? How do 
we measure information?


Example: Communication Information measures arise as answers to specific 
engineering questions.


Example: Privacy Information measures are postulated from first principles and 
used to measure privacy loss.


Course Takeaway: The ‘best’ way to measure information often depends on 
application.



Topics
Fall 2021

Information theory: entropy, mutual information, and relative entropy; their 
extensions to Renyi entropy, Renyi divergence, alpha-mutual information; 
various notions of common information; 


Differential Privacy: definition, motivation, extensions, properties, information-
theoretic perspective 

Maximal Leakage: definition, motivation, extensions, properties


Other Topics: secrecy by design, location privacy, fairness, etc.



COURSE CONTENT



Single Information Source
How much information is there?

“To be or not 
to be?”

Book



Single Information Source
How much information is there?

???
Satellite 
 Signal



Single Information Source
How much information is there?

E = MC^2

Scientific 
Measurements



Single Information Source
How much information is there?

Medical Data



Single Information Source
How much information is there?

#H*kehtfw20e;sp0s0gsl

Random Noise



Single Information Source
How much information is there?

• Use tools from probability theory and statistics to model information


• A ‘source of information’ is a random variable


• The ‘amount’ of information measured depends…

E = MC^2

“To be or not 
to be?”

#H*kehtfw20e;sp0s0gsl



Example: Lossless Data Compression

• Q: What is the smallest number 
of bits we need to represent the 
source?


• A: There is a fundamental lower 
bound called “entropy” (or 
Shannon entropy) 


• Many practical algorithms exist 
that come very close to 
achieving this lower bound

Single Information Source

Message 
Source

Compressor

Decompressor

X
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Example: Randomness Extraction

• Q: What is the largest number of 
uniform bits we could get out of 
this information source?


• A: There is a fundamental upper 
bound called “min-entropy” 


• Note: Min-entropy is a special 
case of Réniy entropy

Single Information Source
#H*kehtfw20e;sp0s0gsl

Information 
Source

Extractor

X
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Two Information Sources

???

… Satellite 
 Signal

Noisy 
 Signal

How much relevant information is there in a related observation?



Two Information Sources
How much relevant information is there in a related observation?

Computer 
System

Side 
Channel



Two Information Sources
How much relevant information is there in a related observation?

Medical Data Data Statistics



Example: Data Transmission

• Q: What is the largest number of 
messages we could reliably 
transmit through this 
communication channel


• A: The rate of transmission is the 
maximal mutual information 
across the channel


• Practical error correcting codes 
(e.g. LDPC, Polar codes) that 
achieve this

Two Information Sources

Communication 
Channel

X
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Example: Side-Channel Leakage

• Q: How do we measure how 
much information is leaked by a 
side channel?


• A: Measure how much better the 
adversary can compute 
functions of data


• This is the approach taken by 
maximal leakage

Two Information Sources

Side-Channel

X
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Example: Database Privacy

• Q: How do we measure how 
much privacy is compromised 
(e.g. private information leaked) 
in a database query?


• A: Measure how much individual 
record changes the result of the 
query


• This is the approach taken by 
differential privacy 

Two Information Sources

Privacy-Preserving 
Mapping
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Common Information

• There are many other perfectly 
reasonable ways to define the notion 
of ‘relevant’ information between two 
sources


• Example: Gács-Körner-Witsenhausen 
common information


• Example: Wyner common information

Two Information Sources
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J(X;Y ) = inf
W : X�W�Y

I(X,Y ;W )

<latexit sha1_base64="b7mHxpWt44XSpJa9qrmYVp3F5no=">AAACGnicbZBNS8MwGMfT+TbnW9Wjl+AQustoh6ggwtDLwMsEt26spaRZtoWlaUlSYZR9Di9+FS8eFPEmXvw2Zi8H3fxD4Mf/eZ4kzz9MGJXKtr+N3Mrq2vpGfrOwtb2zu2fuHzRlnApMGjhmsWiFSBJGOWkoqhhpJYKgKGTEDYc3k7r7QISkMb9Xo4T4Eepz2qMYKW0FpnNrtS7bJXgFPZkmQeZCb3Iph662+oFjtUpTqFjt0hjWLLcUmEW7bE8Fl8GZQxHMVQ/MT68b4zQiXGGGpOw4dqL8DAlFMSPjgpdKkiA8RH3S0chRRKSfTVcbwxPtdGEvFvpwBafu74kMRVKOolB3RkgN5GJtYv5X66Sqd+FnlCepIhzPHuqlDKoYTnKCXSoIVmykAWFB9V8hHiCBsNJpFnQIzuLKy9CslJ2zsnN3Wqxez+PIgyNwDCzggHNQBTVQBw2AwSN4Bq/gzXgyXox342PWmjPmM4fgj4yvH9R0nFw=</latexit>

K(X;Y ) = sup
W : W=g1(X)=g2(Y )

H(W )

<latexit sha1_base64="HZx8ZqqB4VB4pjTRvITXSGG+OQM=">AAACGnicbZDNSgMxFIUz/tb6N+rSTbAILUiZEVHBTdFN1U0F205ph5JJM21oJjMmGaEMfQ43voobF4q4Eze+jWk7i9p6IPBx7r3c3ONFjEplWT/GwuLS8spqZi27vrG5tW3u7NZkGAtMqjhkoXA8JAmjnFQVVYw4kSAo8Bipe/2rUb3+SISkIb9Xg4i4Aepy6lOMlLbapm3BFiMP8DbvXDQKE76e4pspLuedo0ahbeasojUWnAc7hRxIVWmbX61OiOOAcIUZkrJpW5FyEyQUxYwMs61YkgjhPuqSpkaOAiLdZHzaEB5qpwP9UOjHFRy70xMJCqQcBJ7uDJDqydnayPyv1oyVf+4mlEexIhxPFvkxgyqEo5xghwqCFRtoQFhQ/VeIe0ggrHSaWR2CPXvyPNSOi/Zp0b47yZUu0zgyYB8cgDywwRkogTKogCrA4Am8gDfwbjwbr8aH8TlpXTDSmT3wR8b3L7KvnE4=</latexit>

0  K(X;Y )  I(X;Y )  J(X;Y )  H(X,Y )



Réniy Entropy, alpha-Mutual Information

• There are also many perfectly 
reasonable ways to generalise 
Shannon entropy and Mutual 
Information


• Réniy entropy is one well-known one


• It has nice properties and axiomatic 
justifications (stay tuned for next 
lecture)

Information Sources
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1. Characterization of Shannon's measure of entropy

Let d' = (pI, P2, - , pn,) be a finite discrete probability distribution, that
is, suppose pk _ O(k = 1, 2, * , n) and t-l Pk = 1. The amount of un-
certainty of the distribution (P, that is, the amount of uncertainty concerning
the outcome of an experiment, the possible results of which have the probabili-
ties PI, P2, * * * p,n, is called the entropy of the distribution (P and is usually
measured by the quantity H[(P] = H(p1, P2, * * pn), introduced by Shannon [1]
and defined by

n 1
(1.1) H(pl,p2,p p.) = E pk 1og2

k=1 Pk

Different sets of postulates have been given, which characterize the quantity
(1.1). The simplest such set of postulates is that given by Fadeev [2] (see also
Feinstein [3]). Fadeev's postulates are as follows.

(a) H(p1, P2, - pn) is a symmetric function of its variables for n = 2, 3,
(b) H(p, 1 - p) is a continuous function of p for 0 < p _ 1.
(c) H(1/2, 1/2) = 1.
(d) H[tpI, (1 - t)pI, P2, * p.] = H(p1, P2, * Pn) + PIH(t, 1 -t)

for any distribution (P = (pI, P2, * * , pn) and for 0 _ t _ 1.
The proof that the postulates (a), (b), (c), and (d) characterize the quantity

(1.1) uniquely is easy except for the following lemma, whose proofs up to now
are rather intricate.
LEMMA. Let f(n) be an additive number-theoretical function, that is, let f(n) be

defined for n = 1, 2, * and suppose
(1.2) f(nm) = f(n) + f(m), n, m = 1, 2, .
Let us suppose further that
(1.3) lim [f(n + 1) - f(n)] = 0.

n-+-
Then we have
(1.4) f(n) = c log n,
where c is a constant.

547


