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The correct statement is (a).
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Coping with legacy!

Imagine you have stored md5(‘password’); to transform it into sha256(‘password’) 
you need to know password
They cannot guarantee that they will be able to have all users re-introduce their 
passwords that they had stored as insecure md5 to store them as something else.
This onion enables them to change what is stored, without the need to have the 
password in the clear
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Tyrion can hear and learn Jamie and Cersei’s sequences, and reproduce them.

Solution: Before leaving, Jaime and Cersei agree on a new sequence for the next day, 
so that the sequence is never repeated (similar to including R in the message in a 
challenge-response protocol). 

Note that “encrypting the message” or “hashing the message” are not possible 
solutions in this case. One cannot encrypt knocking sounds!
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Both agreeing and disagreeing are valid. What is important is the justification 
according to the importance the respondent gives to having false positives (violation 
of privacy = other students can read grades) and false negatives (bad usability, 
students need to retry login many times to see their grades)

8



[Recall that these answers are not the only possible ones]

(a) Universality is desired to avoid discrimination
(b) Uniqueness is desired to avoid security problem in which users can log in in place 

of other users (“similar” to knowing the password)
(c) Permanence is desired to avoid that biometrics need to be re-enrolled
(d) Secrecy is not needed. If biometrics are not secret, one would need a liveness 

detection algorithm
(e) Unpredictability is not desired in principle, but can be necessary if a given 

biometric can be recreated from the template

Uniqueness can be undesired as it enables to link users across databases, impeding 
that users cannot choose to have different identities for different services
Permanence can be undersired as it prevents revocation


