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The correct statements are (a) and (c). (b) wrong since hash output is fixed size. (d) is 
wrong because salts are not primarily used to increase the cost of calculating the 
hash but rather to protect from precomputed tables by adding uniqueness.
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(B) All the others do not protect against an adversary that has access to the database
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Examples of valid answers:

Advantage: 
In case of password database compromise, all (hashed) passwords will become 
irrelevant at most in three months (as opposed to never changing passwords). 
(failsafe principle) 

Mechanism is simple (economy of mechanism) - changing the password every three 
months is simpler compared to using 2FA for instance. 

Instead of password database compromise -> spearphished password, keylogged 
password, network-sniffed password; prevents password reuse across services. 
(increase work factor)

Disadvantages:
Uncomfortable for employees, will likely result in them coming up with weak 
passwords (psychological acceptability principle, see this post: 
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2016/03/time-rethink-
mandatory-password-changes )

https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2016/03/time-rethink-mandatory-password-changes
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2016/03/time-rethink-mandatory-password-changes


Password still common point of failure (least common mechanism)
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Example answer. (Almost anything is valid in this question as long as the justification 
works)
A password you can change your fingerprint you can not. As the sensitive information 
that is supposed to be protected is stored there long term (you want to keep this 
bank account) you want to be able to change authentication code after a 
compromise of the server that stores the secret. Harder to do with fingerprint than 
with password.

focus on storage.



No it does not, if you control the machine, you have k. Also the salt is not used (?!)


