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a) Yes: in RSA Key exchange, the key is sent by the client, which means that session keys 
are encrypted to the private key of the server. Thus, once adversary has this key they 
can recover the key of any past session and decrypt the content.

b) Yes, can sign for the server 
c) No, the client does not use the SK of the server. But, when combined with (b) to steal 

credentials of user: in that case yes.
d) No, those are really ephemeral



Alice’s service runs on the port of all other HTTPS connections. You cannot filter based on 
the port: stateless does not work.

Stateful can neither detect the protocol. That requires reading content to know what is 
going on

d) True. You need Deep Packet Inspection to detect this protocol (which is difficult for a 
HTTPS connection).



Sample answers:

• Server bandwidth: 
- create a huge amount of clients on different IPs and post one photo per client
- create a huge amount of clients on different IPs that are friends with a lots of other 

users, so that when all the clients log on simultaneously, the server will try sending the 
new pictures to all fake clients, making it impossible for honest clients to get updates 
from their friends.  

• Server kernel and application:
- Use fact that the website server listens to incoming TCP connection requests to launch a 
syn flood attack, or a teardrop attack, to exhaust the amount of TCP connections the 
kernel can create and make it impossible for other users to connect to the server
(A teardrop attack is a type of denial-of-service (DoS) attack (an attack that attempts to 
make a computer resource unavailable by flooding a network or server with requests and 
data.) The attacker sends fragmented packets to the target server, and in some cases 
where there’s a TCP/IP vulnerability, the server is unable to reassemble the packet, causing 
overload.) 
- With just one client, send millions of high resolution pictures to exhaust the server’s 
memory (would require a huge amount of data)
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1. Potential answer: Yes, the setup ensures that this does not happen. Bobby is protected 
because he uses HTTPS which encrypts the contents of his messages. Thus, the IT team 
can only observe who has been visiting Sawit but not what they have posted. 

2. Potential answer: Bobby is protected because DNSSEC provides protection against 
tampering of DNS records.

(Note: With a correct justification, the opposite answer could be correct as well for both 1 
and 2.)
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