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(A) The roommate is on the same LAN, a BGP hijacking makes no sense. Remove from the 
list

(B) The roommate could indeed spy over Alice’s shoulder. Do not remove
(C) The roommate is on the same LAN, so she can launch and ARP poisoning attack to 

MITM connections to the diary page. Do not remove
(D) The roommate can hijack DNS responses when Alice is looking for the diary web’s IP, 

and then MITM the connection. Do not remove
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a) False, ARP does not provide authenticity.
b) False, this is BGP hijacking
c) True
d) True
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Potential Answer 1: You can run a sniffer (e.g., Wireshark) to observe the network traffic 
actually sent by your browser, and check whether it contains any cookies. To figure out 
whether those leak any information about your site visits, you could visit different sites and 
try to correlate it with the cookies sent.

Potential Answer 2: You could configure your browser to route your all HTTP requests 
through a web proxy you’ve written that checks whether the request includes any cookies. 
As before, you can visit different sites and correlate the information sent.



(other answers than this may be valid)

Part I:
Potential Attack 1: Evil Corp can drop packets to IP Oliver
Potential Attack 2: Evil Corp could launch  a DNS Poisoning attack on John Oliver’s domain 
to redirect any user trying to watch the show to another web.

Note: Answers must reflect how Evil Corp can target those customers visiting John Oliver's 
show. Answers that would affect all customers would receive less points

Note:  ARP attacks is not a valid answer: ISPs cannot launch local network attacks.

Note: BGP Hijacking is a valid answer. However, it is not a good idea in terms of economy 
of the attack.

Part II: 

Potential Mitigation for Attack 1 Packet drop: Customers can bypass the censorship by 
using a VPN to hide their destination IP (The answer must specify how users would hide  IP 
Oliver so that it counts as defense for attacks based on IP)
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Potential Mitigation for Attack 2 DNS Poisoning: DNSSEC to protect against DNS poisoning
or obtain John Oliver’s IP from another DNS that is not under control of the adversary or 
from an out of band channel.
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